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Omnpepesienus

B HacrosIeM JOKyMEHTE UCIIONIb3YIOTCS CIIEIYIOLIUE TEPMUHBI U UX ONPEAEICHUS.

ABTOMaTH3MPOBAHHAs CHCTeMa — CHCTEMa, COCTOAILIAs M3 IEpCcoHaJla M KOMIUIEKca
CPEACTB AaBTOMATH3AIlMA €ro MACSITEIbHOCTH, pean3yromas HH()pOPMAINOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(QUKAIUS OTNPABHUTEIS] JAAHHBIX — IOATBEPXKIACHUE TOr0, YTO OTIPABUTEIND
IIOJIyYEHHBIX JIaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHoCTh MepCOHAIBbHBIX [JAHHBIX — COCTOSIHHUE 3alllUIIEHHOCTH MNEPCOHAIbHBIX
JAHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTbIO  MOJb30BaTeNiel, TEXHUYECKUX CPEICTB U
MH(OPMALIMOHHBIX TEXHOJIOTHH 00ecrnednTh KOH(UIEHIMAIBHOCTb, LEJIOCTHOCTh U JIOCTYMHOCTb
MEpPCOHAIBHBIX JTAaHHBIX MPU UX 00paboTKe B MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

Buomerpnueckne mnepcoHalbHble [JaHHbIE — CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
¢uznonornueckue OCOOEHHOCTH 4YeJIOBEKa M Ha OCHOBE KOTOPBIX MOJKHO YCTAaHOBUTH €ro
JUYHOCTh, BKIO4ass ¢oTorpaduu, OTIEeYaTKH MaiblieB, 00pa3 CceTyaTKH IJ1a3a, OCOOEHHOCTH
CTPOEHHS TeJla U APYTYIO MOJ00HYI0 HHPOPMAIIHIO.

BiokupoBanue mnepcoHANbHBIX JaHHBIX — BpEMEHHOE IpeKpalieHue coopa,
CUCTeMAaTH3alllK, HAaKOIJIEHUS, UCITIOJIb30BaHUS, PACIPOCTPAHEHHUS, IEPCOHATIBHBIX TaHHBIX, B TOM
qlClie UX MepeladH.

Bupyc (koMNbIOTEpHBIH, NMPOrPAMMHBIN) — HCIOJHAEMBI NPOTPAMMHBIA KOJ WIIN
WHTEPIPETUPYEMBI HAOOp HMHCTPYKIIWNA, OOJIAMAloMUid CBOWCTBAMH HECAHKIIMOHUPOBAHHOTO
pacripocTpaHeHust U camoBocnpousBeneHus. Co3qaHHble AyOJMKaThl KOMIBIOTEPHOTO BHpyca He
BCErJla COBIAAAIOT C OPUTHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTH K JAalbHENIIEMY pacpOCTPAHEHUIO
U CaMOBOCIIPOU3BEICHHUIO.

Bpenonocnasi mporpamma — mporpamma, IpeAHa3HadeHHas JUIsl  OCYILECTBJICHUS
HECAHKIIMOHUPOBAHHOIO JOCTYNa M (WJIM) BO3JACHCTBUS Ha MEPCOHAIIbHBIC JAHHBIE WM PECYpPCHI
MH(GOPMALIMOHHOM CHCTEMBI IEPCOHANIBHBIX JAHHBIX.

BcenoMorarte/ibHble TeXHHMYECKHE CpPeIcTBA M CHCTeMbl — TEXHUYECKHUE CpEACTBA U
CHCTEMBI, HE NpPEJHAa3HAYCHHbIE AJIS Nepegadd, 0OpaObOTKH M XpaHEHUsS MEePCOHAIBHBIX JAHHBIX,
yCTaHABJIMBAaEMble COBMECTHO C TE€XHHYECKUMH CPEICTBAMH M CUCTEMaMH, NpeAHa3HaYeHHBIMU
Ui 00pabOTKM MEpCOHANbHBIX JAHHBIX WJIM B IOMELICHUSAX, B KOTOPBIX YCTaHOBJIEHbI
MH(GOPMALMOHHbIE CUCTEMBI IEPCOHATIbHBIX JAHHBIX.

Jloctym B ONepaniMOHHYI0 cCpeldy KOMIbIOTepa (MH(OPMALMOHHON CHCTEMbI
MEePCOHAIBbHBIX JAHHBIX) — ITOJIy4YeHHE BO3MOXHOCTH 3aIlyCKa Ha BBIIOJIHEHHE ITATHBIX KOMaH],
GyHKUUMH, IpoLeayp ONepallMOHHON CUCTEMbI (YHUUYTOXKEHHUS, KOITMPOBAHMSI, IEPEMEILEHUS U T.I1.),
UCTOJHIEMBIX (ailJIoB MPUKIAAHBIX IPOTPAMM.

Joctyn k MHHGOPMALUH — BO3MO>KHOCTb HOJTY4EHUsI HHPOPMALIUHU U €€ UCIIOJIb30BaHMSL.

3akyia0yHOe YCTPOWMCTBO — DJIEMEHT CpeAcTBa CheMa HH(GOpMAIMM, CKPBITHO
BHEJpsieMbIi (3aKyIaZbIBaeMblii MJIM BHOCHMBIIT) B MecTa BO3MOXHOTO chbeMa MH(pOpMaluu (B TOM
quciae B OrpaxaeHHe, KOHCTPYKIHUIO, OOOpyIdOBaHHE, IpeIMEThl HHTEephepa, TPAHCIOPTHBIE
CpeZCTBa, a TAaKXKe B TEXHUYECKUE CPE/ICTBA U CUCTEMBI 00pabOTKH HH(pOpMAILUN).

3anmmaemas uHGopManus — MHPOPMAIU, ABISAIOLIAsCS NPEAMETOM COOCTBEHHOCTH U
Mo yiesKalas 3aliuTe B COOTBETCTBUU ¢ TPEOOBaHUSAMU IPABOBBIX JOKYMEHTOB HJIM TPEOOBaHUSIMU,
yCTaHaBJIMBAEMBbIMU COOCTBEHHHMKOM MH(POPMALINH.



NnenTunduranus — npucBoeHrne CyobeKkTaM U 00beKTaM JOCTyINa UACHTU PUKaTopa U (Win)
CpaBHEHHE MPEIBSBIIEMOT0 HACHTH(PHUKATOPA C IEPEYHEM TPUCBOCHHBIX UACHTH(PHKATOPOB.

NupopMaTHBHBIH CUTHAJT — 3JIEKTPHUYECKUE CUTHAIBI, aKyCTHUECKUE, HIEKTPOMArHUTHBIC
U apyrue (pu3nYecKue mosis, 1Mo napaMmeTpaM KOTOPBIX MOXKET ObITh pacKpbITa KOH(UICHIINATbHAS
nHpopmanusa (NEpcoHATIbHBIE JaHHBIE) oOpabarbiBaemMas B HWH(DOPMAIMOHHOW CHCTEME
MIEPCOHATBHBIX JaHHBIX.

Nudopmannonnas cucrema mnepcoHaJbHbIX AaHHbIX (UCII[AH) — undopmannoHHas
crcTeMa, MPEACTABIAIONas COO0H COBOKYITHOCTh IMEPCOHANBHBIX JaHHBIX, COACPIKAIINXCS B Oase
JTaHHBIX, a TaKKe HWH(POPMALMOHHBIX TEXHOJOTHH M TEXHUYECKHX CPEACTB, MO3BOJISIONINX
OCYILIECTBIISITh  O0pabOTKYy TakWX MEPCOHATBHBIX TAHHBIX C HCIOJB30BAHUEM  CPEJICTB
aBTOMATH3AIMX WM 0€3 UCTIOIh30BaHUS TAKUX CPEJICTB.

NudopManuoHHbIle TEXHOJIOTMM — TIPOIECCH, METOJBl TIOMCKa, cOopa, XpaHEeHHS,
00paboTKH, MPEIOCTaBICHHUS, PACIIPOCTPAaHEHUS HH(OPMAIIMK M CIOCOOBI OCYIIECTBICHHS TaKHX
MIPOLIECCOB ¥ METO/IOB.

Hcnosb30Banne MepCOHANBHBIX JaHHBIX — JIEHCTBHS (Omepanyu) ¢ IMepCOHATBHBIMU
JaHHBIMH, COBEPIIAEMbIE OIEPAaTOPOM B MENSAX TNPUHATHS PEIICHWH WIA COBEPIICHUS HHBIX
JEWCTBUH, MOPOKIAIONIUX FOPUIMUECKUE ITOCIEACTBUS B OTHONICHHH CYOBEKTa MEPCOHATBHBIX
TaHHBIX WU JPYTHX JIAI JTHOO WHBIM 00pa3oM 3aTparvBaroIldX IMpaBa W CBOOOABI CyOBEKTa
MEPCOHATBHBIX JAHHBIX WU IPYTUX JIHII.

Hcrounnk yrposnsl Ge3onacHocTu HWHGopMauMM — CyOBEKT OCTyIa, MaTepHalIbHbBIN
O00BEKT W (PU3UYECKOE SBICHUE, SBISIFOIINECS MPUIMHON BOSHUKHOBEHHS YIPO3bI 0€30TIACHOCTH
uH(popMaLnH.

KonTpoimpyemasi 30Ha — [pOCTpPaHCTBO (TeppUTOpHUs, 3JaHHME, YacTb 3JaHUf,
IIOMEUIEHHE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIUPYEMOe MpeObIBaHNE MOCTOPOHHUX JIUL], @ TAKXKe
TPAHCHOPTHBIX, TEXHUUECKUX M UHBIX MaT€pPHAIbHbBIX CPEICTB.

KonpuaeHInaIbHOCTh TNEPCOHANBHBIX [JAaHHBIX — 00s3aTelabHOE U1 COOIIOACHUS
ONEepaTopoM WM UHBIM MOJIyYMBIIMM JAOCTYN K MEPCOHAIBHBIM JIaHHBIM JIUIIOM TpeOOBaHHME HE
JIOITyCKaTh UX pacHpocTpaHeHue 0e3 coriacus cyObeKTa MEePCOHAIBHBIX AAHHBIX WM HaJIU4YUs
MHOTO 3aKOHHOT'O OCHOBAHHUSI.

MeskcereBoli 3KpaH — JIOKaIbHOE (OJHOKOMIIOHEHTHOE) WIM  (DYHKIHOHAIBHO-
pacrpeielieHHOe MIporpaMMHoe (TIpOrpaMMHO-aNNapaTHOE) CPEeACTBO (KOMILIEKC), pealu3yrollee
KOHTPOJIb 3a UH(pOpMaLuell, nocTynaromeil B *HPOPMaLMOHHYIO CUCTEMY IIEPCOHAIBHBIX JAHHBIX
Y (MJIK) BBIXOSIIEH U3 HHGOPMAIIMOHHONW CHCTEMBI.

Hapymmreab 6e30acHOCTH MEePCOHAIbHBIX JAHHBIX — (PU3HUYECKOE U0, CIYJalHO WU
IPEJHAMEPEHHO COBEpILIAloIlee JEeWCTBUSA, CIEACTBUEM KOTOPBIX SBISETCS  HapyIICHUE
0€30IIaCHOCTH MEepPCOHANBHBIX JAHHBIX MHpU HMX 00pabOTKe TEXHUYECKUMH CpEACTBAMU B
MH(GOPMALMOHHBIX CUCTEMAaX IEPCOHAIBHBIX TaHHBIX.

HeaBromaTusnpoBanHass o0pa0oTka NepCcOHANBbHBIX JaHHBIX — 00paboTka
NEPCOHAIBHBIX JAHHBIX, COAEP)KAIIMXCS B MH(OOPMALMOHHOW CHUCTEME NEPCOHAIbHBIX JAHHBIX
100 M3BJIEYEHHBIX U3 TaKOW CHUCTEMBI, CUMTAETCS OCYILECTBIEHHOW 0e3 MCIOJb30BaHUs CPEICTB
aBTOMaTH3alMK (HEaBTOMAaTU3UPOBAHHOMN), €CIIM TaKue JASHCTBUS C MEPCOHAIBHBIMU JaHHBIMH, KaK
UCMOJb30BaHNE, YTOYHEHUE, PpACIpOCTPAHEHHE, YHUYTOXKEHHE NEepCOHANbHBIX JaHHBIX B
OTHOLIEHUM K&XKJOr0 U3 CYOBEKTOB IEPCOHAIBHBIX JIAHHBIX, OCYIIECTBISIIOTCA  IPH
HEMOCPEICTBEHHOM Y4acTUH YeI0BEKa.

HepeknapupoBaHHble BO3MOXKHOCTH — (YHKIHMOHAJIbHBIE BO3MOXHOCTH CPEJICTB
BBIUMCIIUTEIILHOW TEXHWKHM, HE OINHMCAHHbIE WJIM HE COOTBETCTBYIOIIME OMUCAHHBIM B



JOKYMEHTAI[H, TPH MCIOJb30BaHHUH KOTOPBIX BO3MOYKHO HapylIeHHE KOH(UICHIMAIBHOCTH,
JOCTYIMHOCTH HJIU LIEJIOCTHOCTH 00padaTbiBaeMOi HH(POpPMAaLIUH.

HecaHKUMOHMPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHbIC [eCTBUSA) — JOCTYIl K
uHbOpMaAMK WU JCWCTBUS ¢ MH(OpMAaIed, Hapylaolyue MpaBuia pa3rpaHudyeHust JoCTyna ¢
WCTIOJb30BAHMEM INTAaTHBIX CPEICTB, TPEAOCTABISEMBIX HH(POPMAIMOHHBIMH  CHCTEMaMH
[IEPCOHAIbHBIX JAHHbBIX.

Hocurteas ungopmanuu — puznyeckoe JUIO WIM MaTEPUANBHBI OOBEKT, B TOM YHUCIE
¢du3nveckoe mosie, B KOTOpOM MH(POPMAIUS HaXOAUT CBOE OTPAKEHUE B BHJIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHHUYECKUX PEHICHUH M TPOIECCOB, KOJMYECTBEHHBIX XaPAKTEPUCTUK (UINIECKHUX
BEJIMYMH.

OO0e3IMuMBaHue TMEPCOHAJBHBIX [AHHBIX — JEWCTBUS, B pe3ylbTaTe KOTOPBIX
HEBO3MOXXHO OMNPEAEIUTh MPHUHAUIEKHOCTh MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIbHBIX JAHHBIX.

O0padoTKa MepcoOHAJBHBIX JAHHBIX — JCHCTBUS (OMepaluu) ¢ NepCOHATbHBIMU JAHHBIMH,
BKJIFOYas cOOp, CHCTeMaTH3allii0, HAKOTIJICHUE, XpaHeHue, yTouHeHue (0OHOBIIEHHE, U3MEHEHNE),
HCIOJIb30BAHUE, PACIPOCTpPaHEHHE (B TOM 4MCIE Iepenady), 00e3lnyuBaHuE, OJIOKHpOBaHUE,
YHUUTOKEHHE MEPCOHANbHBIX TaHHBIX.

OOmenocTynHble  MEPCOHANBbHBIE [aHHbIEe — [EPCOHAJIbHBIE JaHHbIE, JOCTYI
HEOTPaHUYEHHOTO Kpyra JUI] K KOTOPBIM IPEIOCTAaBJIEH C COrjacHs CyObeKTa MEepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOpPblE B COOTBETCTBUHU C (efepalbHBIMU 3aKOHAMHM HE PaCHpOCTpaHSETCs
TpeboBaHUE COOIOIEHNS KOHPUACHITNATHHOCTH.

Omnepartop (MepCOHAJBHBIX JAHHBIX) — IOCYJaPCTBEHHBIN OpraH, MyHUIIMIIAIIBHBIA OPTraH,
IOpUINYECKOe WK (U3UYECKOE JIMIIO, OpraHu3yloniee W (WIM) OCYIIECTBISIONIEe 00paboTKy
MEePCOHANBHBIX JAHHBIX, a TAK)KE OMpPEIENSIONINe eI U coJepaHrue 00pabOTKU MepCOHAIbHBIX
JTAHHBIX.

Texnuueckue cpeacrtBa HHPOPMANMOHHON CHCTEMbI MNEPCOHAJIBHBIX [AHHBIX —
CpEICTBa BBIYMCIUTEIBHON TEXHUKHU, HH()OPMAILIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI M CETH,
CpeICTBa U CUCTEMBI mepenauu, npuema u oopadotku [IJH (cpencTBa M cucTEMBbI 3BYKO3aIIUCH,
3BYKOYCHJICHUS, 3BYKOBOCIIPOU3BE/ICHHUS], IEPETOBOPHBIE U TEIEBU3HOHHBIE YCTPOICTBA, CPEeACTBa
M3TOTOBJICHUS, TUPAXKUPOBAHUS TOKYMEHTOB U APYrue TEXHUUECKHE CpeacTBa 00pabOTKH peyeBo,
rpaguveckoii, BHIEO- U OykBeHHO-IMGPOBOW HWHGOPMAIMHK), TPOrpaMMHBIC CpPEICTBA
(omepalMOHHBIE CHUCTEMBI, CHUCTEMbl YIpaBieHHUs Oa3aMU JaHHBIX WU T.I.), CPEICTBA 3aIUThHI
uH(popMaluY, TpUMEHsieMble B UH(POPMAIIMOHHBIX CHCTEMAX.

IlepexBat (MHopMannu) — HEMPABOMEPHOE TMOJIyueHUE UHPOPMAIH C UCTIOIb30BaHUEM
TEXHUYECKOTO CPEJICTBA, OCYILECTBISIOUIETO OOHApYKEHUE, MPUEM U 00pabOTKy HH(POPMATUBHBIX
CUTHAJIOB.

IlepconasibHble JaHHbIe — Jt00as WHGOPMALMS, OTHOCSIIASCS K ONPEACTICHHOMY WU
oTpe/ieNiieMOMY Ha OCHOBAaHUM Takoil mHpopManmu Gu3nueckomMy July (CyOBeKTYy MepcoHaTbHBIX
JAHHBIX), B TOM YHUCJIE ero (pamMuius, UMs, OTYECTBO, TOJI, MECSI, 1aTa U MECTO POXKJIEHU s, ajpec,
ceMeliHoe, collManbHOE, UMYIIECTBEHHOE IMOJIOKEHHe, 00pa3oBaHue, npodeccus, 10X0abl, Apyras
uHpopMalus.

ITo004HBIE 31eKTPOMATHUTHBIC U3JIYYeHHS H HABOJAKH — IEKTPOMAarHUTHBIE U3JTy4EHUS
TEXHUYECKUX CpEeACTB OOpabOTKM 3aluiiaeMoll HH(pOpMalMy, BO3HUKAIOIIME Kak M0O0YHOE
SBJICHUE W BBI3BAaHHBIC DJJIEKTPUYECKUMHU CUTHAJIAMH, JEHCTBYIOIIMMHM B HX DJIEKTPUYECKUX U
MarHUTHBIX LEMAX, a TaKXKE JJIEKTPOMAarHUTHBIE HABOJKU 3THUX CUTHAJIOB HAa TOKOIPOBOZSILNE
JIMHUH, KOHCTPYKLIMH U LIENH TUTAHUS.



IMosMTHKA «YHCTOTO CTOJA» — KOMIUIGKC OPraHW3al[MOHHBIX  MEPOIPHUSITHH,
KOHTPOJIUPYIOIUX OTCYTCTBUE 3alMCHIBAaHUS Ha OyMaKHbIE HOCHUTENM KiIrouell M arpulyToB
nocrymna (maposjeil) U XpaHeHus uX BOJIM3U 00BEKTOB JOCTYIIA.

Iosb30BaTelb HMH(POPMAIUMOHHOH CHCTEMBI MEPCOHAIBHBIX [JAHHBIX — JIUIIO,
ydacTBylomee B (yHKIIMOHHPOBAHWHM HH(DOPMAIMOHHOW CHUCTEMBI MEPCOHAIBHBIX JAHHBIX WA
HCIOJIb3YIOLIEE Pe3yNIbTaThl €€ (QYHKIIMOHUPOBAHMUSL.

IIpaBuia pa3rpaHn4yeHusi A0CTyNAa — COBOKYITHOCTb NMPaBUJI, PETIIAMEHTHPYIOUINX IpaBa
JocTyna cyOBbeKTOB JIOCTyNa K 00bEKTaM J0CTYIIA.

IIporpaMmMuas 3aKi1agKa — KoJ IpOrpaMMBbl, IPEeAHaMEPEHHO BHECCHHBIN B MPOTPaMMy C
IENbI0 OCYIIECTBUTh YyTEYKY, HW3MCHHTH, OJIOKAPOBATh, YHUYTOXUTh HHPOPMAIMIO WU
YHUUYTOXHUTh ¥ MOIUGUIUPOBATH MporpaMMHOe oOecreueHne HHPOPMAIMOHHON CHUCTEMBI
MEePCOHAIBHBIX JaHHBIX U (WJIN) OJOKMPOBATh almapaTHbIE CPENICTBA.

IIporpamMuoe (MporpaMMHO-MaTeMaTH4YeCKOe) BO3/eiicTBHEe — HECAHKIIMOHUPOBAHHOE
BO3/ICHICTBME Ha PECYpChl aBTOMATH3MPOBAHHON MH(POPMAIMOHHOW CHCTEMBI, OCYIIECTBIIEMOE C
WCTIOJIb30BAHNEM BPEJIOHOCHBIX ITPOTPaAMM.

PackpbiTHe NEPCOHAIBHBIX JAHHBIX — YMBIIUICHHOE WM CIIydailHOe HapyIIeHne
KOH(DHICHITHATEHOCTH ITePCOHATBHBIX TAaHHBIX.

PacnpocTpaneHue nepcOHAJBHBIX JAHHBIX — JICHCTBUS, HAINpPaBIICHHBIE Ha Iepenady
MIEPCOHATBHBIX JAHHBIX OIPENeNIEHHOMY Kpyry JHIl (Ilepefada TMepCOHANBHBIX JaHHBIX) WIA Ha
O3HAKOMJICHHE C TICPCOHATBHBIMA JaHHBIMA HEOTPAaHMYEHHOTO Kpyra JHI, B TOM YHCIE
oOHapo/IOBaHWE TEPCOHAIBHBIX JAHHBIX B CPEACTBAaX MacCOBOW HWH(MOpMAINH, pa3MelleHHE B
WH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETAX WIIH MPEIOCTABICHUE TOCTYIA K IePCOHATBLHBIM
JAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc ungopmManmoHHoi cucTeMbl — IMEHOBAHHBIN JIEMEHT CUCTEMHOTO, MPUKIAAHOTO
WJIU amnmapaTHoOro odecniedeHus: yHKIIMOHUPOBAHUS HH(POPMAITMOHHOW CHCTEMBI.

CnenmajnbHble KAaTeropuM MEePCOHAJIBHBIX [JAaHHBIX — TIE€PCOHAIbHBIC JaHHBIE,
Kacalolluecsl pacoBOM, HAIIMOHAJILHON MPHHAICKHOCTH, MOJUTHUYECKUX B3TJISAI0B, PEIUTHUO3HBIX
i GunocoPckux yoex AeHu, COCTOSHUS 310POBbSl 1 MHTUMHOM JKM3HHU CYObEKTa MePCOHATBHBIX
TAHHBIX.

CpencrBa BbIYUCINTENbHOI TeXHHKHM — COBOKYIHOCTh MPOTPAMMHBIX M TEXHHUYECKHX
AJIEMEHTOB CHCTEM OOpa0OTKH JaHHBIX, CHOCOOHBIX (PYHKIHOHUPOBATH CAMOCTOSITEILHO WIH B
COCTaBe JIPYTUX CUCTEM.

Cy0bekT nmocryna (cy0ObeKT) — JIMII0O WIM TMPOLEcC, JECUCTBUS KOTOPOrO per-
JTAMEHTHUPYIOTCS MPaBUIIaMU pa3TpaHUuEHUs JI0CTYTA.

TexHuyeckuili kaHajl yTedykdu HMH(OPMAIUM — COBOKYIIHOCTh HOCHUTENS HH(OpMAIHH
(cpenctBa 00pabOTKHM), (DU3MYECKOH Cpeapl pacnpocTpaHeHUs HWHOOPMATHBHOTO CHTHAJA H
CPEICTB, KOTOPBIMU J0OBIBAaETCS 3alluiaeMas HHpOopMalus.

Tpancrpannynasi nepeaya nepcoHaIbHBIX JAHHBIX — IepeIada NEePCOHATBHBIX TAHHBIX
omepatopoMm uepe3 [ocymapctBenHyio rpanuily Poccuiickoli ®enepanuu opraHy BIacTH
WHOCTPaHHOTO TrOCY/IapCcTBa, PU3NIECKOMY MU IOPUANYECKOMY JIMIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3bl 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIOBUN U (DaKTOPOB,
CO3/IAIOIIMX OINAacHOCTh HECAaHKLUMOHMPOBAHHOTO, B TOM 4YHCIE CIy4alHOro, JocTyna K
MEePCOHANBHBIM JTaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXXEHUE, H3MEHEHHE,
ONMOKMpOBaHME, KOMUPOBAHUE, PACHPOCTPAHEHHUE TIEPCOHATBHBIX JAHHBIX, a TaKKe HHBIX
HECaHKIIMOHUPOBAHHBIX JIEHCTBUHN MPHU UX 00paboTKe B MHGOPMAITMOHHON CUCTEME MEePCOHATBHBIX
TTAHHBIX.



YHMUYTOKEHHE NEePCOHATBHBIX JAHHBIX — JICCTBUSA, B PE3YJIbTATEe KOTOPHIX HEBO3MOKHO
BOCCTaHOBHUTBH COJICPYKAHUE MEPCOHATBHBIX JaHHBIX B MH()OPMAIMOHHON CUCTEME MEPCOHATBHBIX
JAHHBIX WJIA B PE3YJIbTATE€ KOTOPBIX YHUYTOXKAKOTCS MaTEpPUAJIbHbIE HOCUTEIM MEPCOHAIBHBIX
JTAHHBIX.

Yreuka (3amuinaeMoii) HHGOPMALUM N0 TEXHUYECKUM KaHAJIAM — HEKOHTPOJIUPYEMOE
pacmipocTpaHeHne WHQPOPMAIMU OT HOCHUTENS 3alluiiaeMoi WHGopMaruu uepe3 (U3NISCKYIO
Cpeay 10 TEXHUYECKOTO CPEACTBA, OCYIIECTBIIIONIETO MepexBaT HH(HOPMAIIHH.

Yupexnenue — YpapiieHue oOpa3oBaHHs.

Va3BumMocTh — ci1ab0OCTh B CPEJCTBAX 3alllMTHI, KOTOPYID MOKHO HCIOJB30BaTh IS
HapYIIEHUs CUCTEMBI WJIH COJIepIKaleiicst B Hell nH(pOpMaIHH.

HesocTHOCT, MHOPMaMH — CIOCOOHOCTH CPEJICTBA BBIYUCIUTEIBHOW TEXHHKH WM
ABTOMATHU3UPOBAHHOW CHCTEMbl OO0eCNeYyMBaTh HEW3MEHHOCTh WH(GOpPMAIMU B  YCIOBHSIX
CIIy4alfHOTO W/WJIN NIPEeTHaMEPEHHOT0 UCKaXEHUS (pa3pyIIeHus).

O06o03HaueHHs U COKpPALleHUS

ABC — aHTMBHpYCHBIE CPEACTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MECTO

BTCC — BcnomoratesnbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
UCTIIH — nuapopManimoHHas cucTeMa MepCcoOHAIBHBIX TAHHBIX
K3 — konTposupyemas 30Ha

JIBC — nokanpHas BBIYMCIHUTENIBHAS CETh

MD — mMexceTeBOM IKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN AOCTYI

OC — oneparmoHHas cucTeMa

[T/l — mepcoHasIbHBIEC TaHHBIE

[IMB — nporpaMmMHO-MaTeMaTUYECKOE BO3/ICHCTBUE

IT1O — mporpammHoOe obOecnieueHne

I[I5SMUH — no6o4HbIe AIEKTPOMArHUTHBIE U3TyYEHUS U HABOJIKH
CA3 - cucrema a”Hajiysa 3alldIleHHOCTH

C3U - cpencrBa 3amuThl HHDOpPMAITUN

C3I1n — cuctema (ImoacucTeMa) 3alluThl IEPCOHATBHBIX JAHHBIX
COB - cuctema oOHapyXEHHUS BTOPKEHUIN

TKY U — TexHuyeckue KaHaJIbl YTEUKH HHPOPMAIHH

YBII/Ia — yrpo3sl 6€301acHOCTH MEPCOHATBHBIX TaHHBIX



BBenenue

Mogens yrpo3 6e30macHOCTH NMEPCOHATBHBIX JaHHBIX (nanee — Mogenb) npu ux oopaboTke
B UCII/In cTtpoutcst Ha ocHoBaHUU OTYeTa O pe3yJibTaTax MPOBEJACHHS BHYTPEHHEH MTPOBEPKHU.

B Mopenu yrpo3 mnpexacraBineHo onucaHue crpykrypbl MCII[IH, coctaBa M pexuma
obpabotku I1/IH, KIaccupuUKanUio MOTEHIHMAIBHBIX HApPYIIMTENEH, OIEHKY HCXOJHOTO YPOBHS
3alUIIEHHOCTH, aHAJIU3 YTPO3 O€30MaCHOCTH NEPCOHATIBHBIX TAHHBIX.

Anamu3 YBII/IH Bxitovaer:

Onucanue yrpos.

OneHky BEpOSITHOCTH BO3ZHUKHOBEHHS YIPO3.

O1eHKy peaiu3yeMOCTH YIpo3.

O11eHKy OTTaCHOCTH YTIPO3.

Onpenenenne akTyaqIbHOCTH YTPO3.

B 3akimioueHuM AaHbl PEKOMEHJAIMU MO MepaM 3allMThl JJIs YMEHBIIEHHS ONacHOCTU
aKTyaJIbHBIX yIpoO3.

el NS =

1. Knaccudukanus HapymuTeaei

[To nmpuznaky npunamiexxkHocty Kk UCII/IH Bce HapymuTenn JensITCs Ha ABE TPYIIIbL:

BHEIIHME HAPYILIUTeaH — (QU3NYECKUE JIMIAa, HE HUMEIOUIMe IpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOH 30HBI, B TIpeiesax KoTopoit pasmemaercs ooopynoBanne MCII/IH;

BHYTPEHHHMEe HAPYWIUTeNUW — (QU3MYECKHe JIMIA, HMEIOUIMEe MpaBO IMpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJUPYEMOH 30HBI, B TIpeiesax KoTopoit pazmeraercs ooopynoBanue NUCIT/IH.

1.1. BHemiHuii HAPYIUTEIb

B kadecTtBe BHemIHEro Hapymurtenass WH()pOPMaMOHHON O€30MacHOCTH, paccMaTPHUBACTCS
HapyIIUTeIh, KOTOPHI HE WMEET HEMOCPEACTBEHHOTO OCTyNMa K TEXHUYECKUM CpPEJICTBAM H
pecypcaM CHCTEMbI, HaXOIAIIUMCSI B Ipe/ieiaX KOHTPOJIUPYEMOM 30HBI.

[Ipeanonaraercs, YTO BHEIIHUN HAPYIIUTEIb HE MOXKET BO3JICHCTBOBATH HA 3alUIIACMYIO
MHPOpMAILIUIO TI0 TEXHUYECKUM KaHajlaM YTEYKH, TaK KaKk 00beM HH(POpMAalMHM, XPAaHUMOW H
obpabateiBacmoit B CIIJIH, siBIsieTCS HEAOCTATOYHBIM JJII BO3MOXXHOW MOTHBAIIMM BHEITHETO
HapyIUTeIs K OCYIIECTBICHUIO NEHCTBUH, HANPABICHHBIX YTEUYKY MH(POPMAIIMU 10 TEXHUYCCKUM
KaHaJIaM yTEYKH.

[Ipeamnonaraercsi, 4TO BHEUIHWW HAPYIIUTEIh MOJXKET BO3JCHCTBOBATH HA 3allHMIIAEMYIO
MH(POPMAIIUIO TOJBKO BO BPEMs €€ TIepe/Iauu 10 KaHajiaM CBS3H.

1.2. BHyTpeHHHM HAPYIIHTEIb

B03MOXXHOCTH  BHYTPEHHEr0 HAapyLIUTENs CYLIECTBEHHBIM 00pa3oM 3aBUCAT OT
JEUCTBYIOLUX B Ipe/enax KOHTPOJIUPYEMOH 30HBI OIpaHUYMTEIbHBIX (PAaKTOPOB, U3 KOTOPBIX
OCHOBHBIM SBJIIETCS pealn3alus KOMIUIEKCa OpPraHU3alMOHHO-TEXHUYECKUX MEp, B TOM YHCIIE 110
no00py, PpPacCTaHOBKE M 0O0ECHEeueHHI0 BBICOKOH NpodecCHOoHaNbHON TOATrOTOBKU KaJpoB,
JOMYCKY (PU3MUECKUX JIULl BHYTPb KOHTPOJIUPYEMOM 30HBI M KOHTPOJIIO 32 MOPSJIKOM MPOBEIACHUS
paloT, HampaBJIEeHHBIX HA MPEAOTBPALIEHNE U ITpeceueHNe HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Cuctrema pasrpannuenus goctyna MCII[n MCII[Jn oGecneunBaeT pasrpaHUYeHUE IpaB
M0JIb30BaTENeH Ha I0CTYN K MHPOPMALMOHHBIM, TPOIPaMMHBIM, alllapaTHBIM U JIPYTUM pecypcam
NCIIIH B COOTBETCTBUU C MPUHATON NOJUTHKOM MHpOpMamoHHON 6e30nacHoCTH (paBuiiamu). K
BHYTPEHHHUM HapYLIUTEISAM MOTYT OTHOCUTBCS:



— aamunucrparopsl UCII/IH (kareropus I);

— aIMHHHCTPATOPBI KOHKPETHBIX mojacucteM miu 6a3 ganubeix MCI1/In (kateropus 11);

— nons3oBarenu UCIIn (kareropus I11);

— II0JIb30BAaTEINH, SBJISIOLIMECS BHEIIHUMU IO OTHOIIEHUIO K KOHKpeTHOM AC (kareropus IV);

— nuia, o0nagaronme BO3MOKHOCTBIO JIOCTYIA K CUCTEME Nepeaayn JaHHbIX (Kateropus V);

— COTPYAHHMKHU YUYPEKIEHUS, UMEIOIINE CAaHKIIMOHUPOBAHHBIN JOCTYN B CIY>KEOHBIX ILIEJIAX B
MIOMEILIEHNUS, B KOTOPBIX pa3zMmernatorcs snemenTsl MCIIJIH, HO He uMmeromye rnpasa A0cTyna
K HUM (kareropus VI);

— obcmyxwuBatonuii epconan JJOVY (oxpaHa, yOOpUIMKH CITY’)KEOHBIX IOMEIICHUA W T.J.)
(xareropus VII);

— YIIOJIHOMOYEHHBIH nepcoHan paspadorunkoB MCII/IH, KOTOphIi Ha JOTOBOPHOW OCHOBE
MMEEeT NpPaBO Ha TEXHUYECKOoe oOciHykuBaHue M Moaudukanuio komnoHeHToB MCII/IH
(xareropus VIII).

Ha mun xareropuwit | u |l Bo3mokeHwl 3amaun MO aJIMUHUCTPUPOBAHHUIO TPOTPAMMHO-
anmapaTHeix cpenctB u 6a3 manabix MCIIIH nns uHTerpamuu u obecrieuyeHus B3aUMOJICHCTBUS
pa3nuuHbIX moacucteM, Bxoadamux B coctaB MCIIIH. AnMuHHCTpaTOpbl MOTEHIHAIBHO MOTYT
peann3oBbIBaTh yrpo3sl Wb, wHcmonb3ys BO3MOXKHOCTM MO HEMOCPEICTBEHHOMY JOCTYMY K
3amuimaemMor nHpopmarmuu, odpadbareiBaemoit u xpanumoit B UCII/[H, a Takke K TEXHUYECKUM U
nporpaMMHbIM cpeactBaMm MCII/IH, BKIIrOUas cpencTBa 3allUThI, UCIIOIb3YEMbIE B KOHKPETHBIX
AC, B COOTBETCTBUH C YCTAaHOBJICHHBIMH JIJIsl HUX aIMUHUCTPATUBHBIMH ITOJTHOMOYHUSIMH.

DT M XOPOIIO 3HAKOMBI C OCHOBHBIMHU aJITOPUTMAaMH, IPOTOKOJIAMH, pealu3yeMbIMU 1
HCIIOJb3yeMbIMU B KOHKpeTHbIX noacucremax u WCII[IH B menom, a Takxke C NPUMEHSEMBIMU
MPUHIMIIAMA U KOHIEMIHUSIMUA 0€30TTaCHOCTH.

[Ipeamnonaraercsi, YT0 OHK MOTJIM ObI MCTOJB30BaTh CTAHAAPTHOE 000PYIOBAHUE JTUOO ISt
UIeHTU(DUKAITUN YSI3BUMOCTEH, 100 s peanu3anuu yrpo3 Ub. JlanHoe oOopynoBaHuEe MOXKET
OBITh KaK YacThIO IITATHBIX CPEACTB, TAK U MOKET OTHOCUTHLCS K JIETKO IMOJIydaeMoMy (Harpumep,
porpaMMHO€e o0OecrieueHne, MOJIYIeHHOE U3 O0IISTOCTYITHBIX BHEITHUX HCTOYHUKOB).

Kpowme Toro, npeamnonaraercs, 4To 3TH JIMIa MOTJIM ObI pacrojarath CleluaaIn3upPOBAHHBIM
o0opyioBaHUEM.

K mumam xarteropuit | w Il BBuay wux wuckmouutensHot posm B MCII[IH nomken
MIPUMEHSATHCS KOMILIEKC 0COOBIX OpPraHU3allMOHHO-PEKUMHBIX MEp MO MX MOJA00pPY, MPUHATHIO Ha
paboTy, Ha3HAYEHUIO HA JOJDKHOCTh M KOHTPOJIIO BHIMOJIHEHUS (PYHKIIMOHATBHBIX O0S3aHHOCTEH.

[Ipenmnonaraercs, yto B yucio aull kateropuii | u 1l 6yayT BKIto4aThest TOIBKO TOBEPEHHBIE
JIMLA U IO3TOMY YKa3aHHBIE JIMIA UCKIIIOYAIOTCSA U3 YHUCIIA BEPOSITHBIX HAPYIIUTENICH.

[Ipenmnomnaraetcs, yto auna kareropuit H11-VIII oTHOCATCS K BEpOSTHBIM HAPYIITUTEISM.

[Ipeanonaraercsi, 4T0O BO3MOYKHOCTh CrOBOpa BHYTPEHHUX HApYLIUTEIEH MallOBEpOSITHA
BBUJY IPUHATHIX OPTaHU3ALMOHHBIX U KOHTPOJIUPYIOLIUX MEP.

1.3. IIpeanonoxenusi 00 mMeloIIeics y HapymuTesi HHGopMamuu 06 00beKTax
peajM3anuu yrpos
B kauectBe OCHOBHBIX YpoBHEH 3HaHui Hapymutened o0 AC MOXHO BBIJICIUTh
ClIelyOLIHE:
— obwas ungopmayus — MHGOPMALIUHU O Ha3HaYeHUs U oOumx xapakrepuctukax UCII/H;
— 9KCcnayamayuonHas ungopmayus — WUHGOpPMAIMs, MOTyYeHHass M3 SKCIUTyaTallMOHHOMN
JOKYMEHTAIIH;



—  yygcmeumenvHas uumgopmayus — WHPOPMALUSA, OMOJHSIOMAS SKCIUTYyaTallMOHHYIO
unpopmanuto 06 UCIIIx (Hanpumep, cBeeHus U3 poekTHoU nokymentaunu UCII/IH).

B yacTHOCTH, HApYIIUTENID MOKET UMETh!

— JaHHble 00 oOpraHm3auuu  paboOThl, CTPYKTYpE H  HCIOJIB3YEMBIX TEXHUYECKHUX,
IIPOrpaMMHBIX U IporpaMMHO-TexHu4Yeckux cpenctax MCII/IH;

— cBeaeHus o0 wuHpopMmarmuoHHbIX pecypcax MCII[[H: mopsmoxk W mpaBwiia CO3JIAHMS,
XpaHEHUs U Tepenavynd HHPOpMalnH, CTPYKTypa U CBOMCTBa MH(POPMAITMOHHBIX IOTOKOB;

— JaHHBIE 00  YyA3BHMOCTSX,  BKJIIOYas  JaHHBIE O  HEIOKYMEHTHPOBAHHBIX
(HeeKkIapupOBaHHBIX) BO3MOXKHOCTSIX TEXHUYECKUX, MPOTPAMMHBIX M IPOrPAMMHO-
texHnuyeckux cpeacts MCIIH;

— naHHble 0 peanu3oBaHHbIX B [IC3U npuHIMnIax v anropurMmax;

— HCXOJHBIE TeKCThI porpammHoro obecnieuenust MCIIJH;

— CBEACHHUS O BO3MOKHBIX KaHaJIaX peaiu3aluu yrpos;

— uHpOpMaIUIO 0 criocodax peaanu3aluu yrpos.

[Ipeanonaraercsi, uro nuna kareropuu Ill w xareropum IV BrageroT TOJIBKO
AKCIUTyaTallMOHHON MH(pOpMalrel, 4YTo 0OecreynBaeTcsl OpraHu3aluoOHHBIMU Mepamu. [lpu stom
nuna kareropuu [V He BiazneroT mapoJsibHOM, ayTeHTU(UIUPYIOUIeH U KiIoueBoi MHpOpMaIMei,
ucnosibzyemoit B AUC, K KOTOPbIM OHU HE UMEIOT CAHKIIMOHUPOBAHHOTO JIOCTYTIA.

[Ipeamnomnaraercs, yTo juIa KaTeropuu V BIaACIOT B TOW WM WHOW YaCTH YYBCTBHUTEIBHOM
Y DKCIUTyaTallMOHHOW HHQpOpMaIUE 0 cucTeMe repenadu nadopmainuu u ooment napopmaimeir 06
ANUC, wucnonp3ylomux 3Ty CUCTeMy TIepedadyd uHopMmanuu, 4YTo oOecrneyuBaeTcs
OpPraHu3alMoOHHbIMU Mepamu. [lpu sToM snuma kareropur V HE BIQACIOT MNapoJbHOM U
ayreHTHGUIIUpYONIeH nHbopmaruen, ncnoiaszyemoi B AUC.

[Ipeanonaraercs, uro nuna kareropun VI u muna kareropuu VIl mo ypoBHIO 3HaHMiA He
MIPEBOCXOIAT JINIIA KaTeropuu V.

[Ipeanonaraercs, uyto ymma kareropun VI oGmagaror dyBcTBHTENBbHOM HHBOpMaIHeii 00
UCTIa nu dyaknuoHanbHO opueHTHpoBaHHBIX AWC, BKiItouas mHMOpPMAIUIO 00 YSI3BUMOCTSIX
TexHuyeckux u nporpammueix cpeactB MCII/IH. OpraHu3alMOHHBIMEU MEpaMH IPEAINOoaraercs
UCKITIOYUTh Aoctyn Jui kateropuu VI x texumueckum u mporpamMmubiM cpenctam MCIIIH B
MOMEHT 00pabOTKH € UCTIOJIB30BAHUEM 3TUX CPEJICTB 3alUIaeMoi nH(pOpMaIUU.

Taxkum oOpazom, Haubosiee nHGopmupoBanHsiMu 00 AVIC sBisiroTcst snma kareropuu 1 u
nuna kareropuu VIII.

Crenenp HMH(POPMHPOBAHHOCTU HAPYIIMTENS 3aBUCUT OT MHOTHX (AKTOpPOB, BKIIOYAs
peanu30BaHHbIE B YUYPEKJICHUM KOHKPETHBIE OpPraHU3allMOHHbBIE MEpbl U KOMIIETEHIUIO
Hapymureneil. [lostomy 0ObEeKTUBHO OIIEHUTH 00BEM 3HAHHI BEPOSTHOIO HApPYLIUTENs B 0OIIeM
clly4ae IPaKTUYECKU HEBO3MOXKHO.

B cBfA3M C H3M0XKEHHBIM, C LEIbI0 CO3JaHUS OIPEICICHHOrO 3amaca I[POYHOCTU
MIPEINOIaraeTcsi, YTO BEpOSTHbIC HApYIIUTEIN 00nanatoT Beceld nH(opMmalueil, HeoOOXOIUMON st
MOATOTOBKH U pealu3aliil yrpo3, 3a UCKI0YeHHEeM HH(OpMAaIU, JOCTYI K KOTOPOM CO CTOPOHBI
HapyLUTeNns UCKIoYaeTcss cucteMoil 3amuThl uHGopmanuu. K takoit mHdpopmarnmu, Hanpumep,
OTHOCHTCSI TAPOJIbHAS, AyTeHTU(DUIIUPYIOIIasl U KITr04YeBas HHPOpMaIlus.

1.4. TIpeanosnoxennsi 00 MMEIIUXCH Y HAPYIIUTEJISA CPeICTBAX peau3auu yrpo3
HpezmonaraeTcsi, YTO HApYLINUTEJIb UMCCT:

— anmapaTtHble kKomnoHeHTsl C3I1/In u CO C3I1/1H;

— JOCTYIHBIC B CBOGOI{HOﬁ Mpoaaxe TCXHNUYCCKUC CPCACTBA U TPOrpaMMHOC 06CCHC‘{CHI/IC;



—  CIeIUaibHO pa3paboTaHHbIE TEXHUUECKUE CPEJICTBA U IPOTPaMMHOE 0OecIieueHHe.

BHyTpeHHUI HapyHIIUTEIh MOKET HCIIOIB30BaTh IITATHBIE CPE/ICTBA.

CocTraB uMEIOMIMXCA y HAPYIIUTENs CPEACTB, KOTOPHIE OH MOXET HCIIOJIb30BaTh IS
peanuzamuu yrpo3 Mb, a Takke BO3MOXHOCTH 1O MX MPUMEHEHHIO 3aBUCAT OT MHOTHX (DaKTOpOB,
BKIIIOYAs pEaTM30BaHHbIE Ha OOBEKTaX YUYPEKACHUS KOHKPETHBIE OPTraHMW3allMOHHBIE MEpHI,
(uHAHCOBBIE BO3MOKHOCTH M KOMIETCHINIO HapymuTesnei. [109ToMy 0ObEeKTHBHO OIICHUTH COCTAB
UMEIOIINXCA Y HApyHMIMTEIsl CPEACTB pealu3alii Yrpo3 B 0OmeM ciaydae MpaKTUYECKH
HEBO3MOXKHO.

[Mostomy, st cosnmanus ycrowuumBou C3II[lH mpenmonaraercs, 4YTO BEPOATHBIN
HapYIIUTEIh UMEET BCE HEOOXOMMBIE IS PeaTn3aliy yrpo3 CPEACTBA, BO3SMOKHOCTH KOTOPBIX HE
MIPEBOCXOAT BO3MOXHOCTH AaHAJIOTHYHBIX CpPEACTB peaju3alliii  yrpo3 Ha HWH(POPMAIHIO,
COJIEPIKAIIYIO CBE/ICHUS, COCTABIISIONINE TOCYJAPCTBEHHYIO TalfHY, M TEXHUYECKUE U MPOTPAMMHBIE
cpencTBa, 00padaThIBaOIIKE STY UHPOPMAIIHIO.

BwMmecTe ¢ Tem mpeqmosaraercs, 9To HapyIIuTe b HE UMEET:

— CpEeICTB MepexBaTa B TEXHUYECKUX KaHaJIaX yTeuKH,

— CpeICTB BO3ACHUCTBUS Uepe3 CUTHAJBbHBIE Iend (MH(OPMAIMOHHBIE W YIPABJISIOIINE
untepdeiicer CBT);

— CpEICTB BO3JICHCTBHSI HA ICTOUYHUKH W Yepe3 1SN ITUTaHus;

— CpEICTB BO3JICHCTBHS Yepe3 IeTH 3a3eMIICHUS;

— CpEICTB aKTUBHOTO BO3/IEWCTBUS HAa TEXHUYECKHUE CPENICTBA (CPEACTB OOIyueHus).

[Ipenmonaraercs, 4To HanOOJEe COBEPUICHHBIMH CPEICTBAMH PEATU3aIliK yrpo3 00Ja1aloT
nuua kareropuu |1 u mua kareropuu VIII.

2. Ucxoaubiii ypoBeHb 3amumennoctu UCIIIn

[Tox oOmumM ypoBHEM 3alIUIIEHHOCTH MOHUMAETCS 000OIICHHBIA MOKa3aTelb, 3aBUCAIIUN
OT TEXHHUYECKUX M IKCIUTyaTannoHHbIX Xapakrepuctuk UCITIu (Yq).

B Ttabmume  mpencTraBieHBl XapaKTEPUCTHKHA YPOBHS HCXOJHOM 3alllUIIEHHOCTH IS
HUCII/H.

Taéauua 1— CX0AHBIH YPOBEHb 321U IIIEHHOCTH

Io3umust TexHu4ecKHe M IKCIUIyaTALMOHHBIE XaPAKTePHCTHKH Yposerik
32U IIEHHOCTH

1 ITo TeppuTOopHanbHOMY pa3MEILIEHUIO Bricokuit

2 [To HaMM4MIO COEAMHEHUS C CETSIMH OOIIEro MOTh30BAHUS Cpennuit

3 I[lo BcTpoeHHBIM  (JIETalBHBIM)  OmepamusM ¢ 3ammucsaMu  0a3 | Huskuit
MIEPCOHANBHBIX TaHHBIX

4 ITo pasrpannyenuio AOCTYNA K NEPCOHAIBHBIM JAHHBIM Bricokuit

5 [To Hammumto coequuaenunit ¢ npyrumu 6azamu 1110 wapx UCIT/Ta Huzkuit

6 o ypoBHto (0o6e3mmumnBanus) [1/1n Cpenunit

7 [To o6wemy [1/1H, KOTOpBIE IPEOCTABISIOTCS CTOPOHHHUM IT0NIb30BaTeNsIM | Huskuit
UCIIH 6e3 npenBaputensHON 00paboTKu
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3. BeposiTHOCTh peanu3auuu Y BI/In

[lox BEpOSTHOCTBHIO peann3ali yrpo3bl OHUMAETCS OINPENEISIEMbId 3KCIIEPTHBIM IIyTEM
[10Ka3aTelb, XapaKTEPU3 YOI, HACKOJIbKO BEPOSTHBIM SIBJIIETCS PeaIN3alisi KOHKPETHON yrpo3bl
6ezonacuoctu [11n anst UCIIIH B cKiIaabIBarOIIUXCsl YCIOBUSAX 0OCTAaHOBKH.

YucnoBoit kodpduimeHt (Yz) UIs OLUCHKH BEPOSTHOCTH BO3HHUKHOBCHHS YIPO3bBI
omnpenensercs no 4 BepOaJbHbIM I'palallisiM 3TOr0 IOKA3aTes:

MAaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIC MPEANIOCHUIKH JUIS OCYIIECTBICHHS YrPO3bI
(Y2=0);

HHM3Kasi BEPOATHOCTD - 00ObEKTUBHbIE IPEANOCHUIKU Ul pealli3allii YTpo3bl CYIIECTBYIOT,
HO TPUHSATBIC MEPHI CYIIECTBEHHO 3aTPYIHSIOT ee peanu3aiuio (Yz = 2);

cpelHsIi BEPOATHOCTb - OOBEKTUBHBIE MPEINOCBHUIKM JUIsl peaju3aluu  yrposbl
CYILIECTBYIOT, HO TIPHHSATHIC Mepbl oOecnieuenus 6e3onacHoctu [1/H Hepoctatouns (Yo = 5);
BbICOKASl BEPOSITHOCTH - OOBEKTUBHBIE TMPEANOCBHIIKMA Uil pealu3aluyd  yrpo3bl

CYIIECTBYIOT U MephI 1o obecrnieueHuro 6e3omacHocTy [1/In He mpunsTel (Y, = 10).
[Tpu o6padoTke nepconanbHbIX JaHHBIX B UCIIIH MOKHO BBIJCIUTD CIEAYIOMIUE YTPO3bI:

3.1. ¥rpo3bl yreuku nHGOpMALUH 10 TEXHHYECKUM KaHAJIaM

3.1.1.¥Yrpo3bl yTeukHu aKycTH4YecKoii (peueBoii) mHpopmanuu

Bo3nukHOBEHHE Yrpo3 yTEUKH aKyCTHYECKOW (peueBoil) MHQPOpMAIUH, COEPKAIIeHCs
HETIOCPEACTBEHHO B Mpom3HocuMoi peun nosb3oBatens MCIIIH, mpu obpadotke [1/In 8 UCII/IH,
BO3MOXXHO TIpH Haymuuu (QyHKOuid rtojocoBoro BBoma [I[lm B MWCII[H wm QyHkmumit
BocnpousBeaeHus [1/{n akyctuueckumu cpeacrtsamu UCI/IH.

B UCIIIn Yupexnenus ¢yHKIuu roiaocoBoro Broja [0 nnm dyHKIMM BOCTIPOU3BEACHUS
[TJIH aKyCTHYECKMMHU CPEICTBAMU OTCYTCTBYIOT.

BeposTHOCTE peann3anuu yrpo3sl — MaJIOBEpPOsITHA.

3.1.2.Yrpo3sl yreuku BHA0BOH HH(OpMaAK

Peanuzanusi yrpo3bl yreukd BUIOBOW HH(OpPMalLKMKM BO3MOXKHA 3a CUET MPOCMOTpa
nH(OPMALIUK C TOMOIIBIO ONTUYECKUX (ONTHKO-3JIEKTPOHHBIX) CPEICTB C KPAHOB IHCILICEB U
IPYTUX CPEICTB  OTOOpa)KEHUS CPEICTB  BBIYMCIUTEIBHONM TEXHUKH, HH(OPMALUOHHO-
BBIYMCIUTEIBHBIX KOMIUIEKCOB, TEXHHYECKHUX CpPeICTB 0OpabOoTKM rpaduyeckoil, BHIEO- H
OykBeHHO-1IU(poBOit nHDOopMaruu, Bxoaamux B coctaB UCIIIH.

B yupexxneHun BBeIeH KOHTPOJIb JOCTYyIa B KOHTpoJMpyemyto 30Hy, APM mnosb3oBaTeneit
PacMoJIOKEHbl TaK, YTO MPAKTHYECKHU MCKIIOUEH BU3YalbHBIM JOCTYN K MOHUTOpaM, a Ha OKHax
YCTaHOBJICHBI KAIIFO3H.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJIOBepOSITHA.

3.1.3.¥Yrpo3s1 yreuku uapopmanuu no kanaiam I9MUH

Yrpossl yreuku uHpopmarun o kanany [IDMUH, Bo3MOXHBI 13-32 HATUYKS MApa3UTHBIX
JIEKTPOMArHUTHBIX U3ay4eHui y anemenToB MCII/Ix.

YTpo3bl JaHHOTO Kiacca MAaJOBEPOSITHBI, T.K. pa3Mep KOHTPOJIUPYEMON 30HBI OOJBIION, U
anemenThl UCII/IH, HaxoAsTCs B caMOM LIEHTpPE 3aHUsl U SKPAHUPYIOTCS HECKOIBKUMH HECYLIUMHU
CTEHAMH, U Iapa3sUTHBIA CHUTHAJl MACKHUPYETCS CO MHOKECTBOM JPYIMX IApa3UTHBIX CUTHAJIOB
aneMeHToB, He Bxosux B UCII/IH.
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3.2. Yrpo3bl HeCAaHKIHOHMPOBAHHOIO 0CTYNA K HHPOpPMALUH

Peammzanms yrpoz HCJl k wuHpOpManuu MOXKET NPUBOJUTH K CIEAYIOIIMM BHIaM
HapyIIeHus ee 0€30MacHOCTH:

HapyIEHUIO KOHQUICHINAIBHOCTH (KOMMPOBaHKUE, HEMPAaBOMEPHOE PAaCpOCTPAHEHUE);

HapYIIEHUIO LIEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHUE);

HapYILIEHUIO TOCTYIHOCTHU (OJIOKUPOBAHUE).

3.2.1.¥Yrpo3bl yHMYTO:KeHMs], XxumieHuss annapatHbix cpeacts MCIIAn HocuTenei
HH(popManuM myTeM puzndeckoro gocryna k 3jaementam UCIAn

Kpasica II9BM.

VYrposza ocymectBisercs nyrem HCJ| BHEMIHMMH UM BHYTPEHHUMH HApyIIUTEISIMUA B
MoMeIIeHus, Tie pacnoioxensl anemenTsl UCIIH.

B yupexaeHun BBEOEH KOHTPOJb JOCTyNa B KOHTPOJUPYEMYIO 30HY, YCTAHOBJIEHA
OXpaHHas CUTHAJIN3aIls, IBEPU 3aKPBIBAIOTCSA HA 3aMOK.

BeposTHOCTE peanuzanuu yrpo3sl — MaJ0BEePOATHOM.

Kpasica nocumeneit ungpopmayuu

VYrpos3a ocymectBigercs nyrem HC/[ BHeIHMMM M BHYTPEHHMMHM HapYIIMTEISAMH K
HOCHTEISIM HHpOpMaIUu.

B Vupexaenuun BBeAeH KOHTPOJIb JOCTyNIa B KOHTPOJIMPYEMYIO 30HY, YCTAHOBJIEHA
OXpaHHasl CUTHAJIM3alMs, JBEPU 3aKPBIBAIOTCS HA 3aMOK, BEJETCS y4eT M XpaHEHHE HOCHUTENIEH B
cerde.

BeposTHOCTB peanu3anuu yrpo3sl — MaJIOBEpPOSATHA.

Kpaoica knwueit u ampudymoe oocmyna

VYrpo3a ocymectBisercs nyrem HCJ] BHEMIHMMHW W BHYTPEHHUMHU HApPYIIMTEISIMH B
MOMEILIEHUs, TJIe MPOUCXOAUT padoTa MOJIb30BaTENEH.

B Vupexnenun BBeA€H KOHTPOJb JOCTylla B KOHTPOJIHPYEMYIO 30HY, YCTaHOBJIICHA
OXpaHHas CUTHAJIW3allMA, ABEPU 3aKPBIBAIOTCS HAa 3aMOK, OPraHMW30BaHO XpaHEHUE KIIYel B
ceiide 1 BBeZCHA MOJUTUKA «YUCTOTO CTOJIAY.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJIOBEpOSITHA.

Kpaosicu, moougpuxayuu, ynuumoosricenusn ungopmayuu

VYrpo3a ocymectBisercs nyrem HCJ| BHEIIHMMHM W BHYTPEHHMMH HapyIIUTEIsMH B
nomeuieHus1, rae pacnosioxensl 3neMenTbl UCIIJIH u cpeacTBa 3amiuThl, a Tak e MPOUCXOAUT
paboTa noap30BaTENCH.

B Vwupexnenunm BBeAEH KOHTPOJIb JIOCTYIIa B KOHTPOJHMPYEMYKO 30HY, YCTaHOBJICHA
OXpaHHAas CUTHAJIM3AIIMsI, TBEPU 3aKPHIBAIOTCS HA 3aMOK.

BeposTHOCTh peanu3anuu yrpo3bl — MaJIOBEpOSITHA.

Bu1600 u3 cmpos y3noe I13BM, kananoe ceéazu

VYrpo3a ocymectBusiercs nyreM HC/] BHEMIHMMU W BHYTPEHHHUMH HApYIIUTENSMUA B
MOMeIleHus, Tae pacnonoxensl a1eMeHTsl UCITIH u mpoXoasaT KaHajbl CBS3H.

B Vupexaenun BBeAEH KOHTPOIJb JOCTylla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJIEHA
OXpaHHAas CUTHAJIM3AIINS, JBEPU 3aKPHIBAIOTCS HA 3aMOK.

BeposTHOCTh peanu3aiuu yrpo3bl — MaJIOBEpOSAITHA.
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Hecankuyuonuposannoe omxniouenue cpeocme 3aujumaol

VYrpo3a ocymectisiercas nyreM HCJ/[ BHEmIHMMHM ¥ BHYTPEHHUMH HapyLIUTENIIMH B
MIOMEILIEHUS, TJ€ pacnoiokeHbl cpeactsa 3amuTsl UCIIH.

B VwupexneHuum BBEAEH KOHTPOJIb JIOCTYIIA B KOHTPOJHMPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHas CHUTHAJW3alMs, JIBEpU  3aKpbIBAIOTCS Ha  3aMoOK, nosb3oBarenu  UCIIdn
MIPOUHCTPYKTHUPOBaHKI 0 padore ¢ [1/1H.

BeposTHOCTE peann3anuu yrpo3sl — MaJOBEpPOsITHA.

3.2.2.¥rpo3bl  XHIIleHUsl, HECAHKIMOHMPOBAHHOW MoOAM(PUKANMM WM OJOKUPOBAHUS
uHpopManuM 3a c4yeT HecaHKHUOHMpoBaHHOro pgocrtyna (HCJI) ¢ npumeHenmem
NporpaMMHoO-anmnapaTHblx M IMPOrpaMMHBIX CPEIACTB (B TOM 4YHCI€ TMIPOrpaMMHO-
MaTeMaTHYeCKHX BO3AelCTBHIA).

Jeiicmeusn epedonocHvix npozpamm (8upycoe).

[IporpaMmMHO-MaTEMaTHYECKOE BO3JACUCTBHE - 3TO BO3JAEHCTBUE C MTOMOIIBIO BPEIOHOCHBIX
nporpamMM. [IporpamMmMoil ¢ TNOTEHIIMAIBHO ONACHBIMU IOCIEJICTBUSMHM WJIM BPEIOHOCHOU
nmporpaMMoii  (BHUPYyCOM) HAa3bIBAlOT HEKOTOPYIO CaMOCTOSITENIbHYIO Mporpammy (Habop
WHCTPYKIMI), KOTOpas CHOCOOHA BBIMOJHATH JIFO00O€ HEMYCTOE IOJIMHOKECTBO CIIEIYIOIIUX
GbyHKIMI:

— CKpBIBaTh MPU3HAKU CBOETO MPUCYTCTBUS B MPOTPAMMHOM CpeJie KOMITbTEPa;

— o0yamaTh CMOCOOHOCTBIO K CaMOIyONMPOBAHUIO, ACCONMHPOBAHUIO CeO0S C JPYrUMH
nporpaMMaMu U (WJIHM) TIEPEHOCY CBOMX (DparMEeHTOB B HMHBIE OOJACTH ONMEPATUBHOW WIIH
BHEIITHEH IMaMsITH;

— paspymarh (MCKaXaTh MPOU3BOJIBLHBIM 00pa30M) KOJ TPOrPaMM B OTIEPATUBHOM MTaMSITH;

— BBIMOJHATH 0O€3 MHUIMHPOBAHHUA CO CTOPOHBI TOJb30BaTeds  (MOJIb30BATEIBCKOMN
MIPOrpaMMBbI B LITATHOM PEKUME €€ BBIMOIHEHUS) AECTPYKTUBHbIE (PYHKIUU (KOTUPOBaHUS,
YHUYTOXKEHHUS, OJIOKMPOBAHUS U T.I1.);

— COXpaHATh (parMeHTbl HH(POPMALMKU M3 OMNEPATUBHOM MaMITHU B HEKOTOPBIX 0OJACTSIX
BHEIIHEH MaMsITH MPSMOTo JOCTyMNa (JIOKAJIbHBIX WIH YAaJCHHbBIX);

— HCKaXaTb MPOU3BOJBHBIM 00Opa3oM, OJOKHMpOBaTh M (WJIM) MOAMEHSTH BBIBOJAUMBIN BO
BHEIIHIOIO MMaMATh WK B KaHaJl CBSI3M MaccuB MH(opManuu, 00pa3oBaBUIMICS B pe3yabTaTe
paboThl MPUKIAAHBIX MPOrpaMM, WM YK€ HaXOISIIHMeCs BO BHEIIHEW MaMsITH MacCHUBBI
JAHHBIX.

B VYupexnenun na Bcex nsnementax WCII[IH ycraHoBiieHa aHTHBHpYCHAs 3alluTa,
M10JIb30BATENIN IPOUHCTPYKTUPOBAHBI O MEPAX IPENOTBPALIEHUSI BUPYCHOTO 3apaKEHHS.

BeposTHOCTb peasinzanuu yrpo3bsl — HU3KAas.

Heoexnapuposanunvie 6o3moxncnocmu cucmemnozo II0 u IO ona obépabomku
NnepcoHanbHbIX OAHHDBIX.

HenexnapupoBaHHblE  BO3MOXHOCTH —  (DYHKIIMOHAIbHBIE BO3MOXKHOCTH  CPEJICTB
BBIYMCIIUTEIBHOW TEXHHKH, HE ONHCAHHbIE WJIM HE COOTBETCTBYIOIIME OINHCAHHBIM B
JOKYMEHTAIlMH, TpPH HCIOJIb30BAaHMM KOTOPBIX BO3MOXHO HapylleHHe KOH(QUICHIIMATBHOCTH,
JOCTYITHOCTH HJIM IIEIOCTHOCTU 00pabaThiBaeMoit HHPOpMAITUH.

B Vupexaenun HeT mnporpaMMHOro ooOecredeHus pa3padaTbiBaeéMOro coOCTBEHHBIMU
pa3paboTUMKaMH/CTOPOHHUMU CTIEIIHATUCTaAMH.
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BeposiTHOCTB peanu3anuu yrpo3bl — HU3Kasl.

Ycemanoeska I10 ne ceazannozo ¢ ucnonnenuem ciyxnceOHwvix 00A3aHHocmel

Yrpo3a ocymiecTBisieTcs MyTeM HECaHKIIMOHUPOBaHHOW ycTaHOBKH [IO BHYTpeHHUMU
HapyIIUTEISIMUA, YTO MOXET NPHUBECTH K HAPYIICHUIO KOH(MUIEHIMATBLHOCTH, ILEIOCTHOCTH HU
noctynHocTtd Beer UCIIJIH win ee 2eMeHTOB.

B VYupexnenuun BBeIEHO pasrpaHWyYeHHE IpaBaMu I0Jib30Bareied Ha ycraHoBky 10 u
OCYIIECTBJISIETCSI KOHTPOJIb, IOJIb30BATEIN IPOUHCTPYKTUPOBAHBI O MOJIUTHKE ycTaHoBKu [10.

BeposTHoCTh peaniuzanuu yrpo3sl — MaJOBEPOSITHA.

3.2.3.¥rpo3bl He MpeIHAMEPEHHBIX JAeCTBHI TOJb30BaTejlell W HapyuleHUd 0e30mMacHOCTH
¢yuknuonnpopanuss UCIIAn u C3II/In B ee cocraBe m3-3a c00€B B NMPOrpaMMHOM
ofecrieyeHNH, a TaK:Ke OT Yrpo3 HeaHTPONMOreHHOro (c6oeB ammapatypsl H3-3a
HEHAJe;KHOCTH 3J1eMEHTOB, c00eB JJIEKTPONMUTAHUS) U CTHXMITHOrO (yZ1apoB MOJIHHIA,
M0KapoB, HABOJHEHMUIi 1 T.I.) XapaKTepa.

Ympama knrwueit u ampudbymoe oocmyna

VYrpo3a ocymiecTBiseTcss 3a CYeT JEeHCTBUSA YeIOBEUeCKOro (hakropa MOJb30BaTENIeH
NCTI/IH, koTOopble HAapyYIIAIOT MOJIOKEHUS MapoJIbHOM MOJIMTHKE B YacTH UX CO3JaHus (CO3MaroT
JIETKAE WIM IIyCTbI€ NApoJid, HE MEHSIOT Napojd I0 MCTEYEHHHM CpOKa MX JKU3HU WU
KOMIIPOMETAIlMU U T.I.) U XpaHEHHUs (3alHCHIBAIOT MapoM Ha OyMa)kHble HOCUTENH, MEepearoT
KIIFOYM JIOCTYIa TPEThUM JIMLIAM U T.I1.) UJIM HE OCBEAOMIIEHBI O HUX.

B Vwupexnenuun BBegeHa maposbHas MOJUTHKA, MpeAycMaTpuBamolias TpeOyeMyro
CIIOKHOCTh IapoJii W IEPUOJAMYECKYI0 €ro CMEHY, BBEJECHA MOJUTHUKA «YHCTOTO CTOJIay,
OCYHIIECTBJISIETCS KOHTPOJb HAJ HUX BBINOJHEHUEM, I[I0Jb30BATEIN MPOUHCTPYKTUPOBAHBI O
MapOJIbHOM MOJIUTHKE U O JEHUCTBUSX B CIy4asiX yTPaThl WIM KOMIIPOMETALMU MTApOJIEH.

BeposTHOCTB peasin3anuu yrpo3sl — HU3KAs.

Henpeonamepennasa moouguxkayus (yHuumoicenue) unopmayuu compyoHuxamu

Yrpo3a ocymiecTBiIseTCS 3a CHeT JEHCTBUS 4YelOBEeYecKoro (akrtopa MOJIb30BaTeNel
NCIIdH, kOoTOpBIe HApYyIIAIOT IMOJOXKEHHS NpUHATHIX mpaBuwn padotel ¢ HCIIAH wumu He
OCBE/IOMJICHBI O HUX.

B Vupexnenuu ocymiecTBisercs pe3epBHOE KomupoBaHue oOpadaTtsiBaembix [1/1H,
MOJIb30BaTENIN MPOUHCTPYKTUPOBaHbI 0 padoTe ¢ UCII/IH.

BeposTHOCTh peanu3anuu yrpo3bl — MaJIOBEepOSITHA.

Henpeonamepennoe omxiniouenue cpeocmae 3auiunivl

Yrpo3a ocCymiecTBIseTCS 3a CYeT JEHCTBUS YelIOBEeYecKOoro (hakropa MOJIb30BaTeNeH
UCTI/JH, koTOphle HApYIIAIOT MOJIOKEHUS NPUHATHIX npaBui padotel ¢ MUCII[IH u cpenctBamu
3aIIUThI WK HE OCBEIOMIIEHBI O HUX.

B VYupexneHun BBeEH KOHTPOJIb IOCTYyNAa B KOHTPOJIUPYEMYIO 30HY, JABEPU 3aKPbIBAIOTCS
Ha 3aMOK, OCYIIECTBIIAETCS pa3sTpaHUYEHUE JNOCTyNla K HACTPOMKAM PEXKUMOB CPEACTB 3aLIUTHI,
MOJIb30BaTENH MPOUHCTPYKTUPOBaHbI 0 padboTe ¢ UCII/IH.

BeposTHOCTB peanu3anuu yrpo3sl — MAJI0OBEPOATHA.

Bbixo0 u3 cmposa annapammuo-npozpammHusx cpeocme
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VYrpo3a ocyliecTBIsAETCS BCIEACTBUE HECOBEPILEHCTBA alllapaTHO-IPOTPAMMHBIX CPEICTB,
13-32 KOTOPBIX MOXKET IPOUCXOJUTh HAPYIIEHUE LEJOCTHOCTH U JOCTYIHOCTH 3allMIaeMON
uHpOpMaLuu.

B Vupexaenun ocymiecTBiser pesepBupoBaHue KitoueBbix aieMeHToB UCII/H.

BeposTHOCTB peanu3zanuu yrpo3bl — MaJIOBEpPOSAITHA.

Cooit cucmembl INeKMPOCHADIHCEHUA

Yrpo3a ocylecTBISETCS BCIEACTBUE HECOBEPILIEHCTBA CUCTEMBI 3JIEKTPOCHA0KEHHUS, U3-3a
9ero MOJKET IMPOKMCXOIUThH HAPYIISHUE ETIOCTHOCTH M JJOCTYITHOCTH 3alIHIaeMON HH(OPMAITHH.

B Vupexnenun ko Bcem kimoueBbiM aniemeHTamM WCII[H mOaKIIOYeHbl HCTOYHHUKHU
Oecriepe0oHOTO MUTAHUS U OCYIIECTBIISIET PE3EPBHOE KOMUPOBaHUE WH(DOpMAIUH.

BeposTHOCTB peanusanuu yrpo3sl — MaJI0BEepPOAATHA.

Cmuxuiinoe 6eocmeue

VYrpo3a ocyiiecTBiaseTcs BCIEACTBUE HECOOIIOIEHUS MEP MOKapHOU OE30MaCHOCTH.

B VYupexaennn YCTaHOBJICHA IOXKapHast CUTHAJIM3aLHs, [I0JIb30BATEIN
IIPOMHCTPYKTHPOBAHBI O JEUCTBUSIX B CIIy4ae BOSHUKHOBEHMS BHEIUTATHBIX CUTYallUM.

BeposTHOCTE peann3anuu yrpo3sl — MaJOBEpPOsITHA.

3.2.4.¥Yrpo3bl npeHaMepeHHBIX /IelCTBHIT BHYTPEHHUX HAPYIIUTeJIeil

Jocmyn Kk ungopmayuu, moougukayusa, ynuumodcenue auy, He OONYULEHHBIX K ee
oopabomke

VYrpo3za ocymectisierca nyrem HCJ| BHeEmIHMX HapymuTened B TOMEUIECHHS, Te
pacrionokensl  dnementel MCIIJIH u cpemcTBa 3ammMThl, a TakK € MPOUCXOAUT paboTa
M0JIb30BATENEH.

B Vupexnenun BBeAeH KOHTPOJIb JOCTylla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJIEHA
OXpaHHas CHUTHAJIM3alusl, JBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAaHOBJIEHBI PELIETKH Ha MEPBBIX U
MOCJIETHUX ATAXKaX 3/1aHUSl.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJIOBEepOSITHA.

Paszenawmenue  ungopmayuu, moouuxayus, - YHUUmMOINCEHUE  COMPYOHUKAMU
00ONnyuwieHHbIMU K ee 00padomke

Yrpo3a ocymiecTBiIseTcs 3a CHeT JEHCTBUS 4YelOoBeuecKoro (akropa MOJIb30BaTeNeH
NCTI/IH, koTopble HapylIalOT MOJIOKEHUS O HepasrialleHud obpabarbiBaeMoil MHPOPMALIMU WU
HE OCBEJIOMJICHBI O HHX.

B Vupexnaenuu mnonb3oBaTead OCBEIOMIICHBI O MOpPsAKE pabOThl € MEepCOHAIBLHBIMU
JTAHHBIMU, a TaK e noanucanu J[oropop o HepasralieHUH.

BeposTHOCTh peanu3anuu yrpo3bl — MaJIOBEpOSITHA.

3.2.5.¥Yrpo3bl HeCAHKIMOHUPOBAHHOI'0 10CTYIIA 110 KAHAJIAM CBSI3H

B cootBerctBun ¢ «TumoBoit Mozenbio yrpo3 0e30MacHOCTH IMEPCOHAIBHBIX JAHHBIX,
oOpabatbiBaeMbIx B pacnpenaeneHHblx MWMCII[H, uMeromMx NOJKIIOYEHHE K CeTSM OOLIero
MOJIb30BaHMsI U (WJIM) MEXJIYyHapOJHOTO MH(pOpMaLMOHHOro obmeHa» (. 6.6. ba3zoBoit Monenu
yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX NMPU MX 00paboTKe B MH(YOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JAaHHBIX, YTBepXKJIeHHOHM 3amectutenem pupekropa @CTIOK Poccun 15 despans
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2008 r.), mmsa UCIIHn MOHO paccMaTpuBaTh CIEAYIOIIHME YIPO3bl, peaIu3yeMbie C
HCIIOJIb30BAHUEM IIPOTOKOJIOB MEXKCETEBOTIO B3aUMOICHCTBUS:

— yrpo3a «AHamu3 cereBoro Ttpaduka» c mnepexarom mnepenaBaemoil uz MCII[H wu
MPUHUMAEMOH M3 BHEIIHUX CeTel nH(pOpMaInu;

— YIpo3bl CKaHHPOBAHMS, HAIPABJICHHBIE HA BBISBICHHE THUIIA WM THUIIOB HCHOJIb3YEMbIX
OTIEPAIIMOHHBIX CHUCTEM, CETEBBIX ajapecoB paboumx crannuii MCIIH, Tomosoruu ceru,
OTKPBITBIX IIOPTOB U CIIY’KO, OTKPBITHIX COETMHEHUH U Ip.;

— YIpo3bl BBISBJICHUS [TApOJIEH MO CETH;

— YIpo3bl HaBsI3bIBAHUE JIO)KHOTO MapuUIpyTa CETH;

— YIpo3bl HOJMEHBI JOBEPEHHOTO 0OBEKTA B CETH;

— Yrpo3bl BHeApeHus J10)kHOro oobekra kak B UCIIJIH, Tak 1 BO BHEITHUX CETSIX;

— yrpo3sl Thna «OTka3 B 00CIyKUBaHUNY;

— yIpO3bI YJAIECHHOTO 3aIlyCKa IPUIIOKEHNH;

— YIpo3bl BHEAPEHUS MO CETH BPEJOHOCHBIX MPOTPAMM.

Yepoza «Ananuz cemesozo mpaguka

Ota yrposa peaqu3yercsi ¢ MOMOIIBI0 CIEUATBFHON IMPOrpaMMbl-aHATM3aTOpa ITTaKETOB
(sniffer), mepexBaThIBarOIIEH BCe MAKETHI, MEPEaBaEMbIe IO CErMEHTY CETH, M BBIICINISIONICH Cpe/Iu
HUX T€, B KOTOPBIX MEPEAArOTCs HASHTH(DUKATOP TOJIB30BATENS M €T0 apoiib. B xone peannzanuu
YIpO3bl HAPYIIUTEI:

n3ydaer soruky pabotsl MHCIIJIH - TO ecTh CTpeMUTCS NOJYyYUTh OJHO3HAUYHOE
COOTBETCTBUE COOBITUI, MPOUCXOISAIINX B CUCTEME, U KOMaH/I, IEPEChUIAEMbIX IIPU ITOM XOCTAMU,
B MOMEHT TMOSBJICHUS JaHHBIX COOBITUH. B manmpHeiiieM 3TO MO3BOJSET 3JO0YMBIIUICHHUKY Ha
OCHOBE 3aJJaHMsI COOTBETCTBYIOIIMX KOMaHJ IMOJIy4UTh, HAIPUMED, MPUBHIICTHPOBAHHbIE TIpaBa Ha
NEUCTBUS B CUCTEME WJIM PACIIMPUTh CBOU MOJIHOMOYHMS B HEH;

MepexXBaThIBACT MOTOK IMEPelaBaeMbIX NaHHBIX, KOTOPHIMH OOMEHHBAIOTCS KOMIIOHEHTHI
CETEBOM OIEPaIMOHHON CUCTEMBI, JJIs U3BJICUCHUST KOH(DUICHIINATIBHON WIN MICHTU(PUKAIIMOHHON
uHpopmanuu (HaIpUMep, CTATUYECKUX IMapoJied IMojb3oBaTeNedl i JOCTylna K yaJeHHBbIM
xoctam 1o npoTtokosiaMm FTP u TELNET, ne npeaycmarpuBaronux mudpoBaHue), €€ MOJIMEHBI,
MOAU(PUKAIUY U T.II.

Ilepexeam 3a nepedenamu ¢ KOHMPOIUPYEMOIL 30HbL.
BeposiTHOCTB peanu3anuu yrpo3bl — cpeiHsisi BEPOSITHOCTb.

[lepexBar B npezieniax KOHTPOJIUPYEMOM 30HBI BHEITHUMH HAPYIITUTEIISIMH

B VYupexkiaeHun BBEICH KOHTpPOJIb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHasl CHTHAJIM3AlMs, JBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEHICTKU HAa TEPBBIX U
MOCIIETHUX ATaXKaX 3aHus.

BeposiTHOCTB peain3anuu yrpo3bl — MaJ0BEpPOSITHA.

Ilepexeam ¢ npedenax KOHMPOIUPYEMOU 30HbL BHYMPEHHUMU HAPYUIUM EIAMU.

B Vupexaenun BBeAEH KOHTPOIJb JOCTylla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJIIEHA
OXpaHHasl CHTHAJIM3AIlUs, JBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEUICTKH HA TEPBBIX H
MOCIIEIHUX ATaXKaX 37aHus.

BeposTHOCTh peanu3aiuu yrpo3bl — MaJOBepOsAITHA.

szosa «CKaHupoeanue cemu)
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CymHOCTh Ipolecca pealn3allid yYrpo3bl 3aK/IIOUaeTCsl B Iepesade 3alpoCOB CETEBBIM
ciyx6am xocroB MCII[lH u aHanu3e OTBETOB OT HUX. Llenb - BBISBICHHE HCIIOIB3yEeMbIX
MIPOTOKOJIOB, JOCTYIHBIX MOPTOB CETEBBIX CIIYyKO, 3aKOHOB (pOpMHpOBaHHS HIECHTH(PUKATOPOB
COCIIMHEHUH, OIpeieieHue aKTUBHBIX CETEBBIX CEPBUCOB, MOAO0OP MACHTH(PHKATOPOB U MapoJiei
I10JIb30BATEIEN.

BeposTHOCTE peann3anuu yrpo3sl — MaJ0BEepOsATHA.

Yepo3za eviasnenus naponeii

Henbp peanuzauuu yrpo3sl coctout B nosydyeHuu HCJl myrem mpeojosieHHsl maposibHOU
3alIUTHl. 3JOYMBIIIJICHHUK MOJXET PEajM30BBIBATh yrpo3y C MOMOUIBIO ILEJIOTO psifa METOMOB,
TaKUX Kak TPOCTOH mepedop, mepedop ¢ MCHOTIH30BAHWEM CIICIUANBHBIX CIIOBApeH, yCTaHOBKa
BPEJIOHOCHOW TpOrpaMMbl IS TIepexBaTa MapoJjs, MOJMEHa JoBepeHHoro ooObekta cetu (IP-
spoofing) u mepexsar nakeroB (Sniffing). B ocHOBHOM sl peanu3anuu yrpo3bl HCHOJB3YIHOTCS
CIeNUANbHbIE  TPOTPaMMBI,  KOTOPBIE  TBITAIOTCA  TOJYYHTH  JIOCTYI  XOCTYy  IIyTeM
MIOCJIEIOBATENIBHOTO MoaA0Opa maposieid. B ciydae ycrexa, 3MOyYMBIIIJIEHHUK MOYET CO3/aTh s
cedst «mpoxoa» st OyAymiero J0CTymna, KOTOPBIM OyJeT IeHCTBOBaTh, JaXKe €CIM Ha XOCTe
M3MEHMTD MapoJjb T0CTYyIA.

BeposTHOCTE peanm3anuu yrpo3sl — MaJ0BEpPOsATHA.

Yepo3vl nasazvieanue nosxcnozo mapuwipyma cemu

JlaHHAs yrpo3a peanm3yercs OJHUM M3 JBYX CIOCOOOB: MyTeM BHYTPHUCETMEHTHOTO WIIH
MEXCETMEHTHOTO HaBs3bIBaHHs. BO3MOXKHOCTh HaBSI3bIBAHHS JIOXKHOTO MapIIpyTa OOyCIOBJICHA
HeJOCTaTKaMH, MPHUCYIIUMH alrOpUTMaM MapuipyTH3aluud (B YacTHOCTH H3-3a MPOOJIEMBI
UICHTU(PUKAIIMN CETEBBIX YIPABISIIOMIMX YCTPOICTB), B pe3yJabTaTe 4YEro MOKHO IIOMACTb,
HampuMep, Ha XOCT WJIH B CETh 3JIOYMBIIUIEHHUKA, /1€ MOXXHO BOWTH B ONEPALMOHHYIO Cpeny
TexHuueckoro cpeacrBa B coctaBe MCII/{H. Peanuzaunu yrpo3bsl OCHOBBIBAETCS Ha HECAHKIUO-
HUPOBAHHOM HCTOJB30BaHUK TpoTokojoB Mapripyrusanuu (RIP, OSPF, LSP) u ynpaBnenus
cetpto (ICMP, SNMP) s BHeceHHMs M3MEHEHHMH B MaplIpyTHO-aapecHble Tadyuipbl. [Ipu 3ToM
HapYIIUTETI0 HEOOXOAUMO MOCiIaTh OT MMEHHU CETEBOIO YIPABIISIIOIIETO YCTpoiicTBa (Hampumep,
MapIlpyTU3aTOpa) yIpaBIIsfollee CoOOOIIeH E.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJIOBEepOSAITHA.

Yepo3vt noomenwt 0osepennozo ovvekma
Taxkas yrposa a¢ekTuBHO peanusyercs B cUCTeMaX, B KOTOPHIX TPUMEHSIOTCS HECTOMKHE
ITOPUTMBI UACHTH(PUKAIIUU U ayTeHTU(UKALIUYA XOCTOB, MoJIb30oBaTenei u T.1. [log 1oBepeHHbIM
00BEKTOM IMMOHUMAETCS OOBEKT CeTH (KOMITBIOTEP, MEKCETEBOM 3KpaH, MapUIpyTU3aTOp H T.I1.),
JIETajabHO MOAKIIOUEHHBIHN K cepBepy.

Moryt ObITH BBIJENIEHBI BE PAa3HOBUIHOCTU MPOIIECCA pealU3ali YKa3aHHOW yrpo3bl: C
yCTaHOBJICHHEM U 0€3 YCTaHOBJICHUS BUPTYAJIILHOTO COEIMHEHUSI.

[Ipouecc peannsanyu ¢ yCTaHOBJIEHUEM BUPTYalbHOI'O COEIMHEHUSI COCTOUT B IPUCBOECHUU
IIPaB JIOBEPEHHOTO CYOBEKTa B3aUMOJICHCTBHS, YTO MO3BOJISIET HAPYLLIUTEIO BECTH CEAHC PadOTHI C
00BEKTOM CETH OT MMEHM JIOBEpEHHOro cyObekTa. Peanusanms yrpos3sl JaHHOTO THMa TpeOyer
MPEOJIOJICHUS] CUCTEMbI MICHTU(GHKAINU U ayTeHTH(UKAIMKA COOOmeHni (HampumMep, ataka rsh-
ciyx661 UNIX-xocta).

IIpouece peanuszanuu yrpossl 6€3 yCTaHOBJICHHS BUPTYalIbHOTO COEJUHEHUS MOXKET UMETh
MECTO B CETSX, OCYIIECTBIIAIONMX HJICHTU(DUKALHUIO TMepelaBaeMbIX COOOLICHUNA TOJIBKO 10
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ceTeBoMy ajpecy oTnpaButelssi. CyIIHOCTh 3aKIIIOYAETCs B Mepenade CayKeOHBIX COOOIEHUN OT
MMEHU CEeTEeBBIX VIPABJSIONINX YCTPOMCTB (HAmpuUMeEp, OT HWMEHH MapuIpyTH3aTOpOB) 00
W3MECHEHHH MapIIPYTHO-aPECHBIX JaHHBIX.

B pesynbraTte peanuzanuu yrpo3sl HapyHUIMTEIbh MOJYYaeT MpaBa JOCTYNA K TEXHUIECKOMY
cpenctBy UCII[IH - nenu yrpos.

BeposTHOCTh peanu3aiuu yrpo3bl — MaJOBEpPOSAATHA.

Bueopenue noxcnozo oovekma cemu

Ora yrpo3a OCHOBaHa Ha KCII0JIb30BAaHUM HEJIOCTATKOB aJITOPUTMOB y/aJIEHHOro noucka. B
ciydyae eciau OOBEKThl CETH H3HAYaJIbHO HE HMEIOT aJpecHoil uHpopManmuu Apyr O Apyre,
HCIOJB3YIOTCS Pa3InYHbIC TPOTOKOJBI YyAadeHHOTo moucka (Hampumep, SAP B cersix Novell
NetWare; ARP, DNS, WINS B cersx co crekom mporokosioB TCP/IP), 3akmovarommuecs B
neperaye IO CeTH CHEHUAIbHBIX 3alpoCcOB M TMOJYYEHHMM HAa HHUX OTBETOB C MCKOMOM
uHpopmauueid. Ilpu 3TOM cCymiecTByeT BO3MOXKHOCTh II€peXBaTa HapyIIMTEIEM IOHCKOBOTO
3ampoca M BbIJIa4M Ha HEro JIOKHOIO OTBETa, MCIOJIb30BAHWE KOTOPOTO MPHUBEIET K TpedyeMomy
W3MEHEHHUIO MapIIpyTHO-a/IpECHbIX JaHHBIX. B panpHeiilmieM Bechb MOTOK HH(pOpMAaLuH,
aCCOLIMMPOBAHHBIN C 00BEKTOM-)KEPTBOM, OyJET MPOXOAUTDH Yepe3 JIOKHBIH OOBEKT CETH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJIOBEepOsITHA.

Yepo3vt muna «Omkas 6 oocayncuseanuuy

OTH yrpo3sl OCHOBaHBI Ha HEJOCTATKaX CETEBOTO IMPOTPAMMHOTO OO0eCTeueHus, ero
VSI3BUMOCTSIX, TMO3BOJISIONIMX HAPYIIUTENIO CO3/aBaTh YCIOBHUsS, KOTJa OTEpallMOHHAs CUCTEMa
OKa3bIBACTCSI HE B COCTOSIHUM 00pabaThIBaTh MMOCTYIAIONIUE ITAKETHI.

MoryT OBITH BBI/ICIICHBI HECKOJILKO PA3HOBUIHOCTEH TaKMX yrpo3:

CKPBITBIA OTKa3 B 0OCTY)KWBaHHH, BhI3BaHHBIN TpHuBjcueHHEeM dactu pecypcoB MCII/Ia Ha
00paboTKy MaKeToB, MepeIaBacMbIX 3JI0YMBIIIJICHHUKOM CO CHIDKEHHEM MPOIYCKHOM CITOCOOHOCTH
KaHAJIOB CBSI3H, TPOM3BOJUTEIHHOCTH CETEBBIX YCTPOWCTB, HapyIICHHEM TPeOOBaHH K BPEMEHH
o0paboTku 3ampocoB. llpumepamMu peanu3ammu yrpo3 TOJAOOHOTO pOJAa MOTYT CIYXKHTh:
HaIpaBJIEHHBIA MTOPM 3X0-3ampocoB 1o npotokonxy ICMP (Ping flooding), mropm 3ampocoB Ha
ycranosiienue TCP-coeaunenuii (SYN-flooding), mrropm 3ampocos k FTP-cepsepy;

— SIBHBIH OTKa3 B OOCITY)XHMBAaHWH, BBI3BaHHBIA ucyeprmanueM pecypcoB HCII[Im npwu
00paboTKe MaKeTOB, IMEpeIaBacMbIX 3JI0YMBINIUICHHHKOM (3aHSTHE BCEH IOJIOCHI TPOIYCKaHHS
KaHAJIOB CBSI3H, MEPENOTHEHNUE OYepe/Ieid 3ampocoB Ha OOCITyXHUBaHKE), IPU KOTOPOM JIeTalIbHBIC
3arpockl HE MOTYT OBITh MEPeJaHbl 4Yepe3 CeTh M3-3a HEAOCTYITHOCTH CPeIbl Iepenadu, 0o
MOJIyJal0T OTKa3 B OOCIY)KMBAaHHUW BBUJY NEPEMOJHEHHS oOuepelel 3ampocoB, JIUCKOBOTO
MPOCTPAHCTBA MaMATH U T.J. [IpuMepaMu yrpo3 ITaHHOTO THUIA MOTYT CIYXKUTh IITOPM IIHPOKO-
BemarenbHbix |CMP-3x0-3ampocos  (Smurf), nanpasaennsiii mropm (SYN-flooding), mrropm
CoOOIIIEeH T TIOYTOBOMY cepBepy (Spam);

— SIBHBIA OTKa3 B OOCITy)KUBaHWH, BbI3BAaHHBIH HApPYIICHUEM JIOTUYECKON CBSI3HOCTH MEXIY
texuuueckuM cpeacrBamu VCIIIH mpu mepemade HapyIIMTENEM YIPABISIONIMX COOOIICHHHA OT
UMEHH CETEBBIX YCTPOWCTB, TPHUBOIAIMIMX K HW3MEHEHHIO MapIIPYTHO-aJPECHBIX JIaHHBIX
(manpumep, ICMP  Redirect Host, DNS-flooding) wmm  uwaeHTHOUKAIMOHHOW  H
ayTeHTU(UKATMOHHOW HHpOpMaLny;

— SBHBIM OTKa3 B OOCHYXMBaHWH, BBI3BAHHBIA IEpeaucii 3JI0yMBINUICHHUKOM ITaKETOB C
HecTaHAapTHBIMU aTpuOyramu (yrposel tuma «Land», «TearDrop», «Bonk», «Nuke», «UDP-
bomby) niu umeromux JTUHY, MPEBHIIIAIONYI0 MAKCUMAIBHO JIOMYCTUMBINA pa3Mep (yrposa Tuma
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«Ping Deathy), uto MOXeT mpuBeCTH K COOIO CETEBBIX YCTPOMCTB, YYaCTBYIOIIMX B 00pabOTKe
3aMpoCcoB, MPH YCIOBUM HAJIWYHS OMIMOOK B MPOTpaMMax, Peaju3yIOLINX MPOTOKOJIBI CETEBOTO
oOMmeHa.

PesynpraToM peanuszanuu IaHHOW Yrpo3bl MOKET CTaTh HapylleHHEe paboTOCIOCOOHOCTH
COOTBETCTBYIOIICH CiIyXObI npenoctaBieHus ynaieHnoro nocryna k [1J[n 8 UCII[IH, nepenaya c
OJIHOTO aJjpeca TaKOro KOJMYECTBAa 3alpOCOB HA MOJKIIOYEHHE K TEXHUYECKOMY CpEACTBY B
cocrae VCII/IH, KOTOpO€ MakCHMajIbHO MOKET «BMECTHUTH» Tpa(uk (HAIpaBICHHBIH «ILITOPM
3alpoCoOB»), UYTO BJIEYET 3a COOOI MEpPENoJHEHUE OUYEpenr 3alpOoCOB U OTKA3 OJHOM M3 CETEBBIX
cryx06 wm monHas ocraHoBka MCII[lH #3-3a HEBO3MOXHOCTH CHCTEMBI 3aHUMAThCS HHUYEM
JIpyruM, Kpome 00paboTKH 3a1poCoB.

BepostHOCTh peanu3zanuu yrpo3sl — CpeaHsisi BEPOSITHOCTD.

Yepo3zvl yoanennozo 3anycka npunoscenuii

VYrpoza 3akmrouaeTcss B cTpemieHuM 3anycTuTh Ha xocre WCII[IH pasnuunbie
MPEIBAPUTEIIEHO BHEJPCHHBIC BPEIOHOCHBIC IMPOTPAMMEBI: MPOTPAMMBI-3aKIIA]IKH, BHPYCHI,
«CETEeBBIC MITTMOHBI», OCHOBHAS II€]Tb KOTOPHIX - HAPYIIEHHUE KOH(PHUICHIIHATHLHOCTH, IEIOCTHOCTH,
JOCTYITHOCTH HWH(GOPMAIIMK W TIOJHBIA KOHTPOJb 3a paboroir xocta. Kpome Toro, BO3MOXKEH
HECaHKIIMOHUPOBAHHBIH 3aITyCK TIPUKJTaTHBIX TIpOrpaMm MOJTh30BaTENEH JUIs
HECaHKIMOHUPOBAHHOTO  IOJIydeHUS HEOOXOTUMBIX HAPYIIUTENIO JAHHBIX, JUISI  3alycka
VIPaBIIsEMbIX TPUKIIATHOW TPOTPAMMOH TPOIIECCOB U JIp.

Briaensror Tpu noakiiacca JTaHHBIX YIpo3:

— pacrmpocTpaHeHue (aityioB, coAepKaTuX HECAHKITMOHUPOBAHHBIM UCTIOTHAEMBIN KOJI;

— yIaJeHHbIN 3allyCK MPUIIOKEHUS MyTeM MepenoyiHeHus Oydepa npuioKeHHi-cepBepOB;

— yHaJeHHbIH 3alycK MPHIOKEHHUS IyTeM HCIOJIb30BaHUS BO3MOXKHOCTEM yIaJIeHHOIO
yIOpaBIEHUS CHCTEMOH, TMPEAOCTaBISIEMbIX CKPBITBIMU MPOTPAMMHBIMH M allllapaTHBIMU
3aKJIaJIKaMu, JJUOO UCIIOJIb3YEMBbIMH IITATHBIMU CPEACTBAMH.

Tunosble yrpo3sl MEpPBOro M3 YyKa3aHHBIX IOJKIACCOB OCHOBBIBAIOTCS HAa aKTHBU3ALUU
pacnpocTpaHseMbIX (paiisoB pu ciaydaitHoOM oOpaiieHud K HUM. [Ipumepamu takux ¢aitioB MoryT
CILY’KUTb: (hailsibl, ColepKalIUe UCIOTHAEMBbIM KO B BUJI IOKYMEHTBI, COJIEp>Kallie UCTIOTHIEMbIN
KOJI B BHJIE 2ieMeHTOB AcCtiveX, Java-anieToB, HHTEPIPETUPYEMBIX CKPUIITOB (HAIPUMEP, TEKCThI
Ha JavaScript); ¢aiinsl, coaepkaline UCIOIHIEMbIe KOl IporpaMM. [ pacupocTpaHeHus ¢aii-
JIOB MOT'YT HCIIOJIb30BaThCS CIYXKOBI SJIEKTPOHHOMW IMOYTHI, nepeaavn (HauaoB, ceTeBor (aitioBoi
CUCTEMBI.

[Ipu yrpozax BTOpOTo MOJKIAcca MCHOJB3YIOTCS HEIOCTATKU MPOTPaMM, PEaTU3YIOIINX
CEeTeBbIE CEPBUCHI (B YACTHOCTH, OTCYTCTBUE KOHTPOJIA 3a mepernoiHenueM Oydepa). Hactpoiikoit
CUCTEMHBIX PETUCTPOB MHOT/A YIaeTCs MEePEKIIOYUTh MPOLIECCOP MOCIIe MPEPhIBaHMUs, BEHI3BAHHOTO
nepenojgHeHueM Oydepa, Ha UCIOIHEHHE KOJa, CoJepsKalierocs 3a rpanuuei oydepa. [Ipumepom
pealn3ainuy Tako| YIpo3bl MOXKET CIYKUTh BHEAPEHHE IIMPOKO U3BECTHOTO «BUpYyca Moppucay.

[Ipu yrposax TpeTbero moaKjiIacca HAPYIIUTENb HCIOIb3YyeT BO3MOXHOCTU YAAJICHHOTO
yIpaBJICHHUS CHCTEMOM, MPEI0CTaBIsIeMbIe CKPBITHIMU KOMIIOHEHTaMU (HampuUMep, «TPOSTHCKUMID)
nporpammamu Tuna Back. Orifice, Net Bus), mu0o0 ImTaTHBIMH CpPEACTBAMH YIIPABJICHUS U
aIMHHHACTPUPOBAHUS KOMIbIOTepHBIX ceTeit (Landesk Management Suite, Managewise, Back
Orifice u 1. m.). B pe3ynbTaTe MX HCIIOJB30BAHUS YAaeTCs MOOMTHCS YIAJCHHOTO KOHTPOJIS Hal
CTaHIIMEN B CETH.

BeposTHOCTh peanu3aiuu yrpo3bl — HU3Kasi BEPOSITHOCTD.
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Yepo3zvi éneopenun no cemu epedonocnvix npozpamm
K BpenoHOCHBIM mporpamMmam, BHEIPSEMBIM IO CETH, OTHOCSATCA BUPYCBI, KOTOPBIE IS
CBOEr0 pacCIpOCTPAHEHHUs] AKTHBHO MCIIOJIB3YIOT IIPOTOKOJIBI M BO3MOKHOCTH JIOKAJIBHBIX H
rio0anbHbIX cereil. OCHOBHBIM NPUHIMIIOM pPabOTHI CETEBOTO BHPYCa SBIISIETCS BO3MOXKHOCTh
CaMOCTOSITEIbHO TIepefaTh CBOM KOJ Ha YIalNeHHBIH cepBep WM pabodyi0 CTaHIHIO.
«[lommHOTIEHHBIE» CETEBBIE BUPYCHI NMPH 3TOM O0OJANAIOT €me M BO3MOXKHOCTBIO 3aIlyCTHTh Ha
BBIIIOJIHEHUE CBOW KOJ Ha YJIAJICHHOM KOMIBIOTEpE WIIH, IO KpaHEW Mepe, «IOATOJIKHYTH)
MI0JIL30BATEIS K 3aITyCKY 3apaXEHHOTO (aiia.
BpenonocupiMu iporpamMmmamu, odecrieunBatomumu ocymiectsieane HCJI, MmoryT ObITh:
— IporpamMMmsl oaOOpa U BCKPBITUS HapoJIeH;
— IPOTpaMMBbl, pEeaTU3YIOLIUE YTPO3bI;
— IpPOrpaMMbl, JEMOHCTPUPYIOLIME HCIOJIb30BAHNE HEICKIAPUPOBAHHBIX BO3MOXKHOCTEU
MPOTPaMMHOTO U TIporpammHo-anmnaparaoro ooecrneuenus MUCIx;
— IPOTrpaMMBI-TE€HEPATOPbI KOMITBIOTEPHBIX BUPYCOB;
— TpOrpaMMbl, JEMOHCTPUPYIOLIUE YI3BUMOCTH CPEACTB 3aIUThI HH(pOPMAIIK U Ap.
BeposTHOCT peasin3anuy yrpo3sl — HU3KAas BEPOATHOCTD.

4. Peanu3yeMocTh Yyrpo3

[To uroram orneHKH ypoBHS 3amiuiieHHOCTH (Y1) U BEpOATHOCTH peanu3anuu yrpo3sl (Yz),
paccuuThiBaeTcs Ko3(hGUIMEHT peanu3yeMoctd yrpo3sl (Y) H ompenensiercss BO3MOXXHOCTb
peanu3anuu  yrpo3bl.  Koaddurmument peanmszyemoctn yrpo3sl Y OyAeT  OmNpenensThCs
cootnomenuem Y = (Y1 + Y)/20

Omnenka peanuzyemoctu YBIIJIH npencrasieHa B Tabmuie.

Taémuna 2 — Peanusyemocts YBII/In

Ko puumnent
Bo3moxHOCTB
Tun yrpo3 6ezonacuoctu I1/In peanu3yemMocTH
peanuzanuu
yrpossi (Y)
1. Yrpo3sl OT yTeUKH 10 TEXHHYECKUM KAHAJIAM.

1.1. Yrpo3bl yTeUKH aKycTHYeCKOoil HHpopManun 0,2 Huzkas
1.2. Yrpo3bl yTeuKd BUA0BOI HHpOpPManuu 0,2 Huzkas
1.3. ¥Yrpo3sl yreuku ungopmainuu no kanaiam [IMUH 0,2 Huzkas

2. Yrpo3bl HeCAaHKIIUOHMPOBAHHOIO J0CTYNIA K HH(opManuu.

2.1. Yrpo3bl yHHYTOKeHusl, xuieHus: annapatHbix cpeacts UCIIIH HocuTeseil nHpopManum nyrem
¢usuyeckoro gocryna K 3emenram UCIIIn

2.1.1. Kpaxa I19BM 0,2 Huskas
2.1.2. Kpaxka nocuteseii undopmanumn 0,35 Cpennss
2.1.3. Kpaxka xkiio4eii 1 aTpuOyTOB JA0CTynAa 0,2 Huskast
2.1.4. Kpaxu, Mmogudpukanumu, yauITOKeHH s HHGOpMannu 0,35 Cpennss
2.1.5. BeiBoa u3 cTpost y3j0B II9BM, kaHAJIOB CBA3H 0,2 Huskas
2.1.6. HecaHKUMOHUPOBAHHBII A0CTYn K HH(pOpMaLUun

npu TeXHUYECKOM 00CTy:KHBAHUHT (pemoHnTe, 0,2 Huzkas
YHHYTOKeHuH) y3ia0B8 [IIBM

2.1.7. HecaHKIIMOHHPOBAHHOE OTKJIYEHHE CPeACTB 0,2 Huskas
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3alUThI

2.2. Yrpo3sl XHIleHH s, HeCAHKIIMOHNPOBAHHOH Mo uKanMN WM 0J10KHpoBaHus MH(popManuu 3a
c4yeT HeCAaHKIMOHUPoBaHHOro pocryna (HC/I) ¢ npuMeHeHneM NMPOrpaMMHO-aNNAPaTHLIX U
NPOrpaMMHBIX CPeACTB (B TOM YHcJie IPOrpaMMHO-MATeMaTHYeCKUX BO31elCTBHI).

2.2.1. JleiicTBHsI BpeIOHOCHBIX NPOrPaMM (BMPYCOB) 0,2 Huskas
2.2.2. HenexknapupoBaHHble BO3MO:KHOCTH cucTtemuoro IO 035 Cpexnsist
U 1O ny1s1 00paGoTKN NMEePCOHAJBHBIX JAHHBIX ' P
2.2.3. YceranoBka I1O He ¢BA3aHHOIO ¢ MCTIOJTHEHHEM

- 0,2 Huskas
CJIyKeOHbIX 00513aHHOCTEl

2.3. Yrpo3sl He NpelHAMEePEHHBIX /IelCTBUI MoJIb30BaTeN el U HapylIeHUil 0e301aCHOCTH
¢pynxkunuonnposanus UCILIn u C3I1/IH B ee cocTaBe u3-3a c00eB B NPOrpaMMHOM O0eclie4eHu , a
TaK’Ke 0T YIP0O3 HEAHTPONOreHHOr 0 (c00eB anmapaTypsbl U3-32 HEHa/Ie;KHOCTH 3J1eMEHTOB, c00eB
3JIEKTPONUTAHMUSA) U CTUXHITHOTO (YIAPOB MOJIHHUIA, N0KAPOB, HABOJHEHNH U T.II.) XapaKTepa.

2.3.1. YTpaTa kiio4eii 1 aTpudyTOB A0CTYyNnAa 0,2 Huskasi
2.3.2. HenpegnamepenHass Moaupukanusi (YHMUYTOKeHHU ) 02 Huskast
HHGOPMAIHH COTPYAHUKAMU ’
2.3.3. HenmpeanaMmepeHHoe OTKJIIOYEHHE CPEACTB 3alUThI 0,2 Huskasi
2.3.4. BbIxo/1 3 CTPOsI aNNapaTHO-MPOTPAMMHBIX CPEICTB 0,2 Huzkan
2.3.5. Cooii cucTeMbl 3JIEKTPOCHADKEH NS 0,35 Cpenuss
2.3.6. Ctuxuiinoe d6eaAcTBHE Huskas
2.4. Yrpo3sl npeiHaMepPeHHbIX AeiicTBHII BHYTPEHHUX HapyIIUTeaei
2.4.1. loctyn k nHopmMannu, MoaupuKamus, 05 Cpeansis
YHUUTOKEHUE JIMI He JONMYIIeHHbIX K ee 00padoTKe '
2.4.2. Pazrinamenue uHgopmManuu, MogupuKamus,
YHUUTOKeHHe COTPYAHUKAMH AONYLIEHHbIMH K ee 0,2 Huskasn
o0pabdoTke
2.5.¥1po3bl HeCAHKIIMOHMPOBAHHOIO AOCTYIIA 10 KAHAJIAM CBSI3H.

2.5.1.¥rpo3a «AHaJIN3 ceTeBOro Tpadhuka ¢ nepexBaTom
nepenaaemoii u3 UCII/In 1 npuHuMaeMoii U3 BHEITHHX 0,2 Huskan
ceTeil HHpopManum:
2.5.1.1. IlepexBar 3a nepeneaamMu KOHTPOJIMPYEMOii 30HbI 0,35 Cpennsisi
2.5.1.2. llepexBat B npeaeaax KOHTPOJIUPYEMOW 30HbI
BHeI]JHI/lMIf HapyHII/ITs.]IﬂMI/I POy 0.2 Huskas
2.5.1.3.11lepexBar B npeeaax KOHTPOJIUPYEMOil 30HBI 035 Cpeansis
BHYTPEHHUMM HapyIUHUTeIsIMHU. ’
2.5.2.¥rpo3bl CKAHMPOBaHUSL, HANIPABJIEHHbIE HA
BbISIBJIeHHE TUIIA MJIM THIIOB UCHIOJIb3YeMbIX
OMepPaMOHHBIX CUCTEM, CETEBBIX apecoB Padodyux 0,35 Cpennss
cranuuii UCII/In, Tonmos10ruu ceTH, OTKPbITHIX NOPTOB H
cJ1yk0, OTKPBITHIX COeIMHEHUIl U ap.
2.5.3.Yrpo3bl BoIABJIEHHS NMAPOJIeii 0 CeTH 0,2 Hu3skas
2.5.4.Y1po3bl HaBSI3bIBAHHE J0KHOT0 MAPIIPYTa CETH 0,2 Huzkas
2.5.5.Y1po3bl NOAMEHBI I0BEPEHHOT0 00bEKTa B CETH 0,2 Huzkas
2.5.6.Yrpo3bl BHeJApeHUs JIO)KHOIO O00beKTa KakKk B 02 H

, u3Kast
HNCIIJIH, TaKk 1 BO BHEIIHUX CETIAX
2.5.7.¥rpo3sl THna «OTKa3 B 00CIy;KMBaHUN» 0,2 Huzkas
2.5.8.¥Y1po3bl yiaaeHHOI0 321y CKa NPHIIOKEH I 0,2 Huzkas
2.5.9.¥1po3bl BHeIpeHHS 0 CeTH BPEeAOHOCHBIX NPOrpaMMm 0,2 Huskas
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5. OueHka OoMacHOCTH yIrpPo3

Onenka onacHocty YBII/IH mpou3BOIMTCS Ha OCHOBE OIpOCAa CIIELMAIUCTOB IO 3aIIUTE
uHQOpPMALlUM H OMpPENeNsieTCs BEPOAJBHBIM IMOKA3aTelIeM OIACHOCTH, KOTOPBIH HMEEeT Tpu
3HAa4YCHUA:

HU3Kasi OMaCHOCTb - CCJIM pcaiM3alusa Yrpo3bl MOXCET IMMPUBCCTH K HE3HAYWTCIIbHBIM
HETaTUBHBIM IIOCJIICACTBUAM IJIA Cy6’I)eKTOB NEPCOHAIBHBIX JaHHBIX;

cpeaHsisi OMaCHOCTL - CCIIM pca3aluAa Yrpo3bl MOXKCET IMPHUBCCTH K HCETAaTUBHBIM
IIOCICACTBUAM IJIA Cy6’b€KTOB NEPCOHAJIBbHBIX JAHHBIX;

BbBICOKasi ONMAaCHOCTL - C€CJIU pcajiM3alusa Yrpo3bl MOXCET IMPUBCCTHU K 3HAYHUTCIIbHBIM
HETaTUBHBIM IIOCJICACTBUAM IJIA Cy6’b€KTOB NEPCOHAIBHBIX JaHHBIX.

Onenka onmacHoctu YBIIJIH npencrasiena tadnuie.
Ta6muna 3 - OnacHocts YBII/n

Tun yrpo3 6esonacuoctu I1J{n OnacHocTb
YIpo3bl

1. ero3bl OT YTCYKH IO TEXHUIECCKUM KaHajJ1aM.

1.1. Yrpo3sl yTeuku akycTrueckoi nHdopmarmn Huskas
1.2. Yrpo3sl yTeuku BUI0BON HHOpMAIn Huskas
1.3. Yrpo3sl yreuku uHpopmaimu 1o kanajiam [I9MUH Huzkas

2. YTpo3bl HECAHKITMOHUPOBAHHOTO IOCTYIA K HH()OpMaIny.
2.1. Yrpo3sl yHHUTOXKeHUSA, XHleHus annapaTHbIx cpeactB UCII/IH HocuTeseil nndopmannu
nyteMm ¢usudeckoro nocryna K 3nementam UCIIIn

2.1.1. Kpaxa [19BM Huzkas
2.1.2. Kpaxka HOcHTeeH nHOpMAIIUU Cpennsist
2.1.3. Kpaxa kmtoueii 1 aTpuOyTOB JOCTYIIa Huzkas
2.1.4. Kpaxxu, MoguduKaIyy, yHHYTOXECHUS HHGOPMAIIHK Huzkas
2.1.5. BeiBon u3 ctpost y3imoB [I9BM, kaHaloB CBSI3H Huzkas
2.1.6. HecaHKIIMOHNPOBAaHHBINA AOCTYH K WHMOPMAINH TPH TEXHUIECKOM Huzkas
o0CIy)XKMBaHWH (PEMOHTE, YHIHUTOXEH!H) y3110B [IDBM

2.1.7. HecaHKITMOHUPOBAHHOE OTKJIFOUCHHUE CPEICTB 3alTUTHI Huszkas

2.2. Yrpo3bl XulleHusl, HeCAHKIMOHMPOBAHHO MoaupUKAIMY WK 0JIOKHPOBaHUA HHPOPMALIMH 32
cyeT HecaHKIMOHUPoBaHHOro poctyna (HC/I) ¢ npumMeHeHHeM NPOrpaMMHO-aNNapaTHbIX U
NMPOrPaAMMHBIX CPeACTB (B TOM 4YHCJie TPOrPAMMHO-MAaTeMATHYECKUX BO3/1eCTBHIH).

2.2.1. JleficTBUS BpEAOHOCHBIX ITPOrpamMM (BUPYCOB) Huzkas
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemHoro IO u IIO gns Cpennsist
00pabOTKH MEePCOHANBHBIX TaHHBIX

2.2.3. VYcranoBka IIO He CBA3aHHOTO C WCIIONHEHHEM CITY)KEOHBIX Huzkas
o0s13aHHOCTEH

2.3. Yrpo3bl He IpeiHAMEPEHHbIX AeiCTBUI M0JIb30BaTeJIeil U HAPYLIeHHil 0e30I1aCHOCTH
¢pynxkuuonnposanuss UCILIn u C3I1/IH B ee cocTaBe u3-3a c00eB B IPOrpaMMHOM O0eclieYeHUuH, a
TaKKe OT YIP03 HeaHTPONOTeHHOro (c00eB annapaTypbl H3-32 HEHA/IEKHOCTH 3JIeMEHTOB, c00eB
3JIEKTPONUTAHUS) U CTUXUITHOTO (YIapPOB MOJIHUIA, 05KAPOB, HABOJAHEHNI M T.I.) XapaKTepa.

2.3.1. YTpata kiroueid u arpuOyToB AocTyna Huzkas
2.3.2. HemnpennamepenHas moaudukaius (yHAYTOXKEHHE) WH(OpMaIuu Huzkas
COTPYIHHKAMH

2.3.3. HenpenHamepeHHOE OTKIIFOYEHUE CPEJICTB 3aIUTHI Huzkas
2.3.4. BpIxoz U3 CTpOsI anmapaTHO-MPOrpaMMHBIX CPEJICTB Huzkas
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2.3.5. COo# cHCTEMBI AIIEKTPOCHAOXKEHHUS Cpensis
2.3.6. CtuxuiiHoe OencTBue Huzkas

2.4. Yrpo3sl npeJHaMepeHHbIX AelicTBHI BHYTPEHHUX HAPYLIMTeei
2.4.1. Hocryn x wuH(popMmanuu, MomupHUKalMsi, YHHYTOKEHHE JIUI HE Huskas
JOMYIIEHHBIX K €€ 00paboTKe
2.4.2. Pasrmamenue uHpOpMaUUH, MOAWQUKAIMS, YHUUYTOKEHUE Huskas
COTPYAHHMKAMH JIONYIICHHBIMU K ¢ 00paboTKe

2.5.¥1po3bl HeCAHKIIMOHMPOBAHHOTO IOCTYIA M0 KAHAJIAM CBA3H.

2.5.1.Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ nepexBaToM IepeaaBacMoi 13 Huzkas
WCTI/Ix n npuHMMaeMol U3 BHEIIHUX ceTel nH(opMaIuu:
2.5.1.1. IlepexBart 3a nepenenaMu ¢ KOHTPOJIUPYEMOU 30HbI Cpennsis
2.5.1.2. TlepexBar B mpeaenax KOHTPOJIUPYEMOW 30HBI BHEIIHUMHU Huzkas
HAPYIIUTEISIMU
2.5.1.3.1lepexBaT B mpenenax KOHTPOIUPYEMOW 30HBI BHYTPEHHUMH Huzkas
HAPYIIUTENISMH.
2.5.2.Yrpo3bl CKaHMpPOBAaHUS, HAIpaBJICHHbIC Ha BBIABICHUE THIA WIH Huzkas
THTIOB HCIOJb3YEMbBIX OIEPAIIMOHHBIX CHUCTEM, CETEBBIX aJPecoB paboumx
craniuit UCIT/IH, TOMOJIOTHN CETH, OTKPBITHIX MIOPTOB M CIYXKO, OTKPBITHIX
COEMHEHUHN U JIp.
2.5.3.Y1rpo35l BBISBIICHUS TTAPOJICH 110 CETH Huzkas
2.5.4.YTpo36l HaBS3bIBAHHE JIO)KHOTO MapIIpyTa CETH Huzkas
2.5.5.Y1po36l TOAMEHBI JOBEPEHHOI0 00BEKTa B CETH Huszkas
2.5.6.Yrpo3sl BHenpeHusi JokHOro oObekta kak B MCII/IH, Tak u BO Huzkas
BHEIIHHUX CETIX
2.5.7.Yrpo3sl Thma «OTKa3 B 00CTyKHBAHI Huzkas
2.5.8.Y1po36l yIaaeHHOro 3amycka IPIOKEHUH Huzkas
2.5.9.Y1rpo3bl BHEOPEHHUS TI0 CETH BPEIOHOCHBIX ITPOTrPaMMm Huszkas

6. Onpenesienue akryaabHocT yrpo3 B UCII/In

B cooTBeTcTBHM C mpaBUJIaMH OTHECEHHUS Yrpo3bl O€30MacCHOCTH K aKTyaJlbHOM, s
UCII[JH onpenensitoTcsi aKTyaJIbHbIE M HEAKTyaJIbHBIE YTPO3bI.

Ta6auua 4 — IIpaBuiia onpenenenus akryaabHoctu YBIIIH

B03MOKHOCTE IToxa3zaTe/ib OIACHOCTH YIPO3bI
peaain3anuu yrposbl Huskas Cpennsis Bricokas
Huskas HEeaKTyaJbHasI HEaKTyaJIbHasI aKTyaJnbHas
Cpensist HEeaKTyaJbHasI aKTyaJbHas aKTyaJnbHas
Bricokas aKTyajbHas aKTyajbHas aKTyaJbHas
OueHb BbICOKas aKTyaJIbHas aKTyaJIbHas aKTyaJnbHas

OrneHka akTyaJIbHOCTH YTpo3 0€30MacHOCTH MPE/ICTaBlIeHa B Ta0IuIIe.
Ta6nuua 5 — AkTyanasHocTs Y BIIIH

Tun yrpo3 6esonacuoctu I1JIn

| OnacHocTb
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| Yrpo3sl

1. Yrpo3sbl 0T yTeUKHU 0 TEXHUYECKUM KAHAIAM.

1.1. Yrpo3sl yTeuku akycTrdeckoi nHdopmanmn Huskas
1.2. Yrpo3sl yTeuku BUAOBON HH(pOpMAIN Huskas
1.3. Yrpo3sl yreuku nHdpopmarmu 1o kanaiam [IOMUH Hu3zkas

2. YTpo3bl HECAHKIIMOHUPOBAHHOT'O JOCTYNA K HH(OPMAaIIUH.

2.1. Yrpo3sl yHUUTOKeHHsl, XuieHns annapatusix cpeacts UCII/IH HocuTeneii nndopmanun
nyreM ¢usnyeckoro gocryna Kk 3aementam UCII/In

2.1.1. Kpaxa [19BM Hu3zkas
2.1.2. Kpaxxa HocuTenei nHhopMaluu Cpennsis
2.1.3. Kpaxa kmoueit u aTpu0yToB JOCTyma Huzkas
2.1.4. Kpaxwu, MoguduKanvm, yHUYTOKEHNS UHPOPMAIHH Huzkas
2.1.5. BeiBog u3 ctpost y3inoB [I19BM, kaHamoB cBs3U Huzkas

2.1.6. HecaHKIMOHMPOBAaHHBIM JOCTYl K HWHGOPMAIMKW TPH TEXHUYECKOM

obcnykuBaHUH (PEMOHTE, YHHYTOXeHHH) y310B [I1DBM Huskas

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIIOYEHHNE CPENICTB 3aIUTHI Huzkas

2.2. Yrpo3sbl XullleHUsl, HeCAHKIIMOHUPOBAHHOI Moau pUKAIUM WM 0JJOKHPOBaHUsS UHpoOpPMALMH 32
cueT HecankinuonupoBanuoro nocryna (HC/I) c npumeHeHHeM NPOrpaMMHO-aNNAPATHBIX U
NMPOrpPaMMHBIX CPEACTB (B TOM YHCJIE MPOrPaMMHO-MAaTeMATHYECKUX BO3IeCTBUIA).

2.2.1. JIeficTBHUS BPEAOHOCHBIX TPOrpamMm (BUPYCOB) Huskas

2.2.2. HenexmapupoBaHable Bo3aMoxHOCcTH cucteMHoro 110 u IO mist o6paboTku

Cpennsist
MEePCOHAJIbHBIX JAHHBIX

2.2.3. YcranoBka [10 He CBSI3aHHOTO ¢ UCITOJIHEHUEM CITYKCOHBIX 00S3aHHOCTEH Huzkas

2.3. Yrpo3sbl He npeIHAMepPEeHHBIX AelicTBUI MOJIb30BaTe/Ieil 1 HApYLIeHUil 0€30IaCHOCTH
¢dynkuuonnposanus UCILIu u C3I1/IH B ee cocTaBe u3-3a c00eB B MPOrpaMMHOM o0ecniedeHu , a
TaKsKe 0T YIPO3 HEAHTPOINOreHHOr0 (c00eB anmapaTypsl U3-32 HEHA/IeSKHOCTH 3J1€MEHTOB, c00eB
3JIEKTPONUTAHUSA) U CTUXMIAHOTO (YA1ApPOB MOJIHMA, 0KAPOB, HABOJHEHUIl U T.I1.) XapaKTepa.

2.3.1. Y1para xiarodel u aTpuOyTOB TOCTYyIIA Huzkas
2.3.2. HenpennamepenHas Moaudukaips  (YHHYTOXKEHHE)  WH(OpMAIUU Huskas
COTPYIHUKAMH
2.3.3. HempennamepeHHOE OTKITIOUEHHE CPEIICTB 3aIUThI Huzkas
2.3.4. BeIxon u3 CTPOsI ammmapaTHO-IPOTPaAaMMHBIX CPEICTB Huszkas
2.3.5. COo¥t cuCTEMBI DJIEKTPOCHAOKECHUS Cpennsist
2.3.6. CruxuiiHoe OencTBHE Hwuskas

2.4. Yrpo3bl IpeiHaMepPEeHHbIX AeiiCTBUII BHYTPEHHUX HApyHIMTeJIeil
2.4.1. Joctyn k nHQOpMANNN, MOTU(PUKAINS, YHUITOKEHIE U] HE JOMYIEHHBIX Huskas
K ee 00paboTke
2.4.2. Pasrmamenue wHQOpMANHA, MOAU(PHUKAIWS, YHHUYTOXKEHHE COTPYIHHKAMHU Huskas
JIOMTYIIIEHHBIMU K ee 00paboTke

2.5.¥rpo3bl HECAHKIMOHMPOBAHHOI0 JOCTYNA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ MEpexBaTOM IIepelaBacMoi M3 Huskas
WCIIIH n npuHuMaeMoi 13 BHEMIHUX ceTeil nHdopMmanuu:
2.5.1.1. IlepexBart 3a nepenesaMu KOHTPOIUPYEMOM 30HBI Huskas
2.5.1.2. IlepexBat B npeaenax KOHTPOIUPYEMOI 30HbI BHEIIHUMHU HAPYIIUTEISIMU Huskas
2.5.1.3.IlepexBar B  mpelenax  KOHTPOJUPYEMOH  30HbI  BHYTPEHHUMH Huskas
HaPYIIHUTEISIMU.
2.5.2.Y1rpo3bl CKaHUpPOBAHMsI, HAIpaBICHHbIC Ha BBUIBICHHE THIA HIM THIIOB Huskas
HCTOJIb3YEMBIX ONEPAalMOHHBIX CHCTEM, CETEBBIX aJIpecoB pabouYMx CTaHLIUH
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WCTI/IH, Tononoruu ceTd, OTKPBITHIX MOPTOB M CIYXK0, OTKPBITHIX COCAMHECHUN U
Ap.
2.5.3.Yrpo3bl BHISIBIICHUS IAPOJIEH 10 CETH Hu3zkas
2.5.4.Y1po36l HaBA3bIBAHUE JIOKHOTO MapUIpyTa CeTH Huskas
2.5.5.YTpo3bl IOJIMEHBI IOBEPEHHOT'0 00hEKTa B CETH Huzkas
2.5.6.Y1po3bl BHeApeHUs JoxHOro oobekra kak B MCII/IH, Tak U BO BHEIIHUX Huskas
CceTsIX
2.5.7.¥Y1po3bl Tina «OTKa3 B 00CTYKHBAHUI Huzkas
2.5.8.Y1rpo3bl yIaJeHHOro 3amycKa IpUIOKEHUN Huzkas
2.5.9.Y1rpo3bl BHEAPEHMUS TI0 CETH BPEOHOCHBIX MPOTrpamMM Huzkas
Bbu1H BBISBIICHBI CIEAYIONINE AaKTyAJIbHBIE YTPO3bI:
1. Kpaxa HocuTenei napopmanuu
2. He pexnapupoBannbie Bo3MokHOCTH crcteMHoro [10 u 1O mist 06paboTku nepcoHaIbHBIX
JTAHHBIX
3. CO0oif CUCTEMBI IEKTPOCHAOKEHHS

JInst CHUKEeHMSI ONTaCHOCTH peanu3anny akTyalbHbIX Y BII/[H pekoMeHayeTcs: 0CylecTBUTh

CJIETYIOIIE MEPOTIPHUATHS:

1.

2.

YcTaHOBUTH Kamepbl BUAECO HAOMIOJEHUS, Pa3MECTUTh Ha MecTax BceoOIiero 00603peHus
BHYTPH KOHTPOJIUPYEMOM 30HBI HHGOPMAIIHIO O CUCTEME BHCO HAOTIOACHUS

OtkazaTbcs  OT  HCIIOJIB30BAHHUS  MPOrPaMMHOro  oOecriedyeHusi  pa3pabOTaHHOTO
CaMOCTOSITENIBHO WJIM TIO 3aKa3y YUPEKICHUSI.

[IpenycMoTpeTh BO3MOXXKHOCTh YCTAaHOBKHM HCTOYHHKOB OecriepeOOWHOr0 MUTAHUS IS
KIIFOUEBBIX y3J10B paboTel UCIIH.
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7. Monean yrpo3 6e30nacHOCTH

Wcxomusrii kinace 3amumineasoct — K3.

Ta6uuua 6 — YTpo3sl 6€30nacHOCTH

HaumeHoBaHue yrpo3bl

BeposiTHocTh
peajmn3anuu

yrpo3si (Y2)

Bo3Mo:kHOCTE
peanuzanun

yrpo3si (Y)

OnacHoCTEL
Yrpo3sl

AKTyal1bHOCTH
Yrpo3sl

Meps! 10 NPOTHBOAEICTBHIO Yrpo3e

Texunueckue

Opranu3anuoHHbIE

1. er03l,1 OT YTCYKHU N0 TEXHUIECCKUM KaHa/laM

1.1. Yrpo3sl yTeuku Huzkas Huzkas Huskan HeaktyanbHasi
aKycTHYecKoi nHpopManuu

1.2. Yrpo3sbl yTeuku BUI0BOI Huzkas Huzkas Huskan HeaktyanbHasi
uHopmanun

1.3. Yrpo3sl yTeuku Huzkas Huzkas Huzkas HeaktyanbHasi

HHpOpMAIUH 110 KAHAJIAM
MIOMHUH

2. Yrpo3bl HeCAaHKIIHOHMPOBAHHOI0 A0CTYNA K HH(opManuu

2.1. Yrpo3sl yHUUTOKeHus, Xuienus annapatusix cpencts UCIL/In HocuTeneii nungopmanuu nytem pusudeckoro gocryna k snementam UCI/In

2.1.1. Kpaxa II9BM Hu3skasn Hu3zkasn Huzkasn HeaktyanbHas

2.1.2. Kpa:ka HocuTeJiei Cpennsin Cpennsin Cpennsin AKTyanbHasi | YCTaHOBUTH NmapoJb Ha | M3math  mpukaz 1o

uHopmanun HocHuTeJb MHGOPMALMH | YYPEXKIEHUI0 O 3ampere
KONUPOBAHUS U
nepesoca uHdpopManuu
HA HOCHTeJIH, He
HMeliue  NapoJibHOI
3aIUTHI

2.1.3. Kpaxa kJroueii nocryna Huskas Huskas Huzskas HeakTyanbHas




Le

2.1.4. Kpaxu, moauduxanum, Huzkas Huskan Huskan HeaktyanbHast
YHUYTOKEeHUs nHopManun.

2.1.5. BbiBOag uM3 cTpPOsl Y3J10B Huskasn Huskan Huskan Heaktyanbnast
IT9BM, xaHa/I0B CBA3M

2.1.6. HecaHkuuOHHPOBAHHOE Hu3skan Huskan Huskan HeaktyanbHast

OTKJIKYECHUE CPEACTB 3alllUThI

2.2. Yrpo3sl XHIleHH s, HeCAHKIIMOHUPOBAHHOM Mo UK U

Ju 0J1okUpoBaHuA MHGOPMALMH 32

cueT HecaHkIuoHupoBanHuoro nocryna (HC) ¢

MNPUMEHCHUEM MMPOTrPAMMHO-ANNAPATHLIX U MPOTrPaAMMHBIX CPEACTB (B TOM YHUCJI€ MPOTrPAaMMHO-MATEMATHYICCKUX BOB}IeﬁCTBHﬁ);

2.2.1. JleiicTBUSI BpeIOHOCHBIX Huskas Huskas Huskas HeaxkTtyanbHas

nporpamMm (BHPYcCOB)

2.2.2. HenexJapupoBaHHbIe Huzkas Cpenunsin Cpennsin AKTyajqbHast ITo BO3MOKHOCTH

BO3MOKHOCTH cuctemMHoro 1O u3deratb

u 110 nis o6padoTkun HCMO0Jb30BAHUA

NMePCOHAIBHBIX TaHHBIX HH(OpMAITHOHHBIX
cucTemM IIn,
pa3padoTaHHbIe
HEeHU3BECTHBIMHU
pa3padoTYuKaMu

2.2.3. YcranoBka I10 He Huskas Huskas Huskas HeaxkTyanbHasn

CBSI3aHHOTO C UCIOJIHEHUEM
CJ1y:KeOHBIX 00sI3aHHOCTEH

2.3. ¥Yrpo3sl He NpeAHaMepeHHbIX JeiicTBUI Moab30oBaTesieil n Hapyennii 6e3onacHoctu pynxkuuonuposanuss UCIIAn u C3I1/1H B ee cocTaBe u3-3a c00€eB B
NMPOrpaMMHOM o0ecre4eHU , a TAK:Ke OT YIPO3 HEAHTPONMOTeHHOro (c00eB annapaTypbl U3-3a HEHAAEKHOCTH 3JIEMEHTOB, C00€B YJIEKTPONUTAHNUS) U
CTUXMIHHOIO (YIapOB MOJIHMIi, 105KAPOB, HABOJAHEHUI M T.IL.) XapaKTepa.

2.3.1. YTpara kiarwueii u
arpulOyTOB A0CTYIA

Huskasn

Huszkasn

Huskas HeakrTyanbHas

2.3.2. HenpenHamepeHHast
Moaudukanus (YHUUTOKEHUEe)
HHPOPMALUH COTPYAHUKAMU

Huskasn

Cpennsis

Huskas HeakrTyanbHas

2.3.3. HenpennamepeHHoe
OTKJII0YEHHe CPEJCTB 3alMThI

Huskasn

Huskasn

Huzskas HeakTyanbHas




2.3.4. BoIxoa u3 cTpost Huskasn Huskasn Huskas HeaxkTtyanabHas
anmnapaTHoO-MPOrpaMMHBIX

CPeiCTB
2.3.5. Cooit CHCTEMBI Cpennss Cpennss Hwuzkas AxtyanbHasi | IIpou3BecTn ycTaHoBKY | 3amjiaHMpoBaTh
3J1eKTPOCHAOKEH U1 HCTOYHUKOB npuodpereHue u
Oecnepe0oiiHOrO NojJepxKaHue B padoueM
NUTAHUS HA COCTOSIHMY UCTOYHUKOB
odopynoBaHue Oecnepeboiinoro
HCMOJb3yeMoe MpH NUTAHUS.
o0padoTke
MEePCOHAIBHBIX IAHHBIX
2.3.6. CTuxuiinoe 0eacreue Hu3kasn Hu3skasn Huskas HeaxTyanbHasn

2.4. Yrpo3sl npeHaMepeHHbIX AeiicTBHII BHYTPeHHUX HapylIuTeaei

8¢

2.4.1. Joctyn k uHopmanuu, Huskas Cpennsin Huskas HeaxkTyanbHasn
MoauG UKL, YHUUTOKEHH e
JIMIAMH He JONYIIEeHHBbIX K ee
o0pabdoTke

2.4.2. Pariamenue Huskas Huskas Huskas HeaxkTyanbHasn
uHpopManu, MOAUPUKALUA,
YHUYTOKEHHE COTPYAHUKAMU
JOMYIIEHHBIMH K ee 00padoTKe

2.5. Yrpo3bl HeCAHKIMOHMPOBAHHOIO A0CTYIA M0 KAHAJIAM CBSI3H

2.5.1. Yrpo3a «AHaau3 ceTeBoro rpaguka» ¢ nepexsarom nepenapaemoil n3 UCIIIH u npuanMaeMoii U3 BHEIIHUX ceTell MHPOpMannu:

2.5.1.1. Ilepexsar 3a Cpennss Huskas Huskas HeakryanbHas
nepee1aMM ¢
KOHTPOJIMPYeMOii 30HbI;

2.5.1.2. IlepexBaTt B npenejax Huskas Huskasn Huzskas HeakTyanbHas
KOHTPOJIMPYeMOi 30HbI
BHEUIHUMU HAPYIIUTEISAMM;




6¢

2.5.1.3. IlepexBat B npegenax
KOHTPOJIMPYEMOii 30HBI
BHYTPEHHUMH HAPYIIHUTEJIAMHU.

Huskas

Huskas

Huskan

HeaxkTtyanabHas

2.5.2.¥Y1po3bl CKAaHMPOBAHUS,
HanpaBJieHHbIE HA BbIsIBJIEHHE
THIA WIH THIIOB
HCNOJb3yeMbIX ONePallHOHHbIX
CHCTEeM, CETEBBIX a/[peCOB
padounx cranuuii UCIIdH,
TOMOJIOTHH CETH, OTKPBITHIX
MOPTOB U CJIYXKO, OTKPBHITHIX
cOoeIMHEeHUM U Jp.

Huskas

Cpennsin

Huskan

HeaxkTtyanabHasn

2.5.3. ¥Yrpo3sl BbIsIBJIEHHSA
napoJieii Mo ceTu.

Huskas

Huskas

Huskan

HeaxkTyanbHas

2.5.4. Yrpo3bl HaBsI3bIBAHHE
JIO?KHOTO MapuIpyTa CeTH.

Huskas

Huskas

Huskan

HeaxkTyanbHas

2.5.5. Yrpo3sl moaMeHbl
JOBEPEHHOr0 00bEKTa B CeTH.

Hu3kas

Hu3kasn

Hu3kasn

HeaktyanbHasi

2.5.6. Yrpo3bl BHeIpPeHUs
JIOKHOT0 00beKTa KaK B
HUCII/In, TaKk ¥ BO BHEIIHUX
ceTsXx.

MasioBeposiTHO

Hu3kasn

Hu3kasn

HeaktyanbHasi

2.5.7. Yrpo3nl Tuna «OTKa3 B
00CTyKMBAHUW.

MasnoBeposiTHO

Hu3kasn

Hu3kasn

HeaxkryanbHas

2.5.8. Yrpo3bl yiajieHHOT 0
3anycKa NPUJI0KEeHUil.

MaJioBeposiTHO

Hu3kasn

Huszkasn

HeakrTyanbHas

2.5.9. Yrpo3bl BHeApeHHs 110
CeTH BPEOHOCHBIX POrpPamMM.

MaJioBeposiTHO

Hu3kan

Huszkasn

HeakrTyanbHas




3aKJII0UeHHEe

B cootBerctBum ¢ Ilopsaxkom mnpoBeneHust KiaccuUKau WHPOPMAIUOHHBIX
CUCTEM NEPCOHAIbHBIX JaHHBIX yTBepkKAeHHoro npukazoM ®CTIOK Poccuu, ®CBh Poccun,
Munundpopmcsszu Poccuu ot 13 depans 2008 . Ne 55/86/20, Ha OCHOBaHUHM KaTETOpUU U
o0bema oOpabarbiBaeMbIX THepcoHanbHBIX HaHHBIX — MCIIJH ucnmosab3yemble B padore
yupexaeHus: kiaaccupuuupyercs, kak tunosbie UCIIIn kiaacca K3 u K 4.

Attectanus ucnonbzyembix MCIIIH HEe TpeOyercs.
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