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OIIPEAEJIEHUSA

B HacrosmeM 10KyMEHTE UCIIOJIB3YIOTCS CIEAYIOIINE TEPMUHBI U UX OIPEICIICHHUS.
ABTOMaTH3MPOBAHHAS CHCTEMAa — CCTEMA, COCTOSIIIAs U3 IEPCOHAIa U KOMILIEKCa
CPEACTB AaBTOMATH3AaIlMM €ro JACATENIbHOCTH, pealu3yromas HHOOPMAIMOHHYIO TEXHOJOTHIO

BBITIOJI-HEHHSI YCTAaHOBIICHHBIX (DYHKIIUH.

AyTeHTH(QUKAIUS OTIPABUTEJSI JAHHBIX — [TOATBEPKACHUE TOTO, YTO OTIIPABUTEID I10-
JIYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX — COCTOSHHME 3AIUIIEHHOCTH IIEPCOHAIBHBIX JaH-
HBIX, XapaKTepU3yeMoe CII0COOHOCTHIO MOJIb30BATENIEH, TEXHUUECKUX CPEJICTB U MHPOPMATUOHHBIX
TEXHOJIOTUH 00ecneunTh KOHPHUICHIINATBHOCTD, IIEIOCTHOCTh U JIOCTYITHOCTh MIEPCOHAIBHBIX JaH-
HBIX IIpU UX 00paboTKe B NH(POPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

Buomerpnueckne nepcoHabHble JaHHbIE — CBEJCHUS, KOTOPbIE XapaKTepU3yIOT (puU3no-
JIOTUYEeCKHEe OCOOEHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €r0 JMYHOCTb,
BKIIIOUasi Gpororpaduu, OTIeyaTKy MajableB, 00pa3 ceTYaTKH I1a3a, 0COOEHHOCTU CTPOEHUS Tefa U
JPYryro No100HyI0 HHPOPMALHUIO.

BiokupoBanue nepcoHabLHBIX JAaHHBIX — BPEMEHHOE IpeKpalieHre coopa, cucreMaTu-
3allu, HAKOIUIEHUS, UCIIOJIb30BaHUs, PACIPOCTPAHEHMS, IEPCOHAIBHBIX JaHHBIX, B TOM YHUCIE UX
repeaayn.

Bupyc (koMnblOTEepHbIH, IPOrPaAMMHBII) — HCIOIHIEMBIN NMPOTPAMMHBIN KOJ WA WH-
TepHpeTUpyeMblii HA0Op UHCTPYKIUH, 0013101 CBONCTBAMU HECAHKLIIMOHUPOBAHHOTO Pacipo-
CTpaHeHus U camoBocipousBeneHus. Co3aaHHble NyOIMKaThl KOMIIBIOTEPHOIO BHpyca HE Bceraa
COBIA/IAI0T C OPUTHHAJIOM, HO COXPAHSAIOT CIIOCOOHOCTH K JTaIbHEHIIIEMY PAaclpOCTPaHEHUIO U ca-
MOBOCIIPOU3BECHHUIO.

BpenonocHas mporpamMmma — mporpaMma, IpeiHa3HadeHHas sl OCYIICCTBIICHUS HECaHK-
LIUOHUPOBAHHOTO JAOCTyNa M (WIM) BO3JEHCTBUA Ha MEPCOHAIbHBIE JAHHBIE WU PECypChl
MH(GOPMa-LIUOHHONW CUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcnomorarenbHble TEXHHYECKHE CPEACTBA H CHCTEMbl — TEXHUYECKHE CPEACTBA U CUCTE-
MBI, HE NIpelHa3HaueHHbIE AJIS Mepeiaun, 00pabOTKU U XpaHEHUs IEPCOHATIbHBIX JaHHBIX, YCTaHAB-
JMBaeMbI€ COBMECTHO C TEXHMUYECKMMM CPEJICTBAMHU M CUCTEMAaMHU, NpeJHa3HAYEeHHBIMU Ul 00pa-
OOTKHM NEPCOHAIBHBIX JAHHBIX WIM B MOMEIIEHUSAX, B KOTOPBIX YCTAHOBJIECHBI MH(OPMAIMOHHbIE
CHUCTE-MBbI [IEPCOHAIIBHBIX JAHHBIX.

JocTyn B OmepamuoHHYI0 cpeay KOMIbIOTepa (MH(OPMAIMOHHON CHCTEMBbI MeEpPCco-
HAJIbHBIX JAHHBIX) — IIOJIYYE€HHE BO3MOJKHOCTH 3aIlyCKa Ha BBINOJHEHUE LITATHBIX KOMaHI,
GbyHKUUMH, poLeyp ONepaliMOHHON cUcTeMbl (YHUUTOXEHHsI, KOIMPOBAHUS, IEPEMEIICHUS U T.11.),
UCTOJHEMbIX (ailyIoB MPUKIIAAHBIX IPOTrPAMM.

Joctyn k nHgopMannu — BOSMOXXHOCTP ITONTYIEHUSI MHPOPMAIIUN U €€ UCIIOIb30BAHMSL.

3aky1ai0uHoOEe YCTPOHCTBO — DJIEMEHT CPEACTBA CheMa HH()OPMAITUH, CKPBITHO BHEJPSIEMBIi (3a-
KJIa/bIBA€MbI MJIM BHOCUMBIH) B MeCTa BO3MOXHOIO cbheMa HH(opManuu (B TOM 4YHCIE B
Orpa)<JIeHUue, KOH-CTPYKLHUIO, 000pylOBaHHE, MPEIMEThl MHTEphepa, TPAHCIOPTHBIE CPEICTBA, a
TaKXe B TEXHUYECKUE CPE/I-CTBA U CUCTEMBI 00pabOTKM HHPOPMALIUH).

3anmmaemas uHpopMauus — UHPOpPMaLUs, SBISAIOMIANACT MPEIMETOM COOCTBEHHOCTH M
noj-yexaniasl 3alluTe B COOTBETCTBUM C TpPeOOBAHUSAMH MPABOBBIX JOKYMEHTOB WU
TpeOOBAHUAMHU, YCTAHABIU-BAEMbIMU COOCTBEHHUKOM HH(DOpPMAIUH.

NaenTnduranus — npucBoeHne CyobeKTaM 1 00beKTaM JI0CTyNa UASHTUPHUKATOpa U (WIIN)
CpaBHEHHE MPEIbSBIAEMOr0 HASHTH(PHUKATOPA C IEPEYHEM IPUCBOCHHBIX U ACHTU(PHKATOPOB.

I/IH(l)OpMaTHBHbIﬁ CUTHAJI — DOJICKTPUYCCKUEC CUTHAJIBI, aKyCTHYCCKUE, DJJICKTPOMAarHUTHBIE U
apyrue GU3NUecKue Mo, 1o HapaMeTrpaM KOTOPbIX MOXKET OBITh pacKpbiTa KOH(puAeHIMaIbHas HH(popma-
ous (HCpCOHaHLHLIe ,I[aHHBIe) O6pa6aTBIBa€MaH B I/IH(I)OpMaL[I/IOHHOﬁ CUCTCMC IICP COHAJIbHBIX JAaHHbIX.

HNupopmanmonnas cucrema nepcoHanabHbIX JaHHbIX (MCIIAH) — undopmanmonHas
cucTemMa, MpeACTaBIAoNnas coOO0H COBOKYIMHOCTh IMEPCOHANBHBIX JAHHBIX, COJAEpIKaIIUXcS B 0ase
JAHHBIX, @ TaKKe MH(POPMAITMOHHBIX TEXHOJOTUI U TEXHUYECKHX CPENICTB, MMO3BOJIIOLINX OCYIIIEe-
CTBJIATH 00paOOTKY TaKUX MEPCOHATBHBIX JAHHBIX C UCIIOJIb30BAaHUEM CPEJCTB aBTOMATHU3ALUHU HITH
0€e3 UCIOJIb30BAHUS TAKMX CPE/ICTB.
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HNupopManuoHHbIe TEXHOJOTMH — TIPOLECCHl, METOJBI IOWCKa, cOOpa, XpaHEHUs,
00paboTKH, MPENOCTABICHUS, PACIPOCTPAHEHHSI HH(POPMALIUU U CIIOCOOBI OCYIIECTBICHHS TaKUX
IIPOLIECCOB U ME-TOJIOB.

Hcnonb3oBaHue nepcoHAIBLHBIX JAHHBIX — A€HCTBUS (ONepalyu) ¢ NepCOHAIbHBIMU JJaH-
HBIMH, COBEpIIIAEMbIE OIIEPATOPOM B LIEJAX IMPUHATHS PELICHUIN WM COBEPIIEHUS UHBIX AECHCTBUH,
MOPOXKJIAIOUIUX FOPUIMUECKHUE MOCIEACTBUS B OTHOLIEHUM CyObEKTa MEPCOHAJIBHBIX JAHHBIX WU
Apyrux aui Ju0o MHBIM 00pa3oM 3aTparuBarolIMX IIpaBa U CBOOOJbI CyOBEKTa MEPCOHAIBHBIX
JAHHBIX WU APYTUX JIHIIL.

Hcrounnk yrpo3nl 6e3onacHocTd HHPOPMAIHMN — CYOBEKT JOCTYIA, MAaTePHAIbHBIA OOBEKT HIIH
(uznvecKoe SBICHHE, SBISIONIMECS IPUYUHON BOSHUKHOBEHHS YTPO3bl 0€30MacHOCTH HHPOPMALIUH.

KonTposimpyemast 30Ha — [pOCTPAaHCTBO (TEppPUTOpHS], 3/aHUE, 4YacTb 3HAHUM,
MTOMEILIEHHE), B KO-TOPOM HCKJIIOYEHO HEKOHTPOJIMPYEMOE NMPeObIBaHNE TOCTOPOHHUX JIMIL, a TAKKE
TPAHCIIOPTHBIX, TEXHUYE-CKUX U UHBIX MaT€PHAJIbHBIX CPEJICTB.

KOH(l)I/lI[eHIII/IaJILHOCTL MNEPCOHAJTBHBLIX TAaHHBIX — 00s13aTeIbHOE JIIA CO6JHOJIGHI/I$I orneparo-pom
WJIM WHBIM IIOJIYYMBHIMM OOCTYII K IMEPCOHAJIBHBIM JaHHBIM JIMIIOM TpeGOBaHI/Ie HE J0IyCKaTb HUX pac-
MpocTpaHeHue 0e3 corjiacusi CyobeKTa IepCOHaIbHBIX JaHHBIX WM HAJIMYUs HHOTO 3aKOHHOTO OCHOBaHUSI.

MexceTeBoii JKpaH — JOKalbHOE€ (OJHOKOMIIOHEHTHOE) WM  (PYHKIIMOHAIHHO-
pacrpeiefieHHOe TPOorpaMMHOe (TIPOrpaMMHO-AIIapaTHOE) CPEACTBO (KOMILIEKC), peaM3yroIiee
KOHTPOJIb 32 MH(OopMalMel, noctymnaroeil B THPOPMAIIMOHHYIO CUCTEMY MEPCOHAIBHBIX JTaHHBIX
U (W) BeIXos1Ied U3 HHPOPMAI-OHHONW CUCTEMBI.

Hapymuresn 0e30nacHOCTH NEPCOHATBbHBIX JAHHBIX — QU3NYECKOE JTUIO0, CIyYailHO HIIN
MpelHaMEPEHHO COBEpIlaollee JEHUCTBUSA, CIEACTBUEM KOTOPBIX SIBISIETCS  HapylleHue
0€30MacHOCTH TepCOo-HANbHBIX JAaHHBIX MpU HUX O0O0pabOTKE TEXHUYECKUMHU CpEACTBAMU B
MH(OPMALIMOHHBIX CHCTEMaX MePCO-HATbHBIX JaHHBIX.

HeaBToOMaTu3upoBaHHasi 00padoTKA MEPCOHATbHBIX JaHHBIX — 00pab0OTKa MEPCOHAIb-
HBIX JAaHHBIX, COJAEPKAIIMXCS B MHPOPMAIMOHHON CHUCTEME MEPCOHANbHBIX JAaHHBIX JHOO H3BIIE-
YEHHBIX U3 TAaKON CUCTEMBI, CYUTAETCS OCYILIECTBICHHON 0€3 UCI0Ib30BaHMs CPEJCTB aBTOMAaTH3a-
MU (HeaBTOMAaTU3UPOBAHHOM), €CIM TaKue JEHCTBUS C MEPCOHATBHBIMU JTAHHBIMHU, KaK HCIIOJIb30-
BAaHME, YTOUHEHHUE, PACIIPOCTPAHEHNE, YHUUTOKEHNE ITEPCOHANBHBIX JAHHBIX B OTHOIIEHUH KaX]IO -
ro U3 CyObeKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIIAIOTCS IMPU HEMOCPEICTBEHHOM YYacTHH 4e-
JIOBEKa.

HenexnapupoBanHble BO3MOXKHOCTH — (YHKIMOHAJIbHBIE BO3MOXKHOCTH CpPEICTB
BBIYMCIIU-TEJIbBHOM TEXHUKH, HE OIHWCAHHBIE WM HE COOTBETCTBYIOIIHE ONHCAaHHBIM B
JOKYMEHTAIlMH, MPU MCIOJIb30-BAaHUM KOTOPHIX BO3MOXKHO HapylleHue KOH(GUIACHIINAIbHOCTH,
JOCTYIHOCTH WX LEIOCTHOCTU 00padaThl-BaeMOi HH(POPMAIIUH.

HecaHKIMOHMPOBAHHBIN T0CTYN (HECAHKIMOHMPOBAHHBIE IEHCTBHUS) — IOCTYI K HH-(hOpMaIim
WM JIeMCTBHA ¢ WHQOpMAaNued, Hapyllarolde MpaBHUiia pasTpaHUYEHUs JOCTYIa C WCIONb30Ba-HUEM
IITATHBIX CPEACTB, MPEAOCTABIACMBIX I/IHq)OpMaI_II/IOHHLIMI/I CHUCTEMAaMU IEPCOHATIBHBIX JaHHBIX.

Hocutenp undopmanun — Gpru3nueckoe JTUI0 WU MaTepHANBHBI O0BEKT, B TOM 4HCiIe (Qu3nde-
CKOe€ TT0Jie, B KOTOpOM HH(OPMAIIHsI HaXOJHUT CBOE OTPa)KEHHE B BHUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHU -
YEeCKHX PEIIeHUH U MPOIIECCOB, KOJTMYECTBEHHBIX XapaKTePUCTHK (YU3HUECKIX BEITHYNH.

O0e3nunBaHue NEPCOHAIBHBIX JAHHBIX — JCUCTBHS, B PE3YJIbTaTe€ KOTOPBIX HEBO3MOXK-
HO ONpEeAETUTh MPUHAJICKHOCTh MEPCOHATIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY IMEepPCOHANbHBIX
JTAHHBIX.

O0padoTKa nepcoHANBHBIX JAHHBIX — JICHCTBU (OTEpalvy) C IEPCOHATBHBIMU JTaHHBIMH,
BKJIFO4as cOop, cUCTeMaTH3alliio, HAaKOIUIEHHE, XpaHeHHe, yTouHeHHe (0OHOBIIEHUE, U3MEHEHHE),
UCIOJb-30BaHUE, PACHpPOCTpaHEHUE (B TOM 4YHCIe Nepeaady), oOe3TuMuuBaHHE, OJOKHpOBAHHE,
YHUUTOKEHUE NIEP-COHAIBHBIX IaHHBIX.

OO0menocTynHble NMepCcOHAIbHbIC JAHHbIE — [IEPCOHAIbHBIE JIAHHBIE, JOCTYIl HEOIPAHU-
YEHHOT'O Kpyra JIMI] K KOTOPBIM MPEJOCTaBIIEH C COTacusi CyObeKTa MepCOHANbHBIX IaHHBIX WM Ha
KOTOpBIE B COOTBETCTBUU C (heiepaJbHBIMU 3aKOHAMU HE paclpocTpaHsercs TpeOoBaHue coOuito-
JIeHUs] KOH(HUICHIINATBHOCTH.



Omneparop (MepcOHANBHBIX [JAHHBIX) — TOCYJapCTBEHHBIH OpraH, MYHHUIMIAJIBHBIN OpraH,
IOPUAMYECKOe WK (DU3MYECKOE JIMIO, OpraHU3yoIee U (MIH) OCYIIECTBIAIoNee 00paboTKy NepCOHANh-
HBIX TAaHHBIX, a TAKIKEC OIPCACIIAIOIMINC LIETIU U COACPKAHUC O6pa6OTKI/I NEPCOHAJIbHBIX JaHHBIX.

Texnuyeckne cpeacTBa HH(POPMANMOHHON CHCTEMbl NEPCOHAIBHBIX MAaHHBIX — CpEICTBA
BBIUMCIIUTEILHON TCXHHUKH, I/IH(I)OpMaHI/IOHHO-BBI'-II/ICJ'II/ITCJ'II)HI)IG KOMILJICKCBI U CCETHU, CPEACTBA U CUCTCMbI
nepenaun, npuema u odpaborku [1/1H (cpeacTBa U cUCTEMBI 3BYKO3AIHCH, 3ByKOYCHIICHHSI, 3BYKOBOCIIPOU3-
BE€ACHUA, NIEPETOBOPHLIC U TCICBU3MOHHLIC YCTpOfICTBa, Cp€acTBa MU3rOTOBJICHUSA, TUPAKHMPOBAHHA OOKY -
MEHTOB U JIpyTrue TEXHUYECKUE CpeIcTBa 00paboTKu peueBoil, rpaduieckoil, BUaeo- 1 OyKBeHHO-IIH(PPOBOIt
nH(pOpPMaIUK), TPOrpaMMHBIE CpEICTBa (ONEpAllMOHHBIE CUCTEMBI, CHCTEMBI yIIpaBiieHus 0a3aMu JaHHBIX U
T.IL.), CPEACTBA 3alIUTHl HH(OpMaLny, IpUMeHseMble B HH)OPMAIMOHHBIX CUCTEMAX.

IlepexBat (MHGOPMALMHU) — HEIPABOMEPHOE TOJydeHUE WH(DOPMAIIMH C UCIIOJIb30BAHUEM
TEXHUYECKOTO CPEJICTBA, OCYILECTBISIONIETO OOHapyKeHue, pueM U o0paboTKy HHOOPMATUBHBIX
CUTHAJIOB.

IlepconajbHble JaHHBbIE — JTI00ast UHPOPMAIIHS, OTHOCSIIASCSA K OTPEIEICHHOMY HIIM OTI-
penensieMoMy Ha OCHOBaHHMM TakoM MHpopManuu (pu3nueckoMy JHIY (CyOBEKTY MepCOHAIbHBIX
JAHHBIX), B TOM YHCIIe €ero haMuius, UMs, OTYECTBO, TOJI, MECSII, JaTa U MECTO POXKICHUS, ajpec,
ceMeifHoe, colMalbHOe, UMYILECTBEHHOE TOJIoKeHue, oOpa3oBaHue, npodeccus, T0XO0Abl, Apyras
uHpopmanus.

Io6ouHbIe JIeKTPOMATHUTHbIE U3JIYYEHUS] U HABOJAKH — DJICKTPOMArHUTHBIE U3JTy4CHUS
TEXHUYECKUX CPEJICTB 00pabOTKH 3amuiaeMoi nHGopMaIuy, BO3HUKAIONME KaK MOO0OYHOE sIBJIC-
HUE€ W BBI3BAHHBIC DJICKTPUUYCCKUMU CUTHAJIAMU, JCHCTBYIOIIUMHU B UX DJIEKTPUUYECKUX U MATHHT-
HBIX IIETISIX, @ TAK)KE AIEKTPOMArHUTHBIE HABOAKU 3THX CUTHAJIOB Ha TOKOIIPOBOIAIINE JTUHUH, KOH-
CTPYKIIMH | TN TTUTaHUS.

[HomuTHKA «YHCTOr0 C€TOJIA» — KOMIUIEKC OPraHU3alMOHHBIX MEPONPHUATHH, KOHTPOJIH-
PYIOLIUX OTCYTCTBHE 3alUChIBAaHUSI Ha OyMa)KHbIE HOCUTENH KJtoUeil u arpuOyToB aocTyna (mapo-
Jiel) ¥ XpaHEHUs UX BOJIM3U OOBEKTOB JIOCTYIIA.

IMoab30BaTesib MHPOPMAIMOHHON CHCTEMbI NMEPCOHAJNBHBIX HAHHBIX — JIMIO, Y4acT-
BylOIIee B (YHKIIMOHUPOBAHUH MH(OPMALMOHHON CHUCTEMbI NEPCOHANBHBIX JAHHBIX WM HUCIOJb-
3yloliee pe3ynbTaThl ee (PYHKIIMOHUPOBAHHUSL.

IIpaBuia pasrpaHu4eHus J0CTYNA — COBOKYITHOCTb IIPaBUJI, PETIaMEHTUPYIOLINX IIpaBa
noctymna cyObeKTOB JOCTyMa K 00beKTaM JJOCTYIIA.

IIporpamMmmMHas 3akjiagka — KOJl IPOrPaMMBbl, IPETHAMEPEHHO BHECEHHBIN B MPOrpaMMy C
L0 OCYIIECTBUTh yTEUKY, U3MEHHUTb, OJIOKUPOBATh, YHUUYTOKUTh UHPOPMAIUIO WIK YHUYTO-
KUTh U MOJUPHUIIMPOBATH IPOrpaMMHOE obecredeHre NHPOPMAIMOHHON CUCTEMBI TIEPCOHABHBIX
JaHHBIX U (W1K) OJOKUPOBATH amnmnapaTHbIe CPEICTBA.

IIporpaMmmMHoOe (MPOrpaMMHO-MaTeMaTH4YeCKOe) BO3AeHCTBHE — HECAaHKIIMOHUPOBAHHOE
BO3JICHICTBUE HA PEeCypChl aBTOMATH3MPOBAHHON MH(MOPMAIMOHHON CHCTEMBI, OCYILECTBISIEMOE C
HCII0JIb30BAHUEM BPEIOHOCHBIX MPOIPAMM.

PackpbiTHE NePCOHANBHBIX JAHHBIX — YMBIIUICHHOE WM CIIydailHOE HapylleHHe KOHpu-
JNEHIMATbHOCTH EPCOHATIbHBIX JAHHBIX.

PacnpocTpaHeHne mepCcOHAJBHBIX JAHHBIX — JCICTBUSA, HANpaBJICHHbIE HA Iepenayy
MEPCOHANBHBIX JAHHBIX ONPENEIECHHOMY KpYry JHI (1epeaya MepcoHaNbHbIX JaHHBIX) WU HA 03-
HaKOMJICHHE C TIEPCOHANBHBIMU IJAaHHBIMH HEOTPAaHUYEHHOTO KpyTa JIUIl, B TOM 4HCcIlie 00HapoI0Ba-
HUE TIEPCOHATBHBIX JaHHBIX B CPEICTBAX MacCOBOM MH(OpMAIUH, pa3MelleHrne B HHHOPMaIMOH -
HO-TEJIEKOMMYHUKAIIMOHHBIX CETSIX WJIM MPEAOCTaBICHHUE JOCTyNa K MEePCOHAIbHBIM JaHHBIM Ka-
KUM-TTHO0 UHBIM CIIOCOOOM.

Pecypc ungopManiuoHHON CHCTEeMBbI — IMEHOBAHHBIHM AJIEMEHT CUCTEMHOTO, MPUKIIATHOTO
WJIM amnmapaTHoro obecnedeHus (GyHKIIMOHUPOBAHUS HHPOPMAIIMOHHOW CUCTEMBI.

CnenuajbHble KATErOpUH INMEPCOHAJbHBIX JAHHBIX — MEPCOHANBHBIE JIAaHHBIE, Kacaro-
1IMeCcs PacoBOM, HAIIMOHAJIBHOW MPUHAICKHOCTH, MOJUTUYECKUX B3IJISIOB, PEIMTUO3ZHBIX WU
¢bunocopckux yOexkACHUN, COCTOSHUS 3A0POBbSI U MHTUMHOMN >KU3HH CYOBEKTa MEPCOHATBHBIX
JTAHHBIX.



CpencrBa BBIYHCJIMTENbHON TEXHHKH — COBOKYIMHOCTb IPOIPAaMMHBIX M TEXHUYECKHX
3JIe-MEHTOB CHCTEM O0OpabOTKH IAHHBIX, CIIOCOOHBIX ()YHKIMOHUPOBATH CAMOCTOSATEIBHO WJIM B
COCTaB€ JIPYTUX CUCTEM.

Cy0bekr pocryma (cy0ObekT) — JMIO WJIM TpoLecc, JAEUCTBUS  KOTOPOTO
perJaMeHTUPYIOTCS IPaBUIaMU pa3rpaHUUYEHUs JOCTyIa.

Texunyeckuii kaHajg yTedykd HHGOPMANMU — COBOKYTHOCTh HOCUTENsT HH(OpMAIHH
(cpen-ctBa 00pabOTKH), (DU3MUYECKON Cpeabl paclpoCTpaHEHUs HHPOPMATHBHOTO CHUTHAJIA U
CpeACTB, KOTOPBIMH JOOBIBACTCA 3alIIaeMas HHPOpMaus.

TpancrpannyHasi nepeaya nepcoHAIbHBIX JAHHBIX — [I€pe/aya NePCOHAIBHBIX JaHHBIX
onepatopoMm uepe3 ['ocymapctBennyro rpanuny Poccuiickoit denepanuu opraHy BJIACTH HHO-
CTPaHHOTO TOCYIAPCTBA, PU3UIECCKOMY HITH IOPUANIECKOMY JIMIY HHOCTPAHHOTO TOCYapCTBa.

¥Yrpo3bl 6e30nacHOCTH NMEePCOHANBHBIX JAHHBIX — COBOKYITHOCTh YCIOBUH M (PAKTOPOB, CO3-
JAIOMIAX OMACHOCTh HECAHKIIMOHHPOBAHHOI'0, B TOM YHCIIE CIIy4aiiHOT O, JOCTYIIA K TIEPCOHAIBHBIM JIaH-
HBIM, PE3YJIbTAaTOM KOTOPOI'O0 MOXCT CTATbhb YHUUYTOXCHHUC, U3MCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIUPOBAaHUE,
pac-npoCTpaHCHUC MEPCOHAIbHBIX JAHHBIX, a4 TAKKE€ WHbIX HCCAHKIIMOHUPOBAHHBIX HCﬁCTBHﬁ Inpru ux
00paboTke B MH(POPMALIMOHHON CHCTEME NEPCOHATIBHBIX JaHHBIX.

YHHYTOKEHHE MEePCOHATIBHBIX JaHHBIX — JICHCTBUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOC-
CTaHOBUTL COJACPIKAHUEC IMMEPCOHAIbHBIX NTAHHBLIX B I/IH(bOI_‘)M&HI/IOHHOﬁ CHUCTEMC TMCPCOHAIBHBIX NJaHHBIX
HJIU B PE3YJIbTATC KOTOPLIX YHUYTOXAIOTCA MAaTCPHUAJIbHBIC HOCUTEIN NIEPCOHAIBHBIX JJAHHBIX.

Yreuka (3ammuaemoii) HHpoOpMALMH 10 TEXHHYECKMM KaHAJIaM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHne HHPOpMaIUU OT HOCUTENS 3alluiiaeMoi nHbopMaluu yepe3 GU3NIecKyo cpeay
710 TeX-HUYECKOTO CPECTBA, OCYIIECTBISIONIEr0 epexBaT UHPOPMAIIH.

Ya3BumocTh — c1a00CTh B CpPEACTBaX 3alllUThl, KOTOPYD MOKHO HCIOJB30BaTh IS
HapyIIEHUs CUCTEMBI WK COJIepXKaIeics B Hel HHGOpMaIiH.

HenocTtHocTs MHGOPMAIMH — CIOCOOHOCTH CPEICTBA BBIYMCIUTENBHON TEXHUKU WU
aBTOMAa-TU3MPOBAaHHOM CHUCTEMBbl OO0ecleuynBaTh HEU3MEHHOCTh HMHGOpMalud B  YCIOBHUAX
CITy4aitHOTO W/WJIU TPeI-HaMEPEHHOTO UCKAKECHHS (Pa3pyIICHHUS ).



OBO3HAYEHUSA U COKPAIIEHUA
ABC — aHTUBUpYCHBIE CPEJICTBA
APM — aBTOMaTH3MpOBaHHOE pabouee MecTo
BTCC — BcnoMorarenbHble TEXHUYECKHE CPEJICTBA U CUCTEMBbI
NCTI/x — uadopmanronHas cucTeMa NepCOHATBHBIX JTaHHBIX
K3 — xonTponupyemas 30Ha
JIBC — nokanbHas BHIYUCIUTEIIbHAS CETh
MD — mexceTeBoil 3kpaH
HCJ] — HecaHKIIMOHMPOBAaHHBIN JOCTYII
OC — onepanioHHas cucTemMa
[1/IH — nmepcoHanbpHbIE TaHHbBIE
[IMB — nporpaMMHO-MaTeMaTH4eCKOe BO3/ICHCTBHE
[10 — nporpammHoOe obecrieueHne
[IOMMUH — noGoyHbI€ MEKTPOMArHUTHBIE U3TYYEHHS U HABOJKU
CA3 — cucrema aHayM3a 3alMIIEHHOCTH
C3U — cpencra 3amuTsl HHOOpPMAITUN
C3I1dn — cuctema (ImoacucTemMa) 3aluThl IEPCOHATBHBIX
nanHbeIXx COB — cuctema obHapyxenust Brop:kennii TKYU —
TEXHUYECKHE KaHabl yreuku nuHpopmanuu Y BITJIH — yrpo3sl

0e301acHOCTH MNCPCOHAJIbHBIX JTaHHBIX



BBEJIEHUME

Hacrosimas Konnenmuss wHpopmannonHoi 6e3omacHoctrn MCII[lH MyHUIIMTIATBHOTO
Ka3eHHOTO JIOIIKOJILHOTO oOpa3oBarenbHOro yupexxaenus «Jlerckmii cag Ne 1 «ComHBIIKO»
(manee — MKJIOVY Nel «ConHbIIIKO») SBISETCS OQHUIMANIBHBIM JOKYMEHTOM, B KOTOPOM
ompeiesieHa CUCTeMa B3MISI0B Ha oOecrieueHue mHpopmannonHoit 6e3onacHoctd MKIIOY Nel
«Connprko». Heobxomumocts  paspabotkn  KoHmenmmu  0OycliOBI€Ha  CTPEMHUTEIBHBIM
pacmupenueM chepbl TPUMEHEHHsT HOBEWIIMX HH()OPMAIMOHHBIX TEXHOJIOTUH M TPOIECCOB B
MKIOVY Nel «ConnbImKoy», npu 00paboTke WHPOpMAHK BOOOIIE, ¥ MEPCOHATBHBIX TAaHHBIX B
yacTHocTH. Hactosmas Konuemnuusi ompenenser OCHOBHBIE LI€JIM M 3aJadyd, a Takke OOIIyIo
CTPATEeTUIO TOCTPOCHUS CHUCTEMBI 3amuThl TnepcoHanbHbiX AaHHBIX (C3[[[Jn) MKIOY Nel
«Comnnpiikoy». KoHuenmusi omnpeaenseT OCHOBHbIE TpeOoBaHUS U 0a30Bble MOIXOABI HX
peanuzanuu, JUIsl JAOCTHXKEHHUS Tpedyemoro ypoBHS Oe3omacHOcTH uHGpopManuu. Konnemnuus
pazpaboTaHa B COOTBETCTBUM C CHCTEMHBIM IIOJXOJ0M K o0OecrnedeHno HHPOPMaIMOHHON
6e3omacHocTH. CHCTEMHBIM MMOAXOJ TNpearnojiaraeT NPOBEACHHE KOMIUIEKCa MEPONpPUSITUH,
BKJTFOYAIOIIUX MCCIEIOBAHUE YIPO3 HMH(POPMAIMOHHON OE30MacCHOCTH W Pa3pabOTKy CHCTEMBI
3amuThl [1/IH, ¢ MO3UIMK KOMIUIEKCHOTO MPUMEHEHHUS! TEXHUUYECKUX W OpPraHM3allMOHHBIX MEp U
CPEICTB 3alIUTHI.

[Ton nadopmammonnoit 6ezomnacHocThi0 [1JIH MOHMMAaETCS 3aNTUIIIEHHOCTh TTEPCOHABHBIX
JaHHBIX M 00pabaThIBaroUlel UX HHPPACTPYKTYpe OT JIOOBIX CIydyalHBIX WU 3JI0HAMEPEHHBIX
BO3JICHCTBUH, pe3ybTaTOM KOTOPBIX MOXET SIBUThCSI HaHECEeHHe yiepOa camoil uHpopmaluu, ee
Brnagenbiiam (cyosektam [1JIH) wim wHbpacTpykType. 3agaun wHGOPMAITMOHHOW O€30TaCHOCTH
CBOJISITCS K MUHIMU3AINH yIIepOa OT BO3MOXKHOU peanu3aiuu yrpo3 6ezonacHocta [1/]H, a Takke
K MPOTHO3UPOBAHUIO U MPEIOTBPALICHHUIO TaKUX BO3JAEHCTBUN. KOHIENIUSA CIIY’)KUT OCHOBOM ISt
pa3paboTKK KOMILJIEKCAa OPTraHU3allMOHHBIX U TEXHUYECKUX Mep Mo obecrneueHnto nH(OpMaluoH-
Hoit 6e3omacHoct OUB (OMCY), a Takke HOPMAaTUBHBIX U METOAMYECKUX JOKYMEHTOB, OOecte-
YUBAIOUINX €€ pealu3alfio, U He IMpearnoyaraeT noAMeHbl (GyHKIUNA TOCylapCTBEHHBIX OPraHOB
Bractu Poccuiickoit deneparinu, OTBEYAIOMUX 32 o0ecredeHrue 0e30macHOCTH MH(GOPMAITHOHHBIX
TEXHOJIOTUH U 3aIUTy HH(OPMALIUU.

KoHuenus sBiasieTcsi METOA0I0TMUECKON OCHOBOM JIA:

-(opMUPOBaHUA U MPOBEACHUS €AUHOM MOJUTUKU B 001acTu obecrieuenust 6ezonacHoctu [1/1x B
HUCIITa MKJIOY Nel «CoaHBIIIKOY;

-IIPUHATHUS YIPABICHYECKUX PEIICHUN U Pa3pabOTKH MPAKTUYECKUX MEP MO BOIIONIEHUIO OJIUTH -
ku 6ezonacHocTy [1JH U BBIpabOTKH KOMILIEKCa COTJIACOBAHHBIX MEP HOPMATUBHO-IIPABOBOTO,
TEXHOJIOTHYECKOTO U OPraHU3aIllHOHHO-TEXHHUUECKOTO XapaKTepa, HalpaBlIeHHBIX Ha BBISBICHHE,
OTpaXKeHHE U JIMKBUIAIMIO TMOCIEICTBUIN peaan3aliil pa3IudHbIX BUI0B yrpo3 [1/1H;
-koopauHanuu aesrensHocTd MKIIOY Nel «ConHbIIIKO» Mpy MPOBEACHUH pabOT MO Pa3BUTHIO U
skcruryataruu MCIIu ¢ cobmronenuem tpeboBanuii odecnieuenus 6e3omnacuoctu [1/1H;
-pa3paboTKH MPeAoKEHUN M0 COBEPIICHCTBOBAHUIO TPABOBOI0, HOPMAaTUBHOTO, METOIUYECKOTO,
TEXHUYECKOTO U OpraHu3anuoHHoro ooecneuenus o6esomacHoctu [1/n 8 UCIT[r MKJIOY Nel
«COJIHBILIKO».

Ob6nacte npuMmeHeHus: KoHIeNuu pacnpocTpaHseTcss Ha BCe SKCIUTYaTHPYIOLUe TeXHUYe-
ckue u nporpammusle cpenctsa UCITIa MKIOY Nel «CoJHBIIIKO», B KOTOPBIX OCYIIECTBIIAETCS
aBTOMaTU3UpoBaHHas oOpadorka [1/]H.

IIpaBoBoii 6a3oii a1 pazpaboTku Hactosiel Konnenuuu ciyxat TpeOGoBaHUs AEHCTBYIO-
mux B Poccun 3akoHOJaTeIbHBIX 1 HOPMAaTUBHBIX JOKYMEHTOB 110 00ecreueHno 0e301acHOCTH
nepcoHanbHbIX JaHHBIX ([1/H).



1.OBIIME ITOJIOKEHUA

Hacrosimas Konuenuus onpenenser OCHOBHbIE LIENIN U 33/1a4H, a TaKKe OOIIYI0 CTPaTeruio
MOCTPOCHUS CHUCTeMbI 3amuThl nepcoHalbHbIX JNaHHbIX (C3I1[AH) MKIOVY Nel «Connbimiko», B
cootBercTBUM ¢ llepeunem WCII/n. Konuenuusi onpenenser oCHOBHbIE TpeOOBaHHUA U 0a30BbIC
MOJXOABl K MX peaNn3aluu, JUIsl JOCTHKECHUs TpeOyeMoro ypoBHs 0€30MacHOCTH HH(OpPMAIIHH.
C3I1x npencrasiser co00il COBOKYITHOCTb OPraHU3allMOHHBIX U TEXHUUYECKUX MEPONPUATUHN IS
3amuThl [T/[H OT HEmpaBOMEPHOIrO WM CIIy4allHOTO JIOCTyHa K HUM, YHUYTOXECHMS, U3MEHEHUS,
OJIOKMPOBaHMUs, KOTIMPOBaHUs, pactipoctpaneHus [1/1H, a Takke HHBIX HETIPAaBOMEPHBIX JICUCTBUH C
HUMHU. be3onacHOCTh NEpCOHAIBHBIX AAHHBIX JOCTUTAETCS IYTEM HCKIIOYEHUS HECAaHKIMOHUPO-
BAHHOTO, B TOM YHCJE CIy4alHOIO, JIOCTyla K MEPCOHAIbHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOIO
MOXKET CTaTh YHMUYTO)KEHHE, U3MEHEHUE, OJIOKHPOBaHKE, KOIMPOBAaHUE, PaclpoCTpaHEHHE MEepPCo-
HaJbHBIX JAHHBIX, @ TAK)KE€ MHBIX HECAaHKIIMOHUPOBAHHBIX JeHcTBUN. CTpyKTypa, COCTaB U OCHOB-
ueie ¢ynkiuu C3IH onpenensitores ucxoas u3 kiacca UCITIn. C3I1/In BKiItoUaeT opranu3aiu-
OHHbIE MEPBI U TEXHUYECKUE CPE/ICTBA 3alIUThl MH(POpPMAIMH, CPEACTBA MPEIOTBPALEHUS HECAaHK-
LIMOHUPOBAHHOTO JOCTyIa, YTEUYKH HHQOpMAIMU IO TEXHUYECKUM KaHallaM, HpOTpaMMHO-
TEXHUYECKUX BO3JICHCTBUI HA TEXHUYECKUE cpencTBa 00padoTku [1/1H), a Takxke UCTIOIb3yeMbIC B
nH(}OPMaLMOHHON cucTeMe HH(POPMAIIMOHHBIE TEXHOJIOTHH.

OTu Mepbl NpU3BaHbl 00ECIEUNTh:

- KOHQUIEHIMAIBHOCTh HHPOPMAIMH (3aLUTa OT HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHUS);

- IETIOCTHOCTHh UH(OpMaLIUU (aKTyadIbHOCTh U HEMPOTHUBOPEUYHUBOCTh HH(POPMAIMH, €€ 3allIHUIIEH-
HOCTb OT pa3pylLIeHHs] U HECAHKIIMOHUPOBAHHOTO U3MEHEHMUS);

- TOCTYIMHOCTh MH(OpMaLUU (BO3MOXKHOCTD 3a IPUEMIIEMOE BpeMs IOJIYyIUTh TpedyemMyto HHPOp-
MaIMOHHYIO YCIIYTY).

Craguu cozganus C3I1/Ix BKiIrOUaroT:

- IPEIPOCKTHAs CTausl, BKIIIOYaroIas npeanpoektHoe oocnenoanrne UCIIIH, pazpaboTky
TE€X-HUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3a/IaHUs Ha €€ CO3JaHHe;

- cTanus nMpoeKTupoBanus (pazpaboTku npoektoB) u peanusanuu MCIT/IH, Bxirovaromnias paspa-
6otky C3I1/Ix B cocraBe UCII/IH;

- craaus BBoja B aericteue C3I1/IH, BKIroUyaromas OnbITHYIO SKCILUTyaTallMIo U IPUEMO-CIATOYHbIE
WCIBITAHUA CPEJICTB 3aIUTHI HHbOpMaluy, a Takxke olueHky cootsercTBust UCII[IH TpeboBaHusIM
0e301macHOCTH HH(GOPMAITHH.

Opra"u3zanuoHHble Mepbl IPEeyCMaTPUBAIOT CO3/IaHUE U MOJIep>KaHue TPaBOBOM 0a3bl
oe3onacHoctH [1/IH 1 pa3paboTKy (BBeACHHE B AcicTBUE) peaycMoTpeHHbIX [lomuTukoi nadop-
MarmonHoi 6e3omnacHoctu UCIIJIH cnenyromux opraHu3alliOHHO -PaCcIOPSIAUTEIbHBIX JOKYMEH-
TOB:

- [Inan meponpusartuit no obecneuenuro 3amutsl [1/10 npu ux obpadotke B UCII/H;

- [man MmeponpusATHii IO KOHTPOJIIO oOecriedeHus 3anuThl [1]1H;

- [Topsimok pesepBupoBanus u BocctaHoBieHus: padborocrnocoonoctu TC u I10, 6a3 nanubix u C3U;
- JomxHoctHas uHcTpykius anmuauctparopa UCII/Ix B yactu oGecrieueHus 6€30MacHOCTH

IT{1 npu ux o6padotke B UCIT/IH;

- JlomkHOCTHAs! MHCTPYKIMS agMuHUcTpaTopa 6e3onacHocty UCTI/H;

- JomxHocTHas uHCcTpykius noaszoBatens UCIIJIxH B yactu obecnieuenus 6e3onacHoctu [1/1H mpu
ux o6padorke B UCII/IH;

- UHCTpyKIIMS Ha cllydail BOBHUKHOBEHUS! BHELITATHOM CUTYaIlUu;

- PekomeHnanuu 1o MCrosb30BaHUIO IPOTPAMMHBIX U alllapaTHBIX CPEJICTB 3AIIUTHl HHPOPMALIUH.
- TexHuueckue MepbI 3alIUTHl PEATU3YIOTCS IIPU TIOMOIIH COOTBETCTBYIOIIUX ITPOTPaMMHO-
TEXHUYECKUX CPEJICTB U METOJIOB 3aILUTHI.

- [lepeyeHp HEOOXOAUMBIX MEp 3alUTH MH(YOPMAIIMK OTIPEIENISIETCS 10 pe3yabTaTaM BHYTPEHHEH
npoBepku 6e3onacHocti UCIT/ln OUB (OMCY).



2.3AJIAYM C3I1/n

OcuoBHoii nenbio C3I1/IH siBiseTcss MUHUME3aNMs yiepoa 0T BO3MOXKHOW peann3aliu yr-
po3 6e3omacHoctu [1/1H.

Jiis noctrxeHus: OCHOBHOM 1ienu cuctema 6ezonacuoctu [1J{n UCIT/Ia momkHa
obecnieunBaTh 3)PEKTHBHOE PEIICHUE CIEAYIONTNX 3a/1a4:

- 3alIMTY OT BMelIaTeJbcTBa B npouecc pynkuunonnposanus UCII/In nocroponHux
JIML (BO3MOKHOCTH MCIO0/Ib30BaHus AC M 10CTYI K ee pecypcaM J10J5KHbI HMeTh TOJIbKO 3a-
PerucTpMpoOBaHHbIE YCTAHOBJIECHHBIM MOPSAJIKOM M0JIb30BaTeNN);

- pa3rpaHuveHue A0CTYIa 3aperiCTPUPOBAHHBIX M0JIb30BaTeJIell K alnapaTHbIM, PO-
rpaMMHbIM M HHpopManuoHHbIM pecypcaM UCII/IH (BO3MOKHOCTD J0CTYNA TOJBLKO K TeM
pecypcaM U BbINIOJTHEHHS TOJbKO TeX onepanuii ¢ HUMH, KOTOpPble He00X0AMMbI
KOHKpPeTHBbIM nosb3oBarensam UCII/Ix nis BbINoTHEHHs CBOMX CJ1yKeOHbIX 00s13aHHOCTei),
TO €CTh 3AIIUTY OT HECAHKLIIMOHMPOBAHHOIO 10CTYMA:

a) Kk uHpopmamu, nupkyaupytomeit B MCIT/1H;

0) cpeactBam BerunciuTenbHor Texauku UCTIH;
B) anmapaTHbIM, IPOrPaMMHBIM U KPUNTOIpaUUECKUM CPECTBAM 3alUThI, UCIIOJIb3YEMBIM B
NCTIH;

- PerucTpanuIo AelcTBUN MOJb30BaTeIell MPU UCI0Jb30BAHUH 3AMIIIAEMbIX pecyp-
coB MCII/lH B cHCTEeMHBIX KypHAaJIax M IMEPUHOAUYECKHH KOHTPOJIb KOPPEKTHOCTH
ACHCTBHMI M0JIb30BaTe/ el CHCTeMbl IYyTeM aHAJIN3a COAEPKUMOI0 ITHX )KYPHAJIOB;

- KOHTPOJIb 11eJI0CTHOCTH (00ecneyeHe HEeM3MEHHOCTH) CpeAbl MCIOJTHEHHS IPOrpamMMm
U ee BOCCTAHOBJIEHHE B CJIyuae HApYLIeHHS;

- 3alIMTY OT HECAHKIIHOHUPOBAHHOH MOAU(PUKAIMH U KOHTPOJIb LIeJIOCTHOCTH HC-
noJuab3yembix B UCII/IH mporpaMMHBIX CPeICTB, a TAK:Ke 3aIUTY CHCTEMbI OT BHEJAPEHUS He-
CAHKIMOHUPOBAHHBIX IPOrPaMM;

- 3ammTy IIJIH OT yTeuKkH 10 TeXHHYECKUM KAHAJIaM NpPH ee 00padoTKe, XpaHEHUH
U nepefaye 1o KaHaJaM CBSI3H;

- 3ammty I1/IH, Xxpanumoii, o0padaTbiBaeMoil M nepeaaBaeMoi 0 KaHAJIaM CBS3H,

OT HECAHKIIHOHMPOBAHHOI'O PA3IJIAIICHUS MU HCKAKECHHS;

- o0ecrnieyeHMe JKUBYUECTH KPUNTOrpaguuecKuX CPeACTB 3alUTHI HH(OpMaIUT
NPU KOMIIPOMETALMN YACTH KJIIOYEBOIl CHCTEMBbI;

- CBO€BpEeMEHHOE BbIsIBJIeHHE HCTOYHUKOB yrpo3 0e3onacuoctu I1{H, npuynH u ycjio-
BHIi, ClIOCOOCTBYIOIIIUX HAHeCeHU 0 yulep0a cyobekTam I1/IH, co3nanne mexanuszma onepa-
THBHOTI'0 pearupoBaHusi Ha yrpo3bl 0e3onacHocTu I1/IH n HeraTuBHbIE TEHIEHIIUN;

- CO3JaHMe YCJA0BHUI VI MUHUMHU3ALUH U JIOKAJIU3AallUM HAHOCUMOI0 yuiep0a Henpa-
BOMEPHBIMH JAeHCTBUAMH (PU3NYECKHUX H IOPHINYECKHUX JHL, 0CJIa0IeHne HeraTUBHOI 0
BJIMSIHUS M JINKBUIAUMS NOCJIeACTBUH HapyieHus 0e3onmacHoctu I1/{H.

3. OBPBEKTBI 3AIIUTHI
Ilepeyens HHGOPMANMOHHBIX CHCTEM

B MKJIOVY Nel «ConHbIIKO» MPOU3BOAUTCA 00pabOTKa MEPCOHATBHBIX JAaHHBIX B HH-
dbopMannoHHBIX crcTeMax oOpaboTku nepcoHanbHbIX AaHHbIX (UCIIIH). [Tepeuens UCII/In om-
penensercs Ha ocHoBaHMM OTYeTa Mo pe3yapTaTaM BHYTPEHHEW IIPOBEPKH.

IlepeyeHb 00bEKTOB 3aIUTHI

OObeKkTaMu 3aIIUTHI SIBIAIOTCS — HHpopMalus, oopadateiBaemas B ICII/IH, u TexHudeckue
cpencTBa ee 00OpaOOTKH M 3amuThl. [lepedeHp mepcoHaIbHBIX JAHHBIX, MOJUICKAIIHNE 3allUTe, OI-
peneneH B [lepeune nepcoHaIbHBIX TaHHBIX, oexanux 3amute B MCII/I.

OOBEKTHI 3alIUTH BKIIOYAOT:

- O6pabatsiBaeMast HHpOpMALHS.
- Texnonoruueckast ”HPOpMAaIHs.
- IIporpaMMHO-TEXHUYECKHE CPEACTBAa OOPAOOTKH.
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- Cpencrsa 3auutsl [1J]H.
- Kanansl napopManimoHHOro 0OMeHa U TeJIEeKOMMYHUKAIUH.
- OOBEeKTHI U IOMEIIEHUS, B KOTOPBIX pa3Menienbl komnoneHTs! MCIT/IH.

4. KIACCU®UKAIIUAA MOJb30BATEJIEN UCII I

[ome3zoBarenem MCII/IH siBisieTcst nuio, ydacTByromiee B (DYHKIIMOHUPOBAaHUU HH(pOpMa-
[IMOHHOW CHCTEMbI NIEPCOHANBHBIX JaHHBIX WU HCHOJB3YIONIEe pe3yabTaThl ee (PyHKINOHHPOBA-
Hus. [Tons3zoBarenem UCII/In sBasercs moboit corpyaauk MKJIOVY Nel «ComnHbiliko», uMeonui
noctyn Kk MUCII/In u ee pecypcaMm B COOTBETCTBUHU C YCTAHOBJICHHBIM MOPSIAKOM, B COOTBETCTBHH C
ero QyHKIIMOHATBHBIMH 00S3aHHOCTSIMH.

[Honb3oBarenu UCII/IH nensitcst Ha TpU OCHOBHBIE KATETOPUU:

1). Aamunuctparop UCIIOn. Corpynauku OUB (OMCY), koTopble 3aHUMAIOTCSI HACTPOUKOM,
BHEJIpEHUEM U conpoBokaeHueM cuctembl. Anmuaucrpatop UCIIIx obnagaeT ciemyronum ypoB-
HEM J0CTyma:

- oOnanaeT noiaHON MHpopMaIell 0 CUCTEMHOM U MPHUKJIAIHOM POTpaMMHOM 00ecrieYeHNnN
NCTIH;

- 06nazaer noJHOM H(opManKel 0 TeXHUYECKUX cpeacTBax u koHpuryparuu UCIIH;

- MMEeT JIOCTYI KO BCEM TEXHHUYECKUM cpeacTBaM 00paboTku nHpopmanmu u ganubiM UCIH;

- o0OnamaeT npaBaMu KOH(GUTYpUPOBAHUS U aIMUHUCTPATUBHON HACTPONKH TEXHUYECKUX CPEJICTB
NCIIAn.

2). Ammuauctparop T3 HCIIJIH, 3T0 coTpyaHUK yrpaBieHus oOpa3oBaHus KuceneBckoro
TOPOJICKOTO OKpyra WM CTOPOHHUX OpraHu3aluid, KOTOpble€ 3aHUMAIOTCS pa3pabOTKOM
nporpamMmmHoro obecrieuenus. Pazpaborunk UCII/IH oGnanaer ciaeayromuM ypoBHEM AOCTYyTIA:

- oOmanaer nHdopmarmel 06 anropuTMax u nmporpammax oopadorku uHpopmaruu Ha UCI/IH;

- o0naaeT BO3MOKHOCTSIMM BHECEHUSI OIIMOOK, HEEKIapUPOBAaHHBIX BO3MOXKHOCTEH, MPOrpaMM-
HBIX 3aKJIaJIOK, BPEJIOHOCHBIX TIporpamm B mporpammuoe obecrieuenue MCII/IH Ha cranuu ee pas-
paboTKU, BHEAPEHUS U COMTPOBOKICHUS;

- MOXKET pacrojiaraTh J100bIMH pparmenTamu uHpopMmaryu o Torosiorun MCIT/IH u TeXxHuYecKux
cpencrBax 00padoTku u 3amuthl [1/1H, oOpadaTeiBacMbix B MCIT/IH.

3). Onepatop UCIIIn. CoTpynHUKH ydacTBYrOIHKX B mpoiiecce dkcrryaranuu MCITIa. Onepatop
NCTIIH o6namaer cneayromuM YpOBHEM JOCTYIIA:

- o0namaeT BceMH HEOOXOAUMBIMU aTpuOyTamMu (HampuMep, maposieM), 00eCIednBaIOIIIME TOCTYII
K HEKOTOpOMY IOAMHOKeCTBY 11/1H;
- pacnonaraet KOHGUACHIUAIbHBIMU JAHHBIMH, K KOTOPBIM UMEET JOCTYII.

Kareropuu nosb3oBateneid 10JDKHBI ObITh onpenencHbl s kKaxaon MCIT/Ix. JlomkHO OBITH
YTOUHEHO pa3J/ieJIeHUuEe COTPYAHUKOB BHYTPU KaTE€rOpHii, B COOTBETCTBUM C TUIIAMHU IOJIb30BaTENIEH
onpeneneHHbiMU B [lonutuke nHGoOpMaMOHHONW 6E30TaCHOCTH.

Bce BbIsiBIIEHHBIE TPYIIIBI I0JIB30BATENEH OTpaxaroTcs B OTyeTe no pe3ysbTaraM BHYTPEH-
Hell nposepku. Ha ocHoBanum Otuera ompenenstorcst npasa poctyna k aeMmentam MCIIIH nns
BCEX TPYIII MOJb30BATENEN U OTpaxkatorcss B Marpuue aocryna B [lonoxxennn o pasrpaHuyeHUU
MpaB J0CTymna K 06pabaThiBaeMbIM MEPCOHATBHBIM JTaHHBIM.

5. OCHOBHBIE ITPUHITATIBI HIOCTPOEHUS CUCTEMBI KOMILIEKCHOM
BE30OITACHOCTH HUH®OPMAIINHN

[Toctpoenune cucrembl obOecrneuenus ©Oe3omacHoctu [/ UCII/In u ee
(YHKIIMOHUPOBAHKE JOJKHBI OCYIIECTBISATHCS B COOTBETCTBUH CO CIEAYIOIIMMH OCHOBHBIMU
MPUHLUATIAMH:

- 3AKOHHOCTb;

- CHCTEMHOCTb;
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- KOMIIVICKCHOCTb,

- HENIPEPBLIBHOCTDb,

- CBOEBPEMEHHOCTD

- IPEEMCTBCHHOCTDb U HENIPEPBLIBHOCTH COBEPIICHCTBOBAHMA
- [IepCoHaJTbHAasA OTBETCTBEHHOCTD,

- MUHUMU3alus HOJIHOMO‘{I/Iﬁ;

- B3aUMOJIeHCTBHE U COTPYAHHUYIECTBO,

- THOKOCTh CHCTEMBI 3alMTbI]

- OTKPBITOCTDH AJTOPUTMOB U MEXaHU3MOB 3allIUTDI;

- IIPOCTOTA IPUMEHCHUA CPECACTB 3allIUThI,;

- HAy4YHas 000CHOBAHHOCTD M TeXHHYECKAas P€aAIN3yEMOCTD,
- CrieHuaJamu3anusa u l'[pO(l)CCCHOHﬂJ'IHCiM;

- 00913aTEJIbHOCTh KOHTPOJIs.

5.1. 3aKOHHOCTH

[Ipenmonaraer ocymiecTBIeHWE 3allUTHBIX MeponpusTuii u paspaborky C3IIJJlH B
COOTBETCTBHUU C JICUCTBYIOIIUM 3aKOHOJATEILCTBOM B obOmactu 3ammthl [IJlH w apyrux
HOPMAaTHUBHBIX aKTOB MO0 0€30MaCHOCTH MH(POPMAIIUH, YTBEPKICHHBIX OpraHaMy TOCY/IapCTBEHHOU
BJIACTHU U yNPABJICHUS B TIpe/ieiaX UX KOMIICTCHIIHH.

[Tonws3oBarenu u obOcmyxuBatomuii nepconan MCII[IH nomkHBI OBITH OCBEIOMIIEHBI O
nopsizike paboTeI ¢ 3amumaeMon nHpopmaimein 1 00 OTBETCTBEHHOCTH 3a 3amuThl [1/1H.

5.2. CucTeMHOCTh

CucteMubiii nogxon k noctpoenuto C3II/IH mpeanonaraer y4eT BCeX B3aMMOCBS3aHHBIX,
B3aMMOJICHCTBYIOIIMX W HW3MEHSIOIMMXCA BO BPEMEHU DJJIEMEHTOB, YCIOBUUW U (HaKTOPOB,
CYIIIECTBEHHO 3HAYMMBIX JJI1 TOHUMaHUsS U PeIIeHus nMpooieMbl odecriedeHus 6e3onacHoctu [1/1x
HNCIITa MKJIOVY Nel «CoaHBIIIKO».

[Ipu co3ganum CUCTEMBI 3aIUTHI IOJDKHBI YUUTHIBATHCS BCE CiIa0ble W HAaMOOJIee ySI3BUMbBIC
MecTta cucteMmbl 00paboTku [1/]H, a Takke XapakTep, BO3MOKHBIC OOBEKTHI M HAIPABIICHUS aTaK Ha
CHUCTEMY CO CTOPOHBI HapymuTeaeH (0COOEHHO BHICOKOKBATM(UITMPOBAHHBIX 3JI0YMBIIIJICHHUKOB),
MyTH TPOHUKHOBEHHUsI B pactpezaeneHnple cuctembl 1 HCJl x mHbopmaruu. Cuctema 3aliuThl
JIOJDKHA CTPOUTHCS C YUETOM HE TOJBKO BCEX M3BECTHHIX KaHaioB NMpoHuKHOBeHUs U HCJI k wH-
dbopmaruu, HO U ¢ Y4ETOM BO3MOKHOCTH TOSIBJICHUS NMPUHIMITHAIBHO HOBBIX MYTEH peain3ariuu
yrpo3 0e30MMacHOCTH.

5.3. KommiiekcHocrnb

KoMIekcHoe MCOab30BaHUE METOJIOB U CPEACTB 3aILUTHI MPEANOJaraeT corjiacoBaHHOE
IIPUMEHEHHUE PA3HOPOJHBIX CPEICTB IPU INOCTPOCHUU LIEIOCTHOM CHCTEMBI 3alUThI, IEPEKPHIBAIO-
11el Bce CyIeCTBEHHbIE (3HaUMMBbIe) KaHaJIbl peau3allii yIpo3 U He CoJeprKallell ciabblx MecT Ha
CTBIKAX OTIEJIBHBIX €€ KOMIIOHEHTOB.

3amura JOHKHA CTPOUTHCS SIIETOHUPOBaHO. [ KaXk10T0 KaHalla yTeuky HHPOpMaLuu U
JUIL KaX10M yrpo3bl 0€30MaCHOCTH JIOJDKHO CYIIECTBOBAaTh HECKOJIBKO 3alIUTHBIX pyoOexen. Cos-
JIaHUE 3aIIUTHBIX pyOexel OCYIIECTBIISETCS C Y4€TOM TOT0, YTOOBI /Ul UX MPEOA0JIEHUS TOTEHIIN -
aJIbHOMY 3JIOYMBIIIEHHUKY TpeOOBaIMCh NMpodeccuoHalIbHbIe HaBBIKM B HECKOJIBKMX HEB3aWMO-
CBSI3aHHBIX 00JACTSX.

BHemHsas 3amuTa 10J0KHAa 00ecieunBaThCsl GU3UUECKUMH CPEICTBAMH, OpraHU3allMOHHbI-
MU U NpaBoBbIMH Mepamu. OHUM U3 HauboJiee YKPEIUIEHHBIX pyOexel NMpu3BaHbl ObITh CPEICTBA
KpUNTOTpaprueCcKON 3alUThl, pealn30BaHHbIE C UCMOIb30BaHueM TexHonorun VPN. IlpukinagHoi
YPOBEHb 3alIHUThI, YIYUTHIBAIOIINUNA OCOOCHHOCTH MPEAMETHOM 001acTH, MPEACTaBIsAeT BHYTPEHHUHN
pyOex 3aIIHTHI.
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5.4. HenpepbiBHOCTB 3amuThl I1/IH

3amura [1/IH — HE pa3oBo€ MEPOIIPUATHE U HE NMPOCTAsi COBOKYITHOCTh IPOBEIEHHBIX MEPO-
IIPUSATANA U YCTAHOBJICHHBIX CPEACTB 3allUTHI, & HEIIPEPBIBHBIN LI€JICHAIIPABICHHBIN IIPOLIECC, MTPE -
II0JIaratoIui MPUHATHE COOTBETCTBYIOIMX MEP Ha BCEX 3Tarnax kxu3HeHHoro nukia MCIIIH.

NCTIJH nomKHBI HAaXOAUTHCS B 3aAIIMIEHHOM COCTOSIHUM Ha MPOTSDKEHWU BCEIO BPEMEHU
X (GYHKIMOHHPOBAHUSA. B COOTBETCTBUM C STHM MPUHIMIIOM JOJDKHBI IIPHHUMATHCS MEPHI TI0 He-
nonymieHuto nepexona UCIIJIH B He3amuUIIIEHHOE COCTOSTHUE.

BonbmuHCTBY (U3UYECKUX U TEXHUYECKUX CPEJCTB 3aIUTHI Ui 3()(HEKTUBHOTO BBHIOTHE-
HUS CBOMX (YHKUIMH HEOOX0AMMA MOCTOSIHHAS TEXHUYECKas U OpraHU3alMOHHAs (aJMUHUCTPATUB-
Has) MojJiepkKa (CBOEBpPEMEHHAs CMEHa U OOecreueHue MPaBUIbHOIO XpaHEHUS U IPUMEHEHUs
MMEH, MapoJie, Kiroueil mudpoBanus, nepeonpeaeacHue moJHOMOUri u T.11.). [lepepsIBbI B pado-
T€ CPEJCTB 3aIMUTHl MOTYT OBITH KCIIOJIb30BAHBI 3JI0YMBIIIJIEHHUKAMU /11 aHAJIN3a PUMEHSIEMBIX
METO/IOB U CPEJCTB 3allIUTHI, U1 BHEAPEHUS CHEIUAIbHBIX MIPOrPaMMHBIX U allapaTHBIX '"3aKia-
NOK" M APYTrUX CPEJICTB NMPEOIOJICHNUS CUCTEMBI 3alIUThI MOCJIE BOCCTAHOBIIEHUS €€ ()YHKIIMOHUPO-
BaHMS.

5.5. CBoeBpeMeHHOCTH

[IpennonaraeT ynpexaaromuii xapakrep Mep odecrneuenus: 6esonacuoctu [1J{H, To ecTh no-
CTaHOBKY 3a/1a4 1o komruiekcHo# 3amure UCIa u peanuzanuro mep obecrieueHrs 06€30mMacHOCTH
[1/T1 Ha panHux cragusax pazpadorku UCII/IH B menoM u ee CUCTEMBI 3auThl HH()OpMaInu, B 4a-
CTHOCTH.

Pa3paboTka cucTteMbl 3alIMTHI JI0JKHA BECTUCH Mapalie]bHO ¢ pa3paboTKOM M pa3BUTHEM
caMOM 3alIUIIAeMOI CHUCTEMBI. DTO MO3BOJUT y4eCTh TpeOOBaHUsI OE30MACHOCTH MPU MPOEKTHUPO-
BaHUM apXUTEKTYphl U, B KOHEYHOM CY€Te, co37aTh OoJsiee 3P (eKTHUBHBIE (KaK 1O 3aTpaTam pecyp-
COB, TaK U MO CTOMKOCTH) 3aIUILEHHBIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTDH U COBEPLIEHCTBOBAHME

[IpenmnonaratoT NOCTOSTHHOE COBEPIIEHCTBOBAHWE MEP U CPEACTB 3alllUThl HH(POpPMALIUU Ha
OCHOBE NMPEEMCTBEHHOCTH OPraHM3AallMOHHBIX M TEXHUYECKHX pElIeHUH, KaJpoBOr0 COCTaBa, aHa-
nu3a ¢pyakiuonupoBanus UCIIIH 1 ee cucTeMsl 3alIUTHI ¢ YY€TOM U3MEHEHHH B METOJaX U Cpe/l-
CTBax repexnara UHPOpPMAIUU, HOPMATUBHBIX TPEOOBAHUI 10 3aIUTE, JOCTUTHYTOTO OTEUECTBEH -
HOTO U 3apy0eHOro OIbITa B ATOM 00J1acTH.

5.7. llepconajibHAasi OTBETCTBEHHOCTD

Hpez[nonaraeT BO3JIO)KEHHE OTBETCTBEHHOCTH 3a o0ecIieueHHe 0e30I1acHOCTH H]_IH Hn CUC-
TEMBI HUX O6p8.6OTKI/I Ha KaXXA0Iro COTPyAHHKA B IpCACiiax €ro rnoyitHoMounii. B cooTBeTrcTBUU C
OTUM IIPUHOUIIOM PaCHpCACICHUC IIpaB U 00s3aHHOCTEHN COTPYAHUKOB CTPOUTCS TaKUM 06pa30M,
4TOOBI B cliydyac JIF000TO HapymieHus Kpyr BUHOBHHUKOB OBbLI YEeTKO M3BECTEH MU CBCACH K MHMHH-

MyMy.
5.8. [IpuHIMIn MUHUMHM3AIMUA TOJTHOMOYHIA

O3HavaeT npeaoCTaBIEHUE NI0JIb30BaTENSIM MUHUMAIIBHBIX IIPaB JIOCTYNA B COOTBETCTBUH C
MIPOU3BO/ICTBEHHON HEOOXOIMMOCTBIO, HA OCHOBE NMPUHIUMA «BCE, YTO HE Pa3pelIeHo, 3ampelie-
HOY.

Hoctyn k IT/IH 1oykeH MpeaocTaBiIsAThes TOJNIBKO B TOM Cllydae U 00beMe, eClid 3TO Heoo-
XOJMMO COTPYTHHKY /ISl BBIITOJIHEHUS €r0 JIOJKHOCTHBIX 00513aHHOCTEH.

5.9. BzaumozaeiicTBue U COTPYIHUYECTBO

Hpez[nonaraeT CO3JaHuUC 6JIaFOHpI/I}ITHOI71 aTMOC(I)CpBI A1 CHUXXCHUS BCPOATHOCTHU
BO3HMKHOBEHHUS HETaTUBHBIX JEMCTBUM CBA3aHHBIX C YEIOBEUYECCKUM (I)aK-TopOM.

B Takoii o0craHOBKe COTPYAHHUKHU NOJIKHBI OCO3HAHHO CO6J’IIO,Z[3TL YCTAaHOBJICHHBIC ITpaBUJIa
U OKa3bIBaTh COACHCTBUE B ACATEIbHOCTH l'IO)Ipa3JICJ'IeHI/II71 TEXHUYECKOM 3aIIUThI I/IH(I)OpMaI_II/II/I.
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5.10. 'ndxocth cucremsl 3amuthl I1/1n

[IpunsATEIE MEPBI M YCTAHOBIICHHBIE CPEJACTBA 3AIIMTHI, 0COOCHHO B HAYaJIbHBIN MEPHOI MX
9KCIUTyaTallMi, MOTYT O0€CleunBaTh KaK Ype3MEpHbIH, TaK U HEAOCTATOYHBIH YPOBEHb 3allUTHI.
st obecnieueHHs] BO3MOXKHOCTH BapbHUPOBAHUS YPOBHEM 3alUIIEHHOCTH, CPEACTBA 3aIUTHI
JOJDKHBI 00J1a1aTh OTPEAEICHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBIISIETCS B TEX
cllydasiX, KOTJja YCTaHOBKY CPEJCTB 3aIlUTHl HEOOXOJMMO OCYIIECTBISITh Ha PabOTAIONIYIO CHCTE-
My, HE HapyIas mpoliecca €€ HOpMaJIbHOTO (PYHKIITHOHUPOBAHUSL.

5.11. OTKpPBITOCTH AJTOPUTMOB U MEXAHMU3MOB 3A1HUTHI

CYTI) IMpHUHOHUIIA OTKPBITOCTH AJTOPUTMOB U MCXAaHU3MOB 3alllUTbl COCTOUT B TOM, YTO 3a-
IIUTa HE JIOJDKHA 00SCTICUNBATHCS TOJIBKO 32 CUET CEKPETHOCTH CTPYKTYPHOU OpraHU3alluy U aJiro-
PUTMOB (DYHKIIMOHMPOBAHUS €€ IMOACHCTEM. 3HaHHE AJITOPUTMOB PabOThl CHCTEMBI 3aIIUTHI HE
JIOJDKHO J1aBaTh BO3MOYKHOCTU €€ TpeojosieHus (gaxke aBTopam). OmHAaKO, 3TO HE O3HAYAET, UTO
nH(OpMAIHS 0 KOHKPETHOW CHCTEME 3alUTHI IOJDKHA OBITh 00IIE0CTYITHA.

5.12. IIpocToTa npuMeHeHUsI CPeCTB 3aUTHI

MexaHu3Mbl 3aIlUTHl JOJKHBI OBITh MHTYUTHUBHO TOHSTHBI U MPOCTHI B HCIOJIH30BAHUU.
[IpuMeHeHne cpeACTB 3alUTHI HE TOJDKHO OBITh CBSI3aHO CO 3HAHHMEM CITEIUAIIBHBIX SI3BIKOB WJTU C
BBITIOJTHEHUEM JICUCTBUH, TPEOYIOMNX 3HAYUTEIBHBIX JOTOJHUTEIBHBIX TPYJ03aTpaT MpU OOBIY-
HOM paboTe 3apeTUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSIKOM TOJIB30BATENCH, a TAKXKE HE JIOJKHO
TpeOOBaTh OT TOJIH30BATENS BBIMOJTHEHUS PYTHHHBIX MAJOTIOHITHBIX €My orepanuii (BBOJ He-
CKOJIbKHX TIapoJiel U UMEH U T.]1.).

JlomkHa HOCTUTaThCs aBTOMATH3alds MAaKCHMMAaJIbHOTO 4YMCla ACHCTBHUM MOJB30BATENICH U
angmunauctpatopo UCITIH.

5.13. HayyHnasi 000CHOBAHHOCTb M TEXHHYECKASl Peajin3yeMocTh

HNHbopManmoHHbIe TEXHOJIOTHUH, TEXHHYECKHUE U MMPOTrPAMMHBIE CPEJICTBA, CPEACTBA U MEPhI
3amuUThl HHGOPMAIIUU JIOJDKHBI OBITh PEaTM30BaHbl HA COBPEMECHHOM YPOBHE Pa3BUTHS HAYKU U
TEXHHUKH, HAy9HO 00OCHOBAHBI C TOYKHU 3PEHUS JTOCTIIKECHUS 3aJJaHHOTO YPOBHSI O€30ITaCHOCTH WH-
(hopManuy U JOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM M TPEOOBAHHUSM 110 0€30I1aCHOCTH
I11n.

C3I1/IH 1oipKHA OBITH OPHEHTHPOBAHA HA PEIICHHUS, BOSMOXKHBIC PUCKH I KOTOPBIX H Me-
pBI TIPOTHUBOJCHCTBUS 3THM PHUCKAM MPOILIA BCECTOPOHHIOW TCOPETHUCCKYIO M IMPAKTHYECKYIO
IIPOBEPKY.

5.14. Cnenuaaun3anusi 1 npoeccuoHaIN3M

[IpenmonaraeT nmpuBjcUYeHUE K Pa3pabOTKEe CPEACTB U PeaTu3aliyd Mep 3aluThl HHpOopMa-
MU CHCIUATM3UPOBAHHBIX OpPraHU3aIUil, HanboJIee MOATOTOBICHHBIX K KOHKPETHOMY BHY JIesi-
TEJBHOCTU O o0ecredeHuto o6e3onacHocT [1/[H, MMEIOUIMX OMBIT MPAKTHYECKOW PabOThI U rocy-
JapCTBEHHYIO JIMIICH3UIO HA TIPAaBO OKa3aHMsI YCIYT B 3TOW oOyiacTu. Peanu3zanus aiMUHUCTPATUB-
HBIX MEp U DKCILTyaTalusi CPEACTB 3alUThI JOJDKHA OCYIIECTBISITECS MPOPECCHOHATBLHO MOIIOTOB-
neHHbiMU cnienanuctamu OB (OMCY).

5.15. O6s13aTeIbHOCTH KOHTPOJIA

[Ipenmomnaraer 00s3aTeNbHOCTh M CBOEBPEMEHHOCTH BBISBICHUS M MPECEUCHHS MOMBITOK
HapyIIeHHUs] YCTAaHOBJICHHBIX MpaBuil obecriedeHus O6e3omnacHoctu [1/IH HA OCHOBE MCMONB3YeMBIX
CUCTEM U CPEJICTB 3aIlIUThl HHPOPMAIIMK TIPU COBEPIIICHCTBOBAHUN KPUTEPHEB U METOJIOB OILEHKU
3G (HEKTUBHOCTH ITUX CUCTEM U CPEICTB.

KoHTponb 3a 1esTenbHOCTHIO JIF000TO MOJIB30BaTENsl, KaXA0r0 CPeACTBA 3alIUThl U B OTHO-
IIEHUH JIF000TO 00BEKTAa 3aIIUTHI IOJDKEH OCYIIECTBIATHCS HA OCHOBE MPUMEHEHHS CPEJCTB Orepa-
TUBHOTO KOHTPOJISI U PETHCTPAIH U JIOJDKEH 0XBAaThIBAaTh KaK HECAHKIIMOHUPOBAHHBIC, TaK M CaHK-
[IMOHUPOBAHHBIC JCHCTBUS MOJIb30BaTENEH.
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6. MEPbI, METO/IbI 1 CPEACTBA OBECHIEYEHUS TPEBYEMOI'O
YPOBHA 3AIIIMIIIEHHOCTHU

Obecnieuenne TpeOyeMOTro YpOBHSI 3aLUIIEHHOCTH JOJDKHOCTH JIOCTUTATHCS C UCIIOJIb30Ba-
HUEM Mep, METOJIOB U cpelicTB Oe3omacHocTH. Bee Mepsl obecnieuenus 6e3onacaoctu MCIIH
MOJIPA3ICNISIOTCS Ha:

- 3aKOHOJATe/IbHbIE (IIPABOBbIE);

- MOPAJILHO-3THYECKHUE;

- OpraHu3anMoHHbIe (A/IMUHUCTPATHBHbDIE);

- pusuyeckue;

- TeXHHYecKHUe (anmnapaTHble H POrpaMMHbIe).

[lepeuens BbIOpaHHBIX Mep oOecnieueHns 6e30macHOCTH oTpaxaeTcs B [lnane meponpusTuit
10 00ECTICUSHHIO 3aITUTHI TIEPCOHAITBHBIX TAHHBIX.

6.1. 3akoHonaTesibHbIE (IPABOBbIE) MePbl 3ALUTHI

K mpaBoBbIM Mepam 3aIUThl OTHOCSTCS JEHCTBYIOIME B CTpAaHE 3aKOHBI, YKa3bl U HOpMa-
THUBHBIE aKThl, perilaMeHTHpyomue npasuia odpamenus ¢ [1/1H, 3akpenmsioniye npasa u o0s3aH-
HOCTH YYaCTHHUKOB MH(OPMAIIOHHBIX OTHOILIEHUH B Ipoliecce ee 00pabOTKU U MCIIOIb30BaHUS, a
TaK)K€ YCTaHABIIMBAIOIIME OTBETCTBEHHOCTD 3@ HAPYILEHHUS 3TUX MPaBUJI, MPEMATCTBYS TEM CaMbIM
HenpaBOMEpHOMY ucnoJib3oBaHuto [1/[H 1 aBnsromKecs caepKUBaOMUM (aKTOpOM Ui TOTEHIH-
AIbHBIX HAPYLIUTENEH.

[IpaBoBBI€ MepbI 3aIIUTHI HOCAT B OCHOBHOM YIPEXAAIOIINN, TPO(UIaAKTHUYECKUNA XapaKTep
1 TPeOYIOT MOCTOSTHHOM pa3bsICHUTEIBHON PA0OTHI C MOJIB30BATEISIMH U OOCITY>)KHBAIOIIIUM TIEPCO -
HaJIOM CUCTEMBI.

6.2. MopaJibHO-dTHYECKHE MePbI 3aIUThI

K MopanpHO-3THUECKUM MepaM OTHOCATCS HOPMBI NOBEJCHHUS], KOTOPbIE TPAJAULIMOHHO CJIO-
YKUJTUCh WU CKIIQJBIBAIOTCA 10 Mepe pacnpoctpaHeHuss DBM B cTpaHe win 001ecTBe. ITH HOPMBI
0O0JIbIIeH YacThIO HE SIBIAIOTCS 00s3aTeIbHBIMHU, KaK 3aKOHOJATEIbHO YTBEPXKIACHHBIE HOPMAaTHB-
HbI€ aKThl, OJIHAKO, UX HECOOIII0/IEHUE BEJEeT OOBIYHO K MaJICHUIO aBTOPUTETA, MPECTHKA YEIOBEKa,
TPYIIIBI JIUI] WK OpraHu3anuu. MopaibHO-3TUYECKHE HOPMBI ObIBAIOT KaK HEMHCAaHbIE (Hampumep,
oOuienpru3HaHHbIe HOPMBI YECTHOCTH, MATPUOTHU3MA U T.I1.), TaK U MMHUCAHBIE, TO €CTh 0(OPMIICHHbBIE
B HEKOTOPBIN CBOJI (YCTaB) MpaBWJ WU MPEIIHCaAHHN.

MopanbHO-3THYECKHE MEPBI 3alUTHI ABISIOTCA NPOPUIAKTHUECKUMU U TPEOYIOT MOCTOSH-
HOUM paboThl MO CO3aHUIO 3J0POBOTO MOPAIBHOTO KJIMMaTa B KOJJIEKTUBAX MojpasnaeieHuit. Mo-
PAIbHO-3TUYECKUE MEPHI 3alIUThl CHUXKAIOT BEPOSTHOCTh BO3HUKHOBEHUS HETAaTHBHBIX JCHCTBUIA
CBSI3aHHBIX C YEJIOBEUYECKUM (PAKTOPOM.

6.3. Opranu3annoHHbIe (A/AMUHUCTPATUBHbIE) MEPbI 3alIUTHI

Opranu3anyoHHble (aJMUHUCTPATUBHBIC) MEphl 3alUTHl - 3TO MEpbl OPraHU3alMOHHOTO
XapakTepa, perjiaMmeHTupyromue npoueccsl pyHkunonuposanuss UCII/IH, ucnosib3oBaHue pecyp-
coB UCII/IH, nearenbHOCTh OOCIYKMBAIOIIETO MEPCOHANa, a TAKKe MOPSJIOK B3aUMOACHUCTBUS
nosibzoBareneit ¢ UCII[In takum oOpa3zom, 4ToObl B HaWOOJbIIEH CTENEHU 3aTPYJHUTH WM HC-
KJIIOYUTh BO3MOYKHOCTh PeaTn3alliy yrpo3 0€30MacCHOCTH WIM CHU3UThH pa3Mep MOTEpPh B CiIydae X
peanu3anuu.

I'maBHas nenp agMUHHUCTPATUBHBIX MEpP, NPEANPUHUMACMBIX HA BBICIIEM YIIPABICHYECKOM
ypoBHE — copmupoBath [lonutuky napopmarnronHoi 6e3onacHoctu [1/IH (oTpaxaromnyro moaxo-
Ibl K 3amure uHpopManuu) U 00ecreyuTh €€ BBIIOJHEHHE, BBIJIENSAS HEOOXOIUMBbIE PECypChl U
KOHTPOJIUPYS COCTOSIHUE JEIL.

Peanuzanus [omutuku undopmarnmonHoit 6e3onacuoctu [1/ln 8 UCITAH cocTtosT U3 mMep
aJIMUHUCTPATUBHOTO YPOBHS U OPraHU3AMOHHBIX (IIPOLIEYPHBIX) MEp 3aIUThl HHPOPMAIIIH.
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K amMuHHCTpaTHBHOMY YPOBHIO OTHOCSITCSI PEILIEHHsI PYKOBOJICTBA, 3aTparuBarollue Aes-
tenbHOCT, UCII/IH B 1mlenoM. Dty penienus 3akpemisitores B [lonmutuke mHGOpMAIMOHHON 6€30-
nacHocTH. [Ipumepom Takux petieHuid MOryT OBITh:

- IPUHATHE pelleHns 0 (POPMHUPOBAHUY WIH NEPeCMOTPe KOMILIEKCHOI MPOrpaMMbl
ob0ecnieuenns 6esonacHoctu I1/IH, onpenesieHne 0TBETCTBEHHBIX 32 €€ peau3alHIo;

- ¢popmy/MpoBaHMe 1Hesel, TOCTAHOBKA 3a/1a4, ONpeJeieHHe HANIPABJICHUI J1esiTeNb-
HOCTH B 00s1actu 0e3onacHoctu I1/1H;

- o0ecrnieyeHHe HOPMATHBHOI (IPaBOBOii) 0a3bI BONIPOCOB 0€30MACHOCTH H T.II

[TonuTrka BepXHETO YPOBHS JOJHKHA YETKO OUEPTHTH chepy BIUSHUSA U OTPAHUICHHSI IPU
omnpeneneHuu 1eneit 6ezomacuoctu [1/{H, onpenenuts KakumMu pecypcamu (MaTepuaibHbIE, IEPCO-
Haj) OHU OyJIyT HOCTUTHYTHI U HAUTH Pa3yMHBIA KOMIIPOMHUCC MEXAY IPUEMIIEMbIM YPOBHEM
6e3onacHOCTH U PpyHKIHMOoHAIBHOCTHIO UCIT/H.

Ha opranusairioHHOM ypoBHE ONpeAEAIOTCs MPOLEAYPhI U MpaBUjia TOCTHKEHUS 1esiel U
pemenus 3anad [lonutuku nHpopmannonHoi 6ezonacuoctu [1/IH. DT npaBuia onpenensor:

- KAKOBa 00J1aCTh NPUMeHeHus1 MoJUTUKHU Oe3onacHocTu I1/{H;

- KAKOBbI POJIU U 00513aHHOCTH /10/ZKHOCTHBIX JIML, OTBeYalolue 3a NpoBeaeHue 1no-
auTuku 0e3onacHoctu I1/{H, a Tak ke X YCTAHOBUTH OTBETCTBEHHOCTh;

- KTO uMmeeT npasa gocryna k II/{x;

- KAKMMH MepaMHM U cpeacTBamMu odecnieunBaercsd 3ammrta [1/1H;

- KAKHMHU MepaMH U cpeJCTBaMH o0ecrne4uBaeTcsl KOHTPOJIb 32 c00JI10/IeHueM BBe/leH-
HOI0 pe:kuMa 0e30MaACHOCTH.

Opraau3anuoOHHbIE MEPHI JTI0JDKHBI:

- IpeayCMATPUBATH perjiaMeHT HH(POPMANMOHHBIX OTHOIIEHH, HCKJIIOYAIOIIHUX BO3-
MO’KHOCTh HECAHKIIHOHHUPOBAHHBIX el CTBUI B OTHOLIEHUH 00BbEKTOB 3aIMTHI;

- onpeAessaTh KOATHIMOHHbIC U HepapXHUYeCKUue IPUHIUIBI 1 MeTOAbI
pasrpanunyenus gocryna K II{x;

- ONpeAesATh NOPSAAOK PadoThI C NPOrPAMMHO-MATEeMATHYECKUMHU M TEXHHYECKUMH
(anmapaTHble) CPpeACTBAMU 3AIMTHI M KPUNITO3AIMTHI M APYTUX 3aIUTHBIX MEXaHU3MOB;

- opranmn3oBaTtb Mepbl nporuBoaeiictBuss HC/I mosib3oBaTe/iiMu HA 3Tanax ayTeHTH -
(puxkanun, apropuzanmuu, HICHTH(PUKALUY, 00eCTIEYNBAOIIUX FAPAHTUHN PeaM3aluu NIPaB
U OTBETCTBEHHOCTH Cy0ObeKTOB MH()OPMAIMOHHBIX OTHOLIEHH .

B opranuzannoHHbIe MEPBI JOJDKHBI COCTOSITh U3:

- periiamenTa gocryna B nomemenuss UCII/In;

- HOPAIOK JIONYCKA COTPYAHNUKOB K MCI0JIb30BaHuI0 pecypcoB UCII/IH;

- perjiaMeHTa NpoueccoB BeJAeHHs 0a3 JAHHBIX M OCYLIEeCTBJICHUS MO (PUKALIUA
UH-(POPMALMOHHBIX PECypPCOB;

- perjiaMeHTa NpoueccoB 00CIYKMBAHHUA U OCYLIECTBJICHUS MOAU(PUKANNH aNNapar-
HbIX U porpaMmmHubIx pecypcoB UCII/IH;

- nHcTpyKumii mosb3oBaresieit UCII/In (aamunuctparopa UCII/IH,
aIMUHUCTpaTopa 0e3omacHocTH, oneparopa UCIIIn);

- HHCTPYKI U 110JIb30BATeJIAA IPH BOSHMKHOBEHMHU BHEIUTATHBIX CUTYaIlHIl.

6.4. ®Pu3n4yeckue Mepbl 3aLUTHI

dusnueckue MCPBI 3allIUThl OCHOBAHbI HA MIPUMCEHCHUHN PAa3HOI'0 pOoJia MEXaHUYCCKUX, 3JICK-
TPO- WJIH JJICKTPOHHO-MCXAHUYCCKUX YCTpOﬁCTB u COOPY)KCHHﬁ, CIICNUAJIbHO IMPEAHA3HAYCHHBIX
I CO3aaHUA CI)I/I3I/I‘leCI(I/IX HpCHHTCTBI/Iﬁ Ha BO3MOJKHBIX MYTAX MPOHUKHOBCHUA U NOCTYyIIA ITOTCH -
OHUaJIbHBIX HapyIlIHTeJIeﬁ K KOMIIOHEHTaM CHCTEMBI 1 3alllMIIaeMOM I/IH(I)OpMaI_II/II/I, a TaK)XKXC TCXHU -
YCCKUX CPCACTB BU3YaJIbHOTO Ha6J'IIO,Z[€HI/I${, CBsA3U U OXpaHHOﬁ CUTHAJIM3all1u.

dusnyeckas 3amura 3,[18.HHI>1, HOMCMGHHﬁ, 00BEKTOB U CpCACTB I/IH(I)OpMaTI/ISaLII/II/I JOJDKHa
OCYIICCTBJIATHCA MYTCM YCTAHOBJICHUSA COOTBCTCTBYIOIIUX ITOCTOB OXpaHbI, ¢ MOMOIIBLKO TCXHUYC-
CKHX CPCIACTB OXpaHbl NI JFOOBIMH Apyrumu CHOCO68.MI/I, mpeaoTBpaiaromuMu Ujin CyneCTBEHHO
3aTPYAHAIOIUMHA IIPOHUKHOBCHUEC B 3JaHNUC, MTOMCIICHUA ITOCTOPOHHUX JIMI, XUIIICHUC I/IH(bOpMa-
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IIMOHHBIX HOCHUTENEH, CaMHUX CpeACTB HMH(GOPMATH3ALMU, UCKIIOYAIOIIMMHU HAXOXKJICHHE BHYTPH
KOHTPOJIUPYEMOH (0XpaHsAeMOi1) 30Hbl TEXHUUYECKUX CPEACTB Pa3BEAKHU.

6.5. AnnaparHo-nporpaMmMHble cpeacTsa 3amuThl I/

Texnuueckue (ammapaTHO-TIPOrpaMMHBIE) MEphl 3alIUThl OCHOBAaHBI HA HCIIOJIH30BAHUU
Pa3IMYHBIX JIEKTPOHHBIX YCTPOMCTB M CHENHUAIBHBIX Mporpamm, Bxoasmux B coctaB UCIIxn u
BBITIOJTHSIONIUX (CAMOCTOATEILHO WJIM B KOMIUIEKCE C JPYTHMMHU CpPEACTBaMHU) (DYHKIIMH 3allUThI
(uneHTH(UKAINIO U ayTeHTU(UKAITUIO TIOJIB30BATENICH, pasrpaHHYCHHE JOCTYIA K pecypcam, peru-
CTpaIMIO COOBITUH, KpUNITOrpadUIECKOe 3aKphITHE HH(POPMAITUH U T.11.).

C yugerom Bcex TpeOoBaHMI U MpUHIUIOB obecriedenus O6e3omacuoctu [1J{n B UCITIH mo
BCEM HAIPaBJICHUSIM 3aIIUTHl B COCTAB CUCTEMBI 3aIUTHI JOJDKHBI OBITh BKJIIOYEHBI CIEAYIOIINE
cpencTaa:

- CpeACTBA HACHTU(PUKAIMHU (OMO3HABAHUSA) U AYTEHTUPUKALMHU
(moaTBep:kIeHUs NONIMHHOCTH) NoJib3oBaTeeid UCII/An;

- CpeaCcTBA pasrpaHUYeHHs J0CTYNA 3apPerucCTPMPOBAHHBIX I0JIb30BaTe/ el CHCTEMBbI
k pecypcam UCIIH;

- cpeacTBa o0ecneyeHHs] U KOHTPOJIS 1eJOCTHOCTH NPOrpaMMHBIX U MH(OPMAIHOH-
HBIX PeCypcoB;

- CpeCTBA ONEPATHBHOI0 KOHTPOJISI M PerucTpamum coObITHiA 0€30MaCHOCTH;

- Kpunrorpaguyeckue cpeacrsa samursl I1/H.

VYcnentnoe npuMeHEeHNE TEXHUYECKUX CPEICTB 3all[UThl HA OCHOBAHWUHW TTPUHITUTIOB (pa3ien
5) npennonaraer, 4To BBINOJIHEHHE IMEPEUMCIICHHBIX HIDKE TpeOOBaHHMN 0OECredeHO OpraH3aly-
OHHBIMH (2JIMUHUCTPATUBHBIMU) MEPAMH U UCTIOJIb3YEMbIMH (PU3NIECKUMH CPEJICTBAMHU 3AIIUTHI:

- o0ecnieyeHa (pusnvecKas meJ0CTHOCTh BecexX KoMnmoHeHT UCIIAn;

- KQXKAbli cCOTPYAHUK (mosb3oBareab UCII H) niau rpynna mojab3oBaresieid uMeet
YHHKAJbHOE CHCTEMHOEe MM 1 MMHMMAJIbHO HE00X0AMMBbI€ /1151 BHINIOJIHEHUS] MM CBOMX
(GYyHKIHOHAIBHBIX 00SI32AHHOCTEH MOJHOMOYMS 1O JOCTYILY K pecypcaM CHUCTeMbI;

- BCe U3MEHeHHUs] KOH(PUTYypanuu TeXHuYeCKuX 1 nporpammubix cpeacts UCIIAn
NPOM3BOASATCH CTPOr0 YCTAHOBJICHHBIM NOPSAAKOM (PErHCTPUPYHOTCH U KOHTPOJIHUPYOTCH)
TOJIbKO HA OCHOBAHUM PACIOPSIKEHUI PYKOBOACTBA yIIpaBJIeHUs 00pa3oBaHUs
KuceneBckoro ropoackoro okpyra;

- ceTeBoe 000pya0BaHMe (KOHHEHTPATOPbI, KOMMYTATOPbI, MAPIIPYTU3AaTOPbI H T.II.)
pacmoJiaraercs B MecTax, HeJOCTYIHbIX JJIsl IOCTOPOHHUX (CIEeNNATbHBIX IOMEIEHUSX,
mKadax, u T.1L.);

- CHeNUATUCTAMHU OT/esa 00pa3oBaHUusl AJIbMEHEBCKOIr0 MYHHIMIAJIBHOIO OKpYyra
Kypranckoii 00;1acTH ocyliecTB/sieTcsl HellpepbIBHOE YNpPaBJeHHEe M aAMHHUCTPATHBHAS
nojajxepx ka GyHKUMOHUPOBAHUS CPEACTB 3AIUMTHI.

7. KOHTPOJIb D®@PEKTUBHOCTHU CUCTEMBI 3AINUTHI UCIIAn

Kontpons spdextuBHocT C3II[IH noipkeH ocyliecTBIsSeTCs Ha NEpUOTUYECKON OCHOBE.
Lenbro KOHTPOIIS 3(P(PEKTUBHOCTH SIBJISIETCSI CBOEBPEMEHHOE BBISBJICHNE HEHAISKAIIMX PEKUMOB
pabotsr C3II/IH (oTK/IIOUEHHE CPEACTB 3alllUThl, HAPYIICHUE PEXUMOB 3aLIUThI, HECAHKI[HOHUPO-
BaHHOE M3MEHEHHUE PEeKUMa 3aIMThl U T.I1.), @ TaK MPOTHO3MPOBAHUE U NMPEBEHTUBHOE pearupoBa-
HUE Ha HOBbIE yrpo3bl Oe3zonacHocTH [1/1H.

KoHTpone MoOkeT mpoBOIUTHCA Kak aaMuHUCTpaTopamu OezomacHoctu MCIIAH (onepa-
TUBHBII KOHTPOJIb B Ipoliecce nHpopmannoHHoro B3aumoseiicteus B UCII/IH), Tak u npuBiekae-
MBIMH JUISl 3TOW LI€JIM KOMIIETEHTHBIMU OpPTaHU3aLMSIMH, UMEIONIUMU JIMLEH3UIO HA 3TOT BUJ A€A-
tenbHOCTH, a Takke DCTIOK Poccun u @Cb Poccun B nipefenax Ux KOMIETEHIINN.

KoHTposIb MOXKET OCYIIECTBIATHCS aJAMUHUCTPATOPOM O€30MAaCHOCTH Kak C MOMOILBIO
LITaTHBIX CPEICTB cUCTEMBI 3auThl [1/IH, Tak ¥ ¢ TOMOLIBIO CHIEIUAJIBHBIX IPOIPAMMHBIX CPEICTB
KOHTPOJIAL.
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Onenka 3ppeKTUBHOCTH Mep 3amuThl [1J][H TpOBOAUTCS C MCTIOIB30BAHNEM TEXHUYECKHIX U
MIPOrPAMMHBIX CPEJICTB KOHTPOJISI HA IPEIMET COOTBETCTBHSI YCTAHOBICHHBIM TPEOOBAHHSIM.

8. COEPbI OTBETCTBEHHOCTMH 3A BE3OITACHOCTD I1/In

OTBeTCcTBEHHBIM 32 pa3pabOTKy Mep U KOHTPOJIb HaJ oOecreueHneM 0e301MacHOCTH Mepco-
HaJIbHBIX JJAHHBIX SIBJISIETCS 3aBEAYIOLIUI. 3aBEAYIOIMN MOXKET JAEJIErMpOBaTh YaCTh MOJTHOMOYNI
1o o0ecrieyeHnI0 0e30MaCHOCTH MEPCOHANBHBIX TAHHBIX.

Ccdepa 0OTBETCTBEHHOCTH PYKOBOIUTENS BKIIOYACT CIIEAYIOUINE HAIPABICHUS 00ECTICYSHNUS
6e3omacuoctu [1/]H:

- [InanupoBaHue u peajausanusi Mep no odecnedenuro desonacHoctu I1/1n;

- AHasmm3 yrpo3 0e3onacHoctu I/1H;

- PazpaboTKy, BHepeHHe, KOHTPOJIb UCIIOJHEHUS U MO//Iep:KaHHue B AKTYaJIbHOM CO-
CTOSIHMH MOJIMTHK, PYKOBO/JCTB, KOHIENIH, IPOLeAyp, perjiaMeHTOB, HHCTPYKUMH U APYTrUX
OPraHu3alMOHHBIX JIOKYMEHTOB 10 00ecrneyeHHI0 0e30MACHOCTH;

- KonTpouas 3ammmennoctu UT undppacrpykrypstr ot yrpo3 Ub nyrem;

- O0yuenne u nnpopmupoBanue nosn3opareseit UCII/In, o nopsiake padorsi ¢ I1/In
U CPeJACTBAMM 3alIUThI;

- [IpenorBpaienne, BbIsiBJICHUE, pearipoOBaHKe U paccjieJ0BaHUe HAPYILICHHH
o0ezonacunoctu IJIH.

HpI/I BSaI/IMOHeI\/IICTBI/II/I CO CTOPOHHMMH OpTraHU3alsAMU B CIIydasaX, KOTrJa COTpyaAHUKaM
ATUX OPTaHU3alUN MPEAOCTABISIETCS TOCTYI K 00BEKTaM 3aIuThl (pa3zaen 3), ¢ STUMHU OpraHu3a-
IUSIMU TOJDKHO OBITH 3aKimoueHo «Cornamnenne o KOHQUACHIIMAIEHOCTHY, TN00 «CorameHue o
cobmoennn pexuma o6ezonacHoctu [1/[a npu Bemonxenun padot B UCTIIa».

9. MOJEJIb HAPYIIUTEJIA BE3OITACHOCTHU

[Tox napymmrenem B OB (OMCY) moHuMaeTcs 110, KOTOpoe B Pe3yIbTaTe YMBIIIICH -
HBIX WJIM HEYMBIIICHHBIX JIEHCTBUN MOXKET HAaHECTH yIiepd 0ObeKTaM 3aluThl (pa3zaen 3).
Hapymurenu nonpasaenstorces no npusHaky npunamiesxknoctu k UCITJIa. Bee HapymuTe-
JIU IETISITCS Ha JIBE TPYIIIIbL:
e BHeUIHHE HAPYMIHMTeJH — (pu3nueckue Iuia, He UMEIOIINe MpaBa NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOH 30HBI, B MpeAenax KOTOpoW paszMemniaeTcs o0opyno-
Banue MCII/In;
¢ BHYTpPeHHHE HAPYILIUTEeIH — PU3NYECKUE JIMIIA, UMEIOUIUE MPaBO MpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOIUPYEMOM 30HBI, B IIpe/ieiax KOTOPOH pa3Meriaercs o0opyno-
Banue MCII/IH.
Knaccudukanus nHapymuresei npeacraieHa B Mojenu yrpo3 0€301acHOCTH MEPCOHATb-
HbIX JaHHbIX Kaxaou MCIIIx.

10. MOZAEJIb YT'PO3 BE3OITACHOCTH

Jns UCIT[IH - BBLAETSIOTCS CIEAYIONME OCHOBHBIE KATETOPUHU YIpo3 0€30MacHOCTH
MEPCOHAIBHBIX JAHHBIX:

1) Yrpo3bl OT yTEUKHU 10 TEXHUYECKHM KaHAJIaM.

2) YTpo3bl HECAHKIIMOHMPOBAHHOTO JOCTYIA K HH(QOpMAaLnu:
- Yrpo3bl YHUUTOXKEHUS, XUIeHus anmnapatHeix cpeacts UCIIAn Hocuteneit nHGopMaIuu myrem
¢uznueckoro nocrymna k anementam UCII/IH.
- Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHON MoauduKanuu win OJ0KUpOBaHUs MH(pOpMaIuM 3a

CYCT HCCAHKIIUOHHUPOBAHHOTO HOCTYyIla (HCI[) C MMPUMCHCHUCM IMPOrpaMMHO-AIIIaPATHBIX U IIPO-
I'paMMHBIX CPEACTB (B TOM YHUCJIC NPOTPAMMHO-MAaTECMATHYCCKUX BO3HCﬁCTBHﬁ).
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- Yrpo3bl He MpeJHAMEPEHHBIX IEHCTBHUM MOJIb30BaTEIeH U HApPYIIEHNH 0e301MacHOCTH (HYHKIIHO-
uupoBanus MCIT/In u C3I1/{x B ee cocraBe n3-3a cO0EB B MPOrpaMMHOM O00ECIIEYCHUH, a TAKKE OT
yrpo3 HEAaHTPONOTeHHOTO (COOEB ammaparypsl H3-3a HEHA/IC)KHOCTH 3JIEMEHTOB, COOEB AIIEKTPOIIH-
TaHUsS) U CTUXUUHOTO (YZapOB MOJIHHM, [10’KapoB, HABOJAHEHUH U T.I1.) XapaKTepa.
- Yrpo3sl IpeAHAMEPEHHBIX ACUCTBUN BHYTPEHHHUX HApYyIIUTEICH.
- Yrpo3bl HECAHKIIMOHUPOBAHHOIO JJOCTYIIA 10 KAHAJIAM CBS3H.

Onucanue yrpo3, BEposITHOCTb UX PeAIM3alliy, ONTACHOCTh U aKTyalbHOCTb IIPE/ICTABICHBI
B Mojienu yrpo3 0e301acHOCTH EPCOHANBHBIX JaHHbIX Kax o UCITJIH.

11. MEXAHU3M PEAJIM3ALIMU KOHIENIIUA

Peanusanusa KoHnenuny 10oJpKHa OCYHIIECTBIIATHCS HA OCHOBE NIEPCIEKTUBHBIX IIPOTpaMM U
IIJIJAHOB, KOTOPBIE COCTABJISIFOTCS. HA OCHOBAHUM U BO HCIIOJHEHUE:!

- enepajIbHBIX 32KOHOB B 00/1acTH o0ecnieyeHNs] HH(POPMALIMOHHOM 0€30I1aCHOCTH
U 3a1IUThI HH(popMannu;

- nocra”HosJeHuil Ilpasurenscrea Poceniickoii @enepauumn;

- PYKOBOJSILIIMX, OPTraHU3ALMOHHO-PACIIOPAIUTEIbHBIX H METOANYECKUX
nokymeHToB @®CTIK Poccuu;

- norpedHocreii UCIIIH B cpeacTBax odecnieyeHust 0€30acHOCTH MH(POPMALIUH.

12. OKUJAEMBINA DY®PEKT OT PEAJIM3AIIMA KOHIENITAN

Peanmuzamus Konnermmmu 6e3onacuoctu [1/1n 8 UCII/IH mo3BoUT:

- OleHUTHL cocTosinue Oe3omacHoctd MHPpopmanuu UCII/IH, BBIIBUTH HMCTOYHHMKH
BHYTPEHHHMX M BHEIIHUX YTPo3 HH(OPMALMOHHOH 0€30MaCHOCTH, ONIPeieTUTh NPUOPUTETHBIE
HaNpaBJIeHNsl MPeI0TBPAILIEHHUsI, OTPAKEHUS ¥ HelTpaIu3aluu dTHX YIpo3;

- pa3pa6éoraTh pacnopsiiuTe/bHbIe H HOPMATHBHO-METOIMYECKHE TOKYMEHTHI IpUMe-
HuTeJabHo K UCI1/IH;

- mpoBecTH kjaaccupurkanuio u ceprupuxkannro UCIIAn;

- MPOBECTH OPraHU3ANMOHHO-PEKMMHbIE U TEXHUYECKHE MEPONPHUsITHSI 10 obecreye-
Hui 0ezonacHoctu IJIn B UCIIIH;

- o0ecrie4yuTh HEOOXOAMMBbI YPOBEHb 0€30MACHOCTH 00bEKTOB 3aIMTHI.

OcyIecTBICHHE 3TUX MEPOTIPUATUNA 0OCCTICUUT CO3/IaHUE SIUHOM, IIEIIOCTHON M CKOOPIH-
HUPOBaHHOU cucTeMbl nHpopMannoHHoi 6e3omacnoctu UCIIIH 1 co3mact ycimoBust 171 e Aalib-
HEWIIIero COBEPIIICHCTBOBAHMUSI.

13. CIIMCOK UCHIOJIb30BAHHBIX UCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH U METOJIMYECKHUMH JOKYMEHTaMH, Ha KOTOPBIX 0a3u-
pyercst HacTosmas KoHenuus siBIsioTCs:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» (Janee —
@3 «O nepcoHaTbHBIX JAHHBIX)»), YCTAHABIMBAIOIINI OCHOBHBIEC IPUHIUIIBI U YCIOBUS 00pabOTKH
[1/11, mpaBa, 00sS3aHHOCTH U OTBETCTBEHHOCTh YUaCTHUKOB OTHOIICHHH, CBSI3aHHBIX ¢ 00pabOTKOM
IT/1n.

2 «ITonoxxenne 00 obecrieueHnn OE30MACHOCTH MEPCOHATBHBIX TAHHBIX MPU UX 00paboTKe
B HMH(OPMAITMOHHBIX CUCTEMAaX MEePCOHABHBIX JaHHBIXY», YTBepkaeHHoe [locranoBnenuem [IpaBu-
tenbcTBa PO o1 17.11.2007 r. Ne 781.

3 «llopsnok mpoBeneHUs KiIacCU(PUKAIUU UHHOPMAITMOHHBIX CUCTEM MEPCOHAIBHBIX JTaH-
HBIX», yTBepKJIeHHBIH coBMeCTHBIM [Ipukazom @CTIK Poccuu Ne 55, ®Ch Poccun Ne 86 nu Mu-
HuHpopmeBs3u PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenne 06 0coOEHHOCTIX 0OPAOOTKH NMEPCOHANBHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
WCIIOJIb30BAHUSI CPEJICTB aBTOMAaTU3anumny, yreepxaeHnoe [loctanosnenuem [IpaButensctBa PO ot
15.09.2008 r. Ne 687.

19



5 «TpeGoBaHMs K MaTepUAIbHBIM HOCUTEISIM OMOMETPUYECKHX MEPCOHATIBHBIX JAHHBIX H
TEXHOJIOTUSIM XPAHEHUS! TaKUX JAaHHBIX BHE MH(POPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX TAHHBIXY,
yrBepxaeHHbIe [loctanoBienueM IlpasurensctBa P® ot 06.07.2008 r. Ne 512.

6 HopmaruBHO-mMeToan4eckue NOKyMeHTh dDenepanbHOi CIykKObl MO TEXHUYECKOMY MU
SKCIepTHOMY KOHTpoiro Poccuiickoit denepamnu (ganee - @CTIOK Poccun) mo obecnedeHuto
6e3omacuoctu [1/]H ipu ux ob6padotke B UCII/IH:

7 PexomeHnaanuu 1o odecrneyeHnto 6e30nacHOCTH NEPCOHANIBHBIX JaHHBIX NPU UX 00paboT-
Ke B MH(OPMAIMOHHBIX CHCTEMaX NMEPCOHAJBHBIX AaHHBIX, YTB. 3aM. qupektopa ®CTIK Poccun
15.02.08 r. (JACII)

8 OCHOBHbBIE MEPONPUATHUS 110 OPraHU3alUU U TEXHUYECKOMY 00eCTIeUeHNI0 OE€3011aCHOCTH
MEPCOHAIBHBIX JJAHHBIX, 00pa0daThIBaéMbIX B HH()OPMAMOHHBIX CHUCTEMAaX NePCOHATBHBIX JaHHBIX,
yTB. 3am. nupekropa DCTIK Poccum 15.02.08 r. (ACIT)

9 bazoBas monens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MIPH UX 00pabOTKE B WH-
(OpMalMOHHBIX CHCTEMAaxX MEePCOHAIBHBIX JaHHBIX, YTB. 3aM. nupektopa @CTIK Poccun 15.02.08
r. (ACII)

10 Metoauka onpeneneHus: akTyalbHbIX YyTpo3 0€30MaCHOCTH MEPCOHANIbHBIX JaHHBIX MPU

ux 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHANBHBIX JAHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)
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